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Letter from the President:

Leading Excellence in Healthcare Security, Safety and Emergency Management continued on page 3

Fellow IAHSS Members,

At the time of this writing, I have just returned 
from participating in a fantastic IAHSS volunteer 
leadership conference and am very excited about 
2012 and all of the great things that IAHSS has to 
offer the healthcare security and safety industry. 
We are working towards a goal this year surpassing
the 2,000 member mark, and with everyone’s help 
and continued support I know that we can reach 
this important milestone. There are a number of 
significant projects and initiatives currently being 
undertaken across the globe by our Association

and thanks to the dedication and hard work of our volunteer leaders and
their passion for the healthcare security profession, we are now represented
coast to coast in Canada thanks to the chartering of the new Atlantic Chapter
in Newfoundland and steadily increasing our membership in the Australian/
New Zealand Chapter. We have also had recent inquiries about IAHSS from
such diverse areas as Belgium, the Netherlands and Malaysia. If there are any
doubts as to what the “I” stands for in IAHSS, this should certainly answer the
question.

We are working nonstop on promoting many great events and the solidifying
of our relationship with fellow professional healthcare organizations such as
the Emergency Nurses Association. Thanks to the exceptional work of our
Councils and Commission, we are consistently expanding our influence and
providing subject matter expertise into many other professional fields includ-
ing being offered representation at the Facility Guidelines Institute which is in
the process of finalizing acceptance of the IAHSS Guidelines Council’s Security
Design Guidelines for Healthcare Facilities, a true game changer as far as
recognition that IAHSS is the source for healthcare security and safety expert-
ise. The importance of such work and the impact that it will have upon all of
our organizations and security programs cannot be overstated and thanks to

Bryan Warren, CHPA
President
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such innovative and groundbreaking efforts, the value of
being a member of IAHSS is more evident now than
ever before.

I would challenge each of you, my fellow IAHSS mem-
bers, to reach out and spread the word about what a
difference IAHSS is making in our industry and how to-
gether we can advance the healthcare security and
safety profession. The 44th General Membership Meet-
ing and Seminar Program is being held this year from
May 6th – 9th in beautiful Las Vegas, Nevada and the
caliber of the speakers and educational events that are
being offered this year are second to none. Please take
the time to look at the phenomenal list of internation-
ally known presenters and check out all of the other
details on the website at www.iahss.org. Remind your
fellow IAHSS members of this great event and make
sure to invite those that have not had the opportunity
to become a member of our rapidly expanding Associa-
tion and share with them all of the amazing value that
IAHSS membership provides. It truly is one of the best
investments that a healthcare security and safety practi-
tioner can make, both in themselves as well as for their
organization.

I am looking forward to an exciting and challenging
2012 and together I know that we will continue to ad-
vance as the international leader in healthcare security
and safety. Thank you for all that you do and for making
such a difference in others’ lives. Stay safe.

Respectfully,

Bryan Warren

Executive Director’s Letter

2012 is moving fast and    
IAHSS is moving with   
it!  We continue our 
outreach efforts and  
will be exhibiting at the 
ENA Leadership Con-  
ference in New Or- 
leans late February and at 
ISC West in Las Vegas in 
March.  Then we focus

solely on the 44th AGM in Las Vegas.  The AGM is
May 6-9 at the Flamingo.  The event program has
many items you can take-away and the speakers are
fantastic.  Combine the presentations with our ex-
hibitors and their latest technology and it promises
to be an event you will not want to miss!   Costs
have been held on the registration again this year and
the hotel rate is only $79 per night.

Our volunteer workgroups are hard at work produc-
ing new products, reaching out to new partners, pro-
ducing new guidelines and maintaining our
certification programs.  Have you seen the new De-
sign Guidelines?  This tremendous project will be in-
valuable to you and your facilities.

IAHSS has added email reminders to our member-
ship as another mechanism to insure your member-
ship does not expire.  Have you been to the
member’s only section recently?  The volume of free
materials is amazing and changes regularly.

How can we help you?  Please let us know.

Always,

Evelyn Meserve, CHPA             
Executive Director

2012 IAHSS Board of Directors

President – Bryan Warren, CHPA

President Elect – Lisa Pryse, CPP, CHPA

Vice President Treasurer – Marilyn Hollier, CPP, CHPA

Vice President Secretary – David LaRose, CPP, CHPA

Member At Large – Roger Sheets, CHPA

Member At Large – Martin Green, CHPA

Immediate Past President – Jim Stankevich, CHPA
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Hospital Seeks IAHSS 
Department of Distinction Status 

Antelope Valley Hospital (AVH), a facility of the
Antelope Valley Healthcare District, is located in
northern Los Angeles County in Southern California.
Serving the high desert community for over 55 years,
this non-profit hospital has grown to be the preemi-
nent healthcare facility for our district’s nearly 1.2 mil-
lion residents. The Emergency Department, which
houses a Level II Trauma Center, is known as the sec-
ond busiest in the state. With its 2,500 employees, 450
physicians, 23 entry ways and two metal detectors, a
security force of 55 security officers serves and secures
the hospital, keeping its employees, guests and patients
safe, according to Director of Security, Tim Lidberg.

One goal of the Security Department for the year
2012, Lidberg says, is to gain mileage on becoming an
IAHSS Department of Distinction.  In attempting this,
the department has launched an all-out effort to have
all officers certify at the Basic and Advanced Levels. All
the Supervisors have certified at the Supervisor level
and most officers have achieved Advanced level. It
makes great business sense to have your front-line cus-
tomer service representatives that wear the uniform of
a security officer trained and certified at the highest
possible levels, Lidberg claims.

AVH security officers and supervisors are provided 
the Study Guide published by IAHSS and department 

leaders mentor and quiz the officers on the subject
areas for a few days or weeks, depending on the 
strength of knowledge an officer possesses on security
in a healthcare setting.  The testing proctor then pro-
vides access to the officer for the online examination.  

As a result of its strong peer review program and
support from hospital administrators, Lidberg says, the
security officers have excelled in their testing and
scored well on the exams.  Peer review is essential to a
good certification program - where officers learn from
each other and pass on their knowledge.  The support
the Security Department receives from the hospital ad-
ministration is also key, as the hospital executives pro-
vide the resources necessary for the Security Force to
learn, grow and excel at the certification process.  

Lidberg, a retired military security specialist, is
AVH’s first director to certify at the Basic, Advanced
and Supervisor levels.  His goal for 2012 is to obtain
the Certified Healthcare Protection Administrator des-
ignation and to bring healthcare security to a higher
level at the hospital.  Lidberg appreciates the support
that IAHSS, especially the local Greater Los Angeles
Chapter, provides to the AVH Security Force. 

FOR FURTHER INFORMATION, CONTACT:
Timothy J. Lidberg, Director of Security, Antelope 
Valley Healthcare District,1600 West Avenue J, 
Lancaster, CA 93534, Phone: 661-949-5672.  Fax: 
661-726-6391. E-mail: timothy.lidberg@avhospital.org

Upcoming Events

May 6-9, 2012 44th AGM in Las Vegas

June 22, 2012 ENA and IAHSS Workplace  Violence
Summit in Chicago

May 5-8, 2013 45th AGM in Myrtle Beach
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HANNAH GRUENBERG
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PETER J. MANGO
BRUNA MARIANO
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DWAYNE L. SKINNER
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MICHAEL R. SPERRY
LARRY J. SPICER
BRIAN SPIESER
RICHARD STANG
LOU STILES
MITCHELL STRICKLAND
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DANIEL J. TAVERNE
DENNIS L. THOMPSON
RICHARD S. UNGER
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RON D. WILLIAMS
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LEANNE M. WITZEL
ERIC YOUNG

Welcome New Members
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The AMRI Hospital Fire In 
India:   A Wakeup Call For 
US Safety Directors?

With reports of disasters in foreign countries with
multiple casualties appearing in the media almost daily,
there is a tendency in North America to ignore the de-
tails of such events in the belief that "they can't happen
here." One such event, however, that deserves close at-
tention by US hospital safety directors, according to
Joseph Bellino, CHPA, HEM, System Executive, Security
& Law Enforcement, Memorial Hermann Health System,
Houston, TX, was the fire on December 9, 2011, at
AMRI Hospital in Kalkota (Calcutta), India. Some 94
persons, mostly patients, were reported killed in the
fire, most of them by smoke inhalation, and most of
them on the upper floors of the hospital. 

"We do take it for granted here in the US that we
do a better job training and staying on top of and en-
suring our fire protection systems work," says Bellino,
who is a past president of IAHSS.  But, the AMRI fire
could be a reminder that now "would be a good time
to pause and take a look," he adds.

The AMRI hospital was a modern centrally air condi-
tioned 180-bed, seven-story building built in 1996 with
sprinklers and fire alarms, a premier private hospital
owned by one of the largest corporations in India. The
fire originated in the basement of the hospital where
several combustible substances including stacks of wool
and ply boards were stored. There were five security
officers on duty and they tried to put out the fire them-
selves. They allegedly did not notify hospital authorities
for a half hour and the hospital didn't call the fire de-
partment for another half hour. By that time smoke
from the fire had overcome the victims. Among the
charges leveled against hospital management was failure
to close the AC vents.

In the US, according to the NFPA there are 1,600
fires in hospitals and hospices annually, which result in
an average of one death, 29 civilian injuries, and $5.5
million in property damages. 

While there have been no fires in recent years in
hospitals which resulted in the kind of casualties expe-

rienced in the AMRI fire, that disaster has some similari-
ties to two US hotel fire disasters:

--In December 1986, a fire broke out in the Dupont Plaza
Hotel in San Juan, Puerto Rico, killing 97 people and injuring
140 people. The fire (arson) emanated  from  new furniture
temporarily stacked in a ballroom next door to the casino.
The fire quickly engulfed the casino and lobby, and the lobby
was filled with smoke throughout the first and second floors
of the hotel and spread to other floors too. 

-- On November 21, 1980, a fire broke out on the ground
floor of the MGM Grand Hotel, Las Vegas, NV, in a restaurant
known as The Deli.  Smoke and fire spread through the build-
ing, killing 85 people and injuring 650, including guests, em-
ployees and 14 firefighters. While the fire primarily damaged
the second floor casino and adjacent restaurants, most of the
deaths were on the upper floors of the hotel, and were
caused by smoke inhalation. Openings in vertical shafts (ele-
vators and stairwells) and seismic joints allowed toxic smoke
to spread to the top floor. 

Is this a good time for safety directors to review their
fire safety program, make sure their fire suppression
equipment is working, that employees are properly trained
in evacuating patients, and that there are no combustible
items stored in areas where they might act as fire
sources?  

Bellino agrees that it is. "I as the safety officer was al-
ways erring on the safety side. I had 16 fires a year at a fa-
cility I worked at, one in which I had suffered smoke
inhalation. Even with everything working correctly, smoke
can be a major problem for us in the US,” he says.

Deadly smoke from a basement fire penetrates the upper

patient floors of the AMRI Hospital, Kalkota, India. Smoke

inhalation was reported as responsible for most of the 

94 deaths caused by the fire.



A
lthough government agencies such as the Na-
tional Institutes of Mental Health, the Centers
for Disease Control and Prevention and the

Substance Abuse and Mental Health Services Adminis-
tration have not yet provided fresh data on the growing
use of psychiatric services in emergency rooms in re-
cent years, a survey by the Reuters news agency of
mental health advocacy groups, state-funded agencies,
and individual hospitals confirms this marked increase
in psychiatric emergencies and the worsening problem
it has created for ER clinicians and hospital security de-
partments.

--The National Association of State Mental Health Pro-
gram Directors (NASMHPD), an organization of state
mental health directors, according to Reuters, estimates
that in the last three years states have cut $3.4 billion in
mental health services, while an additional 400,000 peo-
ple sought help at public mental health facilities.  In that
same time frame, demand for community-based serv-
ices climbed 56 percent, and demand for emergency
room, state hospital and emergency psychiatric care
climbed 18 percent, the organization said.

--More than 70 percent of emergency department ad-
ministrators said they have kept patients waiting in the
emergency department for 24 hours, according to a
2010 survey of 600 hospital emergency department ad-
ministrators by the Schumacher Group, which manages
emergency departments across the country.  Ten per-
cent said they had "boarded" patients for a week or
more.

--In North Carolina, the state has cut its inpatient psy-
chiatric capacity by half since 2005, said a spokesman
for the American College of Emergency Physicians. He
points to a report from the Institute of Medicine re-
leased in 2006 that found U.S. emergency departments
were already overtaxed and   over-crowded. "Now you
are adding in-patients who are unsafe to leave but yet
have nowhere to go," he said. 

--The head of the Washington Chapter of the American
College of Emergency Physicians said the state has lost
a third of its inpatient psychiatric beds in the past
decade. Lately he said he is seeing marked escalation in
patients with psychiatric problems turning up in the
emergency department. In early December, a third of its
beds were occupied with people in a psychiatric crisis
who were not safe to return to the community

--California cut $587 million in state-funded mental
health services in the past two years, the most of any
state, according to the National Alliance on Mental Ill-
ness, a patient advocacy group. "They don't have secure
holding rooms. They don't have quiet spaces. They don't
have a lot of things you need to help calm down a per-
son in an acute psychiatric crisis," a group official said.
As one security manager put it, “This is our greatest
problem--and I don’t think there is a way to resolve it.”   

Among the states reporting dramatic increases in
numbers of mentally ill patients in emergency rooms
are South Carolina and Rhode Island.   In South Car-
olina, according to a 2011 Scripps Newspaper report,
there has been a cut of 81 million dollars from the
budget of the state Department of Mental Health since
2008. Consequently it was reported that in one year,
there was a 36 percent increase in mentally-ill patients
seeking help in AnMed system's emergency room, An-
derson, SC.

A "Perfect Storm?"

Bruce C. Scott, Director of Safety, Security, & Emer-
gency Management, Georgetown Hospital System,
Georgetown, SC, has 25 years in the system and has
seen the problem building from a number of vantage
points, since he is also a commissioned police officer
and formerly worked as a forensic chemist (CSI).  Scott
calls the situation “a perfect storm.” Having worked as a
police commissioner for several governors, he says he
“understands how governments are responding” as
there are fewer and fewer dollars available for neces-

directions IAHSS

Volume 25, Number 1

International Association for Healthcare Security & Safety 7

Time Spent By Security Officers With Mentally Ill ER Patients:

A GROWING PROBLEM THAT CALLS FOR A SOLUTION
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sary services.   “It’s not the decrease in funding for 
hospitals alone that causes the growing problem,” Scott
points out.  He gives the example of cuts to law en-
forcement and jails.  “The first thing a jail will cut is
their nurse,” he says, “and this means that jail inmates
with problems end up in the hospital, with all the in-
creased security risks this poses.” 

“We also have to deal with mental health services
‘frequent flyers’,” he pointed out: “people who need
refuge--shelter, food, and sometimes just companion-
ship--that they can’t get elsewhere.”  Security officers
are not only dealing with health emergencies, but also
must be sensitive to what visitors actually need in the
emergency room when they become disruptive. This re-
sults in the fact that the officers are less available for
straightforward security issues, even as hospitals are
forced to cut the size of their security staffs. 

Tackling The Violent Patient Problem With Fewer Officers

This does not mean that there is nothing that can be
done to tackle the problem.  Scott stresses that it is im-
portant that there are no dead zones in the hospital
where radios do not reach, including elevators.  He
strongly recommends that security officers have Man
Down radios, which automatically call for assistance if
an officer is incapacitated, as might happen, for example,
in an elevator, with a violent patient.  These higher-fre-
quency, 800 megahertz radios also permit direct con-
tact with the police.  Scott says they are a necessity as
hospitals cut security budgets and two-man teams are
reduced to a lone security officer dealing with a disrup-
tive and/or violent patient.

Scott makes another observation, based on his CSI
background.  He says that many street drugs, including
marijuana and crystal meth, are now much more pow-
erful than they were in the past.  Patients with mental
health issues can often self-medicate with these drugs
and, if they become distraught, “they will fight until they
hurt themselves,” he says, “going as far as breaking their
arms or legs.”  This becomes an issue for security offi-
cers  “I encourage my staff to work out,” he says, “be-
cause most of the injuries to my staff are stress injuries,
and keeping in shape will help keep them safe.”  

He gives a recent example:  “We had an 83-year-old,
decorated Korean War hero who became out of con-
trol. As security officers were restraining him and a
nurse was trying to give him an injection to calm him
down, he grabbed two hypodermics, held them to-
gether as a weapon, and stabbed the nurse in the chest.
If the officers hadn’t been out of shape, this might not
have happened.”  

Scott recommends continuing defensive training for
security staff, such as Mental Judo, and says that “80-90
percent of hospital violence can be handled verbally.”
He also chooses officers to receive training in psychol-
ogy and wishes he had the budget to offer this training
to his entire staff, but regrets that this is not possible
because of decreased funding. 

Augmenting The Regular Security Staff

Memorial Hospital, Pawtucket, RI, is another hospital
facing the challenge of treating mentally ill patients who
have no other place to turn.  According to Barbara
Malacaria, RN, Emergency Room Patient Care Director,
Memorial has taken on extra contracted security per-
sonnel to augment their regular security staff in the
emergency room.  In addition, to ease the burden on
security officers, Memorial assigns paid behavioral aides
as “sitters” for problem mental health patients.  These
behavioral aides are often nursing or medical students.  

Malacaria receives daily reports from the security
staff for evaluation.  In the case of a problem with a
mental health patient, “we try to debrief after every in-
cident,” says Malacaria.  One potential problem area is
that security officers do not always agree with the nurs-
ing staff in evaluating the danger posed by unruly men-
tally ill patients and in deciding whether or not restraint
is required.  She adds that there is a difficult balance
that must be maintained “between promoting the dig-
nity of the patient, while still protecting the staff and se-
curity officers.”

Memorial deals with “frequent flyers” by identifying
an individual on staff who has formed a rapport with
the particular patient during previous visits.  Seeing a fa-
miliar person who has been helpful in the past often
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provides a stabilizing influence in a difficult situation and
can save time and help de-escalate a potential problem.

Malacaria stresses that the reduction in funding and
the decreasing number of beds for the mentally ill pose
a social dilemma as well as a medical problem. “Anyone
studying sociology should spend a week in a hospital
emergency room,” she says, “because the emergency
room is a microcosm of the community.”  She warns
that “As more people lose health benefits, the problem
of mental health issues will only grow and greater num-
bers of people will seek help in hospital emergency
rooms.”

A Team Approach That Has Freed Security Officers For
Other Duties

At Saratoga Hospital, Saratoga Springs, NY, John A.
DiNovo, Director of Public Safety, report that a team
approach, involving public safety officers, RNs, and
physicians, has drastically reduced time spent by officers
in the ED and increased their availability throughout the
facility.  Di Novo, in an article in the current issue of
The Journal of Healthcare Protection Management, re-
calls that public safety officers were called upon to
stand by patients as soon as they presented if they
were intoxicated or if they expressed a desire to harm
themselves or another. Since 2006, on average, over fifty
percent of every public safety shift was spent in the ED
performing these watches. 

To address the myriad issues surrounding the behav-
ioral patient in the ED, Public Safety proposed the cre-
ation of a multi-disciplined committee, Di Novo says.  In
July 2010, a committee consisting of ED RNs, Charge
RNs and Crisis RNs; ED Physician; Public Safety Offi-
cers; and the ED and Public Safety Directors was 

formed. The committee is co-chaired by the ED and
Public Safety with agendas driven by the committee
members. Since implementing a standardized collabora-
tively designed policy, public safety hours spent in the
ED have dramatically declined, Di Novo reports. Like-
wise, codes for agitated individuals have declined and
while still being analyzed, it appears that not having a
Public Safety Officer present actually de-escalates be-
havioral patients.

The decrease in time spent in the ED has resulted in
increased patrols throughout the organization. This in-
crease has raised the detection and resolution of safety
and security of issues, allows for more safety escorts,
frees Public Safety staff to receive training, and has sent
the message that the department truly cares about the
well being of everyone.

FOR FURTHER INFORMATION, CONTACT: 

Bruce C. Scott, Director of Safety, Security, & 
Emergency Management, Georgetown Hospital 
System, 606 Black River Road, Georgetown, SC 
29442. Phone: 843-652-1803.  E-mail:
brscott@georgetownhospitalsystem.org  

Barbara Malacaria, RM, Patient Care Director, 
Emergency Room, Memorial Hospital of Rhode Island,
111 Brewster Street, Pawtucket, RI 02860.  Phone:  
401-729-2269.  Email: Barbara_malacaria@mhri.org

John A. DiNovo, Director Of Public Safety, Saratoga
Hospital, 211 Church Street , Saratoga Springs, NY
12866. Ph: 518-583-8744 E-mail: jdinovo@sarato-
gacare.org. For details on his program for reducing time
spent by security officers in the ED, see the article,
"Watching the Behavioral Patient - A Patient Centered
Team Approach," in the Winter Issue (Vol. 28, No.1) of
the Journal of Healthcare Protection Management.
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Visit hss-us.com/healthcare-security or call 1-866-477-5588 
and hear the stories behind why your peers trust HSS.

 
 
 

”

“

We are healthcare security

Smart leaders 
know where their priorities lie.
Which explains why 1,288 healthcare executives  
outsource their security to HSS.

As an executive, you’re faced with many hard questions, so here’s an easy one. Is 
your organization’s biggest priority healing patients or running a security program?

For 1,288 of your peers, the decision to outsource their security to HSS 
was surprisingly simple. That’s because, as the leader in creating safer 
and more secure healthcare environments, we directly contribute to healthy 
outcomes and let you focus on what you do best … healing patients.

And what are the reasons more executives choose HSS?
1. Because we wrote the book on healthcare security … literally.*
2. Because we have reduced our clients’ security costs from 10% to 25%.
3. Because we have an industry-leading customer retention rate of 95%.
4. Because we embrace our clients’ cultures so passionately that your patients 

and staff will think our officers are your employees.

* Download a free chapter of our book Hospital and Healthcare Security, 5th Ed., 
on our website at http://hss-us.com/healthcare-security.
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HOSPITAL WORKER ARRESTED
FOR SHOOTING SUPERVISORS
NEW BRITAIN, CT. A maintenance worker at the Hos-
pital for Special Care, a rehab and long-term acute care
facility, has been arrested for shooting and wounding
two supervisors over a disciplinary issue. The victims,
according to press reports,  remain in critical condition
with life-threatening injuries. One victim is a staff super-
visor, and the other is a per-diem supervisor, a hospital
official said. The employee reportedly had been disci-
plined earlier in the day after a dispute over his work-
load, police said. He left the hospital and returned with
a weapon, police said. The shooting occurred in a main-
tenance area in the basement of the three-story hospi-
tal, away from patient areas. No other employees or any
patients were injured. Police, ambulances and SWAT
teams responded to the incident and search helicopter
flew overhead, according to press reports. Hospital offi-
cials said the man had targeted the victims and a hand-
gun was recovered at the scene. The 65-year-old was
arrested at his home within an hour of the event.

ESTRANGED HUSBAND KILLS WIFE, 
MOTHER-IN-LAW IN ICU WAITING ROOM
FORT OGLETHORPE, GA. A 59-year-old man pulled a
handgun from his coat pocket and fatally shot his
mother-in-law and then his estranged wife in the ICU
waiting room of Hutcheson Medical Center, according
to a police reports. The suspect, who worked as a secu-
rity guard in Chattanooga, TN, then drove to a police
station and turned himself in. The women were in the
hospital visiting a relative. The suspect, police said, had
no criminal history and was licensed to carry a firearm.
He was seen arguing with his wife at the hospital earlier
in the week and employees asked him to leave. At that
point, they didn't find him threatening enough to call
police. Officials at Erlanger at Hutcheson continue to
weigh their options in the wake the shooting, according
to press reports. CEO and president Roger Forgey 

confirmed in late February that the hospital had ap-
proached the city of Fort Oglethorpe about 
having city police provide the hospital security. In the
meantime the hospital, he said, continued to maintain
24/7 security coverage through Walden Security. The
security officers on duty at the hospital when the homi-
cides occurred on January 6 were not armed, according
to Hutcheson officials.

EMPLOYEE SHOOTS, KILLS
MAN IN HOSPITAL PARKING LOT
BLACKSTONE, VA.  A custodial worker at McGuire
Veterans Medical Center has been arrested for shoot-
ing his neighbor in the parking lot of the facility. The 55-
year-old shooter had been bringing his neighbor to the
VA Hospital for cancer treatments. Records showed he
had served a year in prison in 2001 for assaulting a po-
lice officer and firing into an occupied dwelling. The FBI
was investigating the incident because it occurred on
federal property.

PATIENT SOUGHT BY SECURITY
SHOOTS VISITOR IN GARAGE
DALTON, GA. Security officers seeking a man who had
left his room at Hamilton Medical Center, instead found
a man who had been shot. According to news reports,
the 24-year-old patient left his room and went to his
car in the parking garage, where he came upon a visitor
to the hospital who had stepped out to smoke a ciga-
rette. The patient pulled a gun from his car and shot the
visitor in the abdomen, then drove off. Security officers
looking for the patient found the shooting victim in a
stairway and took him to the emergency room. Police
were able to arrest the shooter at his home. 

SHOOTING OUTSIDE HOSPITAL
KILLS ONE, WOUNDS ANOTHER
PENSACOLA, FL. A shooting that occurred near Bap-
tist Hospital killed one person and wounded another.
The shooting took place across the street from the
hospital and outside of the Baptist Hospital Sleep Dis-
order Clinic. A hospital security vehicle was at the

IN BRIEF:

SHOOTINGS

continued on next page
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scene to which police responded. 

SWEDISH HOSPITAL ALTERS
SECURITY FOLLOWING SHOOTINGS
MALMO, SWEDEN. Security at Skane University Hospi-
tal was stepped up after an increase in the number of
fatal shootings in the city. In a bid to tighten security,
the main entrance to the accident and emergency de-
partment was cordoned off. The entrance was closed to
reduce the risk from criminal gangs involved in the in-
crease in violence. After a recent shooting, about 60
people gathered outside the entrance and staff felt
threatened, according to news reports. Security at the
hospital has been ramped up gradually since the mid
1990s following the fatal shooting of a patient by police.
Since then, staff has been equipped with panic alarms
and has also received training in self defense. Extra se-
curity officers and surveillance cameras have also been
part of the security measures. 

HOSPITAL INCREASES SECURITY
AFTER ROBBERY, STABBING 
TYLER, TX. Security at East Texas Medical Center Tyler
was reviewed and improvements made to the system,
including upgrades in technology, following a stabbing
and robbery of a hospital employee as she exited the
main entrance. The medical center issued a statement
urging visitors and staff to be aware of their surround-
ings and to report suspicious individuals. Security offi-
cers offered to escort people to and from their vehicles
upon request. Security levels remain the same, accord-
ing to the statement, which also clarified that Texas law
prohibits individuals from carrying firearms inside all
Texas hospitals.

ARMED SOCCER 'HOOLIGANS' INVADE HOSPITAL
BUENOS AIRES, ARGENTINA. A dozen soccer gang
members invaded the delivery room of a Buenos Aires
hospital and threatened staff with guns and knives as 

they tried to avenge the death of a gang member killed
in a fight with a rival faction, according to press reports.
Marcelo Struminger, president of the doctor's associa-
tion at Santojanni Hospital, said gang members associ-
ated with the Argentina club Nueva Chicago raced
through the delivery room and other parts of the hos-
pital Wednesday looking for a rival gang member who
was believed to have been involved in the death of their
fellow gang member, who was killed in a fight between
his faction  and the rival faction. The scene was cap-
tured on closed-circuit television and widely shown on
national television.  The camera caught the gang mem-
bers barging past security at the hospital, and then
throwing chairs in a hospital corridor as they seemed
to be searching for the rival gang members. No arrests
were reported in the case. 

SECURITY FINDS ESTRANGED
HUSBAND IN WOMAN’S TRUNK
GONZALES, LA. Security officers who were walking an
employee at St. Elizabeth Hospital to her car because
she feared her estranged husband, found the man hiding
in her trunk. The woman, who had a protection order
against her husband, asked hospital security to escort
her based on recent physical attacks and unauthorized
entries into her home. When they arrived at the vehi-
cle, they found items normally kept in the trunk in the
back seat and the trunk slightly ajar. Upon opening it,
they found the man hiding there. Officers held the man
until police could arrive. The man was charged with ag-
gravated kidnapping.

PATIENT FIGHTING RESTRAINT 
BITES AND HEAD BUTTS OFFICERS 
PHILLIPSBURG, PA. Two security officers were injured
as they tried to restrain a man at Warren Hospital.  Ac-
cording to news accounts, the 53-year-old man bit the
hand of one officer and head-butted the other as they
tried to restrain him for treatment. He was charged
with simple assault for each incident.

OTHER VIOLENCE

In Brief cont.

continued on next page
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ANGRY WOMAN ATTACKS
SECURITY, POLICE IN ER
BRYN MAWR, PA. A woman who was threatening med-
ical staff at Bryn Mawr Hospital attacked a security offi-
cer and said she would spread HIV to people in the
emergency room after she removed an intravenous
tube. According to news accounts, the 26-year-old
woman slapped the security officer in the face and
kicked him in the groin. When police arrested her, she
continued to kick and curse. In the police car, she re-
moved her handcuffs and banged on the glass partition
until it shattered. Police then used a taser to stun her. 

PATIENT WITH ASSAULT HISTORY
STRIKES AGAIN IN ER 
MIDDLETOWN, CT. Two security officers were spit at
and struck on the face and neck by a woman as they
came to the assistance of nurses in the emergency de-
partment at Middlesex Hospital.According to newspa-
per accounts, the 47-year-old woman arrived at the
hospital intoxicated and needing treatment. When she
became verbally abusive of the nurses and refused to
stay in bed, security officers were called in. Police said
the woman had been arrested several times in the past
for assaulting police.

SECURITY OFFICER TRACKS, NABS
ESCAPED  PRISONER 
MUNCIE, IN. A sheriff ’s department deputy working
security at IU Health Ball Memorial Hospital organized
a successful search after a patient in custody fled the fa-
cility, according to media reports. The man, who was in
police custody while being treated at the hospital, ran
away wearing only a hospital gown. The deputy organ-
ized a search by following barefoot footprints in the
snow, according to news accounts. The man, who ig-
nored orders to stop, was eventually taken into custody
after he fell. He was returned to the hospital and hand-
cuffed to the bed to hinder another possible escape.

The patient, 28, was charged with escape from deten-
tion and resisting law enforcement.

POLICE, HOSPITAL DEBATE
SHARING INFO ON FORENSIC PATIENT
DARTMOUTH, MA. Massachusetts police claim Rhode
Island Hospital, Providence, was remiss in not notifying
them that a forensic patient, who was accused of do-
mestic violence and other violent crimes, was released
from the hospital, according to news reports. The man,
who was wanted by police for allegedly breaking into
his ex-girlfriend’s mother’s house and threatening to kill
the ex-girlfriend, was injured in a car accident and flown
to Rhode Island Hospital. According to press reports,
Dartmouth Police say they notified Rhode Island state
police, Providence police, and the hospital about the sit-
uation, but the hospital did not share that information
with its security team, nor did it agree to provide infor-
mation about the man’s release from the hospital.
Rhode Island Hospital reportedly released a statement
saying senior officials and the hospital's security team
were not made aware of that request. "These are diffi-
cult and complex situations...We must balance the fed-
erally mandated patient privacy rights with the needs of
law enforcement." 

HOSPITAL GOES ON LOCKDOWN
AFTER PATIENT ESCAPES CUSTODY
MEMPHIS, TN. The escape of a man in police custody
forced Regional Medical Center at Memphis security
officers to declare a lockdown alert and post additional
security during the search, according to news accounts.
The man, who was in handcuffs, escaped and was seen
running toward nearby LeBonheur Children’s Hospital.
The 47-year-old had been at The Med for treatment
after sustaining an injury while resisting arrest. Police
used search dogs and a helicopter, but were unable to
locate the patient. It was reported that the same man
had previously escaped during treatment at the hospi-
tal.

FORENSIC PATIENTS

In Brief cont.

continued on page 25
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An Interview With:

Caroline Ramsey-

Hamilton on 

Physical Security 

Risk Assessments
(Caroline Ramsey-

Hamilton is a leading
security risk assess-
ment expert. She
heads Risk Watch In-
ternational, Sarasota,
FL, which provides 
risk assessment soft-
ware, compliance 
assessments, consult-
ing, and training webi-
nars for hospitals,
healthcare organiza-
tions, other industries
and government agen-
cies. Hamilton works
around the world on
critical risk issues, including a new set of risk assess-
ment guidelines for the Nuclear Regulatory Commis-
sion and risk models for governments and major
corporations.  In healthcare she has worked directly
with the largest hospitals and health systems in the U.S.
and abroad on security issues, Joint Commission assess-
ments and workplace violence prevention issues. She is
a member of  IAHSS, the ASIS Physical Security Council
and the Security Risk Assessment Association (SARMA)
based in Washington, D.C. In this interview, she reports
on how healthcare security directors can successfully
meet the latest requirements by the Joint Commission,
OSHA, and individual  states for physical security risk
assessments and workplace violence assessments.)

Q. In an article you wrote for the Florida Hospi-

tal Association, you said that by conducting a secu-

rity risk assessment, the security director can

demonstrate that the security program actually

provides value by protecting--at low cost-- what

may add up to hundreds of millions of dollars

worth of assets. Can you explain this?

A. Briefly, in a study of Florida hospitals we found
that the replacement value of the facility can range
from 50 million dollars to over 500 million, depending
on size and function. Add to this the value of the hospi-
tal staff, the value of specialized medical equipment, the
value of revenue from patient care, the value of patient
safety and health information, and you have hundreds of
millions of dollars at risk. Each of these asset categories
can potentially experience a loss that would interrupt
their operations, either for a limited time (like a gang
fight in the lobby; or a theft of pharmaceuticals), or per-
manently (for example, a catastrophic fire or damage
from a hurricane). 

The security programs at the hospitals we studied
included assisting in management of violent patients in
the Emergency Department; managing incidents regard-
ing kidnapping, infant abduction, cash handling, helicop-
ter coordination, handling admission of prisoners
(forensic patients), monitoring visitor activity, managing
traffic, vehicles and garages, escort services , dealing
with harassment, sexual assaults and domestic violence
issues which end up at the hospital, plus many other ex-
panded duties. The security budget has not always kept
pace with these expanded duties. A properly conducted
risk assessment can demonstrate the total value of se-
curity to the functioning of the hospital. 

Q. You have been involved in security risk assess-

ments for over 25 years, yet you only began serving

the healthcare industry six years ago. Can you ex-

plain why?

A. Actually, we got started in health care because we
had a hospital come and ask us if we could help them.
Somebody in the hospital had used our software in an-
other career. He went from being a security director of
a big company to security director of a local hospital
and didn't want to have to do the assessments manu-
ally. Until the Joint Commission required one every
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year, security risk assessments haven't been a priority in
healthcare. Risk assessment  is more of a management
analysis so it's not a strict security thing.  A lot of peo-
ple who come to their security positions through law
enforcement or the military have not ever done a risk
assessment. They really don't know what it is so they
tend to avoid it, and that's why we created a program
to help them do it, but still we find a lot of people don't
feel comfortable doing it even with the help of a soft-
ware program. They still want to have somebody come
out and help them make the decisions.

Q. What is the difference between a manual 

assessment and the software you provide?

A.  Many to comply use a form or word document
or checklist of yes/no questions. The kind of assessment
we do includes a web based survey. In the manual
model, the security manager fills it in himself on what
he thinks is going on. But he is not there 24 hours a
day, 7 days a week. He is usually not there at three in
the morning on a Saturday night. By including other
people in the web-based survey, you can ask, for exam-
ple, the head of HR where she sees the problems are.
You can ask other people what they see where they
are. That's how you find out how somebody got shot
because the strike bar on one of the back doors is
stuck so it's always open.  All the smokers know that
and a lot of the employees know that, too.  It's a more
comprehensive methodology because it covers a lot of
different areas and helps them get a better view of their
organization. I know many use our services because
they have to, but the reason they should, I believe, it is
that it helps them get the funds that they need for se-
curity.

Q. What about assessments for workplace 

violence?

A.  OSHA  did nothing for a long time about work-
place violence except a general requirement that your
duty as an employer is to provide a safe workplace.
Now that workplace violence of hospitals is eight times
that of any other industry, they have to do something
and one of the things they want to see is a basic work-
place violence assessment annually, as does the Joint

Commission. There are also a number of states (30)
which require assessments on workplace violence and a
lot of them are specifically for hospitals. They are mak-
ing it a felony to assault a health care worker and they
require an assessment every year or two. These work-
place violence assessments have more people signing up
for our meetings than we have had room for. Such as-
sessments can be part of your overall security assess-
ment report or done separately. 

Q. You mentioned something about making deci-

sions when doing a risk assessment.  What decisions

are you referring to? 

A. The analysts in charge of the assessment have to
make a lot of decisions and sometimes the people they
report to don't want to make those decisions. In the
training class that comes with the software and the on-
line training classes we do for companies, we tell them
how to get the information, but we also tell them to
have your boss approve it. It's like going back up to
management and saying, "these are the kind of threat
reports we are going to include. Do you want to edit
this information or do you want to use it like we've
given it to you." So that way you are going back to man-
agement before the report is completed. I think that
getting their input into it all the time an important part
of this politically.

Q. Your hospital product includes a Facilities

Assessment. Can you explain how this is used?

A.  A growing number of health systems are building
or acquiring new facilities, including those abroad, and in
the past security managers had to make visits to them
to determine their problems and needs. This was, and
is, time consuming. By sending a web-based facilities as-
sessment questionnaire to facilities managers, manage-
ment can do a baseline assessment and decide which
ones had the worst problems and prioritize which ones
should be dealt with first.  

FOR FURTHER INFORMATION, CONTACT:

Caroline Ramsey-Hamilton, Riskwatch International,
1327 N. Gulfstrean Ave., Sarasota, FL 34236. Ph: 1-800-
360-1898.   E-mail: chamilton@riskwatch.com 
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D
istraught family members, disgruntled employ-
ees, domestic violence incidents that carry
over into the workplace: All of these situations

have the potential to spark active shooters within a
hospital or healthcare facility setting. Knowing when
and how to respond is becoming a top priority for in-
stitutions, especially in light of statistics that show
preparation isn’t what most hospitals would like it to
be. 

In its Yearbook report on Hospital Public Safety Sta-
tistics, Campus Security Magazine reported that just 11
percent of respondents strongly agreed and 27 percent
somewhat agreed that if an active shooter or bomber
came onto the campus, the department would be able
to respond effectively. Conversely, 21 percent some-
what disagreed and 19 percent strongly disagreed with
that statement, thus acknowledging concerns about
preparation for a catastrophic event. Additionally, re-
spondents voiced concern about having adequate
weaponry to respond, with 29 percent strongly dis-
agreeing that the department has enough and the right
type of lethal and less lethal weapons to appropriately
respond to an incident. Just 14 percent strongly agreed
with that statement, with 26 percent somewhat agree-
ing and 15 percent somewhat disagreeing.

With incidents making headlines such as the fatal
shootings at Johns Hopkins Hospital and elsewhere,
hospitals and health systems are stepping up efforts to
address active shooters with training, drills and written
protocols. In  this report we'll give details on such pro-
grams, including the work of a task force formed by a
concerned state hospital association.

SMITH: IT STARTS WITH A PLAN

As remote as the possibility may seem that a partic-
ular hospital may become the site of an active shooting
event, each facility needs to have a policy and a plan to
carry it out, says Thomas J. Smith, Director of Public 

Safety & Emergency Management, HealthAlliance Hospi-
tals, Leominster, MA. And it’s critical, he adds, to start at
the top of the organization and get buy-in from senior
management. Having approval at this level makes it eas-
ier to raise awareness throughout the organization.

Critical components of the policy are: defining what
constitutes a threat; outlining the course of actions; as-
signing roles and responsibilities; and developing meth-
ods for media and law enforcement liaison. Once the
policy is adopted, the next phase is education for secu-
rity and hospital staff through dissemination of the writ-
ten policy, training programs and hands-on exercises.

Conducting A Successful Training Exercise

Training, says Smith, transforms the policy into a be-
havioral model based on the fundamental elements of
active shooter survival techniques--escape, hide or inca-
pacitate.  Conducting a training exercise requires com-
munications with not only the stakeholders in the plan,
but also the neighbors and even the media, says Smith.
A successful exercise starts with a pre-exercise briefing
that sets the ground rules and explains how the event
will unfold. By letting those in the area know that this is
an exercise, they won’t become alarmed when they see
additional emergency vehicles, police cars or even road-
ways that are closed off.

Assigning observers helps determine if specific goals
outlined in the briefing are being achieved, says Smith,
and those observers can also provide feedback after-
ward at the post-exercise debriefing. Creating an after-
action report is also important, he says, and should
include assessment of communications, resources and
assets, security and safety, staff responsibilities, utilities
management and patient clinical and support activities.

Smith also advocates doing exercises in various set-
tings to give as many people as possible the opportu-
nity to receive hands-on training under different

SPECIAL REPORT:
ACTIVE SHOOTERS:  DEVELOPING POLICIES AND PRACTICAL APPLICATIONS
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scenarios. While Smith conducted one his initial exer-
cises for HealthAlliance in an administration building,
noting this is an area where an active shooter incident
could occur, the next one is planned for a clinical set-
ting, which could be a hospital or an outpatient facility
with an urgent care component.

Beyond these drills, Smith says he supports the use
of training videos, questionnaires, mini drills and table-
top exercises to provide additional education. The goal,
says Smith, is to continually raise awareness and build
confidence through training so employees will be able
to react appropriately, without panicking. “We like to
use the prepare, not scare, philosophy,” he notes.

SARNESE:  REFINING THE PROGRAM

With four hospitals and more than 50 other ambula-
tory, long-term care and clinical facilities, New Jersey
based Virtua Health has plenty of ground to cover from
a security point of view. One of its focuses since 2009
has been preparing these facilities, especially the Virtua
Berlin, Virtua Marlton, Virtua Memorial and Virtua
Voorhees hospitals for an active shooter event.

The program, says Paul Sarnese, System Safety Di-
rector, Virtua Health, started with presentations avail-
able through the Department of Homeland Security,
which came in and did awareness training for security
officers, dispatch operators and nursing supervisors.
The training was basic, he says, and while there was a
Code Silver plan in place, it wasn’t specific to an active
shooter.

In 2010 and continuing into 2011, the hospitals
began doing tabletop and functional exercises, including
a 1.5-hour exercise in which Sarnese played the role of
the shooter and another four hour event in which the
scenario was a shooter that took hostages.

In the first exercise, says Sarnese, an announcement

was made that a shooter was present and employees
were to take appropriate action. Sarnese says as the
“shooter,” he walked around and handed out cards to
people he encountered, letting them know they had
now become “victims” and would become part of the
surge handled by the emergency department.

The health system uses a get out, call out, hide out,
take out response to active shooter, meaning that the
first response should be to get away from the shooter.
This takes a certain amount of retraining, says Sarnese,
because the first reaction of medical personnel is to
want to protect their patients and not leave them. 

New Jersey recently passed a violence prevention in
healthcare act, he says, that requires a minimum of two
hours of training each year. The act takes effect in
March, but Virtua went live with its training in January.
All hospital staff is now required to complete online
training modules, including one on workplace violence. 

“Even if it wasn’t mandated, workplace violence is
one of the biggest problems we face,” says Sarnese.
“We have seen active shooter incidents happen else-
where, and none of us is immune.”

Working With Police Departments

For security personnel, training involves how to
work with the one or more police departments that
are going to respond to an active shooter. Sarnese says
they’ve included local police departments in tabletop
exercises and drills because of the important role both
police and security play. For two of the hospitals, he
notes, the police want in-house security to take the
lead with an active shooter, while police to be in charge
at the other two.

“One of our facilities (doing a drill) had four police
chiefs there because we knew we would need response
from more than one police department,” he says.  Of 

SPECIAL REPORT
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the four hospitals, three have in-house security and one
uses contracted officers, says Sarnese. But all of them
still go through the same training programs. Because
some officers work at multiple hospitals, they are
trained on how each facility will handle an event and in-
terface with local police.

One change that Sarnese has made since this pro-
gram started is to replace calling a Code Silver with
using more active, direct language. Although he says he
“thought long and hard about it,” Sarnese says if there
is an actual event, they will announce that there is a
shooter in the building and provide information on the
location as the event unfolds. He says he is modeling
this after a Philadelphia hospital that had an active
shooter on the premises and announced it this way. 

Sarnese says they are also currently developing pro-

tocols on how to assist police using the hospital’s IP
cameras. “We can hand police a laptop and they can
look at the incident as it unfolds via the IP cameras as
they walk through the halls,” he says. Through its secu-
rity system, Sarnese says they also have the ability to
lockdown the facility or specific areas such as the ED,
ICU and daycare. “We can do it locally or they can
radio to the command center and do the lockdown
from there,” he says. The hospitals have more than
1,700 cameras that can be monitored to provide real-
time information.

POWERS:  BUILDING CODE SILVER AND CODE
LOCKDOWN POLICIES 

In July, visitors to Athens Regional Medical Center,
Athens, GA, experienced firsthand a campuswide lock-
down as security and other staff drilled on what to do
if an armed person showed up at the hospital.

A lot of facilities have been working on this type of
program, says Bruce Powers, Security Director, who has
helped develop Code Silver and active shooter pro-
grams for the hospital. The July event was one of two
drills—a second community disaster exercise was un-
dertaken in September. But even though they had differ-
ent focuses, Powers says underlying both drills is the
Code Lockdown policy. Events such as a shooter or a
natural disaster could bring about a call for a Code
Lockdown, he says.

The code began with a written policy for medical fa-
cility lockdown and has since been expanded to encom-
pass other buildings on the campus. “What we did with
policy development is expand it to other buildings,”
says Lt. Mike Hodges, Security Training Coordinator, and
implemented a communications plan known as PACE,
which stands for primary, alternative, contingency and
emergency. When an event, such as an active shooter
occurs, communications to staff and visitors is key. The
PACE plan works through the options depending on

SPECIAL REPORT
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what the situation is. It may be that the public address
system can be used for communications or it makes
sense to rely on phone trees or mass notification. As a
contingency, security officers may be sent to a facility if
no one responds to the initial announcement. “We
want to make sure we get the information out there,”
says Hodges.

With Code Silver, the primary means of communica-
tions would be the public address system, he says. In a
Red Alert, personnel use pagers, email or phone to
communicate. Powers says there are customized mes-
sages in place that can be activated depending on what
is occurring and what the policy requires. Employees
can tap into the intranet to get announcements, he says,
during a lockdown or Code Silver.

Involving Key Leaders In Drill Preparation

In the event of a shooter, the policy calls for secur-
ing the facility and sheltering in place, says Powers. “We
decide what to do on the scene and away from the
scene.” Having drills, says Hodges, helps get as many
people on board as possible, ranging from emergency
personnel to volunteers to those who work at outlying
facilities or in administration. Powers says the drills in
July and September where put together by Hodges,
who met with key leaders and, in turn, had them dis-
seminate information to their staff members. “The
biggest key to a successful drill was the key leader
meeting,” says Hodges. 

The drills, he says, were used as a building block for
the Code Silver policy, which is now completed. During
the drill, Hodges and others were able to evaluate how
long it took to do an actual lockdown.

Powers notes, however, that even before the drill,
the medical center experienced a real Code Lockdown.
An event at a local nightclub brought people into the 

Emergency Department, says Powers, and extra help
from the police was required. The nightclub event had
included a shooting, “and we didn’t know if the shooter
would come back, so we had a Code Lockdown,” says
Powers who adds that is was successfully handled.

Even though Athens Regional has developed its
Code Silver and Code Lockdown policies, Powers says
they continue to make improvements. “Each time the
community has a drill, we look for the opportunity to
test our Code Lockdown or Code Silver,” he says.

Powers says there are 32 officers at Athens Regional
and while some of them may not have been working
when the drills occurred, they all go through a compre-
hensive training program “so they know the policy and
what they should do.” Hodges notes that one of the
byproducts of doing the drills was overall improvement
in staff education. While security officers were highly
trained, other staff didn’t get the same level of training.
So security teamed up with educational services to 
create a computer model and quiz for both Code
Lockdown and Code Silver. The educational unit is 
required across the organization, says Hodges, and can
be tracked via the intranet. Powers says the test results
go into each person’s educational record, which is re-
viewed by their manager. Medical center personnel
must meet the minimum passing score or retake the
educational unit and quiz.

Powers says improving response to an active
shooter isn’t just about meeting requirements set forth
by the Joint Commission or other agencies, it’s about
understanding the reality of what’s possible today. “I’ve
worked in environments where we had to have armed
officers around 24/7,” says Powers. “Here, the crime
rate doesn’t warrant that, but we’re still concerned
about what could happen and making sure that we are
prepared.”

SPECIAL REPORT
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WILGIS:  STATE TASK FORCE AT WORK

Workplace violence, including the possibility of an
active shooter scenario, has been on the agenda for the
Florida Hospital Association (FHA) and a task force
looking at this topic. Scheduled to wrap up its work in
April, John Wilgis, Director of Emergency Management
Services, Florida Hospital Association, Orlando, says the
task force is made up of representative from various
groups, including FHA, Florida College of Emergency
Physicians, the state Nurses Association, Florida De-
partment of Health Bureau of Emergency Services and
hospital security personnel including Paul Mains, Direc-
tor of Security at Florida Hospital and head of the Cen-
tral Florida Chapter of IAHSS.

Wilgis says the association has given members a tool
kit of information on workplace violence previously, but
hasn’t come up with specific directives. The task force is
likely to make some general recommendations, he says,
such as the need to draw up policies and procedures
related to workplace violence; the implementation of
training programs, including active shooter; teaming up
with local law enforcement on security related to
workplace incidents; and increasing awareness by work-
ing with local community leadership. 

A survey of members is planned for March, says
Wilgis, and will examine such topics as zero tolerance
policies on workplace violence and methodology for
enhancing security. While the association hasn’t issued a
recommendation on what security measures to take,
Wilgis says depending on the survey results, they may
look at issuing suggestions on different ways to beef up
security, such as adding metal detectors or putting in a
visitor management system.

Florida has had a number of hospital-related shoot-
ings in the past couple of years, says Wilgis, which has
raised awareness of the issue. “We are responding to
real-world events,” he says, noting that while sometimes
these occur in the emergency room, the past five in
Florida have taken place in other parts of the hospital.

The work of this particular task force is just the first
phase, says Wilgis. While the focus here is on violence
within the hospital, the association recognizes the need
to look at all healthcare-related facilities, including out-
patient, medical office buildings and acute care sites.

FOR FURTHER INFORMATION, CONTACT:

Thomas J. Smith, CHPA, CPP,  Director of Public Safety
and Emergency Management, HealthAlliance Hospital,
60 Hospital Road, Leominster, MA 01453. Phone: 978-
466-2500. E-mail: tsmith@healthalliance.com 

For further details on developing a plan to respond
to life-threatening workplace violence, see his article
beginning on page 44 of the current issue (Vol. 28, No.
1) of the Journal of Healthcare Protection Management.

Paul Sarnese, System Safety Director, Virtua Health,
20 W. Stow Road #3, Marlton, NJ 08053. Phone: 856-
355-0942. E-mail: psarnese@virtua.org

Bruce Powers, Security Director, or Mike Hodges, Se-
curity Training Coordinator, Athens Regional Medical
Center, 1199 Prince Ave., Athens, GA 30606.  Phone:
706-475-3770. E-mail: bpowers@armc.org

John Wilgis, Director of Emergency Management
Services, Florida Hospital Association, 307 Park Lake
Circle, Orlando, FL 32803. Phone: 407-841-6230.

SPECIAL REPORT
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Regional Hospital Cites Advances in Proactive Security

Located 100 miles Southwest of St. Louis, Phelps
County Regional Medical Center (PCRMC), Rolla, MO,
With 263 beds and 1,500 employees, serves a rural and
small-town area in South-Central Missouri. Rick Hanra-
han, Director of Public Safety reports that “the hospital
has stepped up to the plate with respect to security,”
and that acts of violence at the Center have been cut
dramatically, by 30-40 percent, over the past few years.

With a 24/7 staff of law enforcement officers, the
POST-trained (Peace Officers Standards & Training) se-
curity staff is equipped proactively to deal with “any-
thing that comes through the doors,” says Hanrahan.
In addition, “All our guys are carefully trained in verbal
de-escalation techniques, including Verbal Judo, and we
find that this makes a big difference.”

PCRMC also has a close working relationship with
local police, according to Rolla Chief of Police Mark
Kearse.  “Their security staff is all off-duty police offi-
cers, and 3-5 officers of ours work with them, along
with law enforcement from the sheriff ’s office,” Kearse
says, adding that “We have set up a good response sys-
tem with the hospital.”

Refuting An 'Inaccurate' Press Report

The statements about the hospital's security came in
response to a local press report of a quality assessment
at the hospital's board meeting that there were safety 

issues that needed to be addressed at the Center.  The
article, says Linde Merrow, Administrative Director of
Clinical Quality and Measurement at PCRMC, “was in-
accurate and taken out of context.”  “We will always
err on the side of safety,” she states.

Among the claims in the report were that no one
watches the more than 160 cameras in the security sys-
tem at all times; security isn’t informed quickly of vio-
lent situations; hospital staff members are not
identifying potentially violent situations to security; all
reception areas are open and lack security and the ob-
stetrics unit is not locked all the time.

“All accesses have been secured and are moni-
tored,” Merrow says,  “and we’ve worked with the di-
rector of the Emergency Department to require
swipeable IDs at all accesses.  We have a system that
will lock down the hospital, and Obstetrics can also be
individually locked down.”  Another point that Hanra-
han is careful to note is that “Hospitals need to be
careful to avoid generic access codes.” He says that
people might be surprised at how unsophisticated
some codes are.  “For example,” he states, “an access
code of 911 will be easily broken.”

Responding Anywhere On Campus
In Under Two Minutes

Another precaution taken at PCRMC is a panic but-
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ton system (ePanic Button).  Any computer in the hos-
pital network (currently at about 50 units) is equipped
with green and red buttons that the operator can easily
access.  The green button texts the security department
that the person is concerned about his or her physical
safety, while the red button alerts that the user sees
someone who is armed or has been informed that
someone is armed.  “It is a very adaptable system, and
our IT personnel are pleased with it,” says Hanrahan.
“Just the other day, a receptionist used her panic button
to report that she was being harangued by a large,
threatening man.  We responded in under 30 seconds,”
he says.  “Anywhere on campus, we can respond within
two minutes,” he added.

Security officers are armed and carry tasers, says
Hanrahan.  “We did away with pepper sprays and mace,
because they contaminate too large an area.”  He
points out that  rules for using tasers are much more
stringent in hospitals than they are on the street, but
that “Our officers carry bright yellow tasers.  They are
easily seen and the sight of them is a great deterrent.”
In his six-and-a-half years at PCRMC, Hanrahan’s offi-
cers have only used the tasers about seven times.

Dealing With Gangs and Custody Problems

As with other hospitals in the country, PCRMC has
to deal with increased gang violence and be on the
lookout for visitors with other issues, including custody
problems, Merrow points out.  Upon entrance, patients
are asked if there is a custody problem that should be
noted, and if someone shows up who has been previ-

ously reported, the primary parent will be consulted
before entry is granted. 

“Usually someone knows if they shouldn’t be there,”
says Hanrahan, “and we will meet personally with them.
If there is a further problem, the person will be es-
corted from the building and given a warning.”  Once
they have left the premises, “we pull stills from our
cameras and provide them to our security officers,” he
adds.  “Because we have already issued a warning, if that
person seeks reentry, we will go directly to law en-
forcement.”

Both Merrow and Hanrahan are insistent that all
staff be aware of security procedures. PCRMC uses one
number for all staff that they can use at any time to call
for security help “We need everybody’s eyes and ears,”
they both agree.

FOR FURTHER INFORMATION, CONTACT:  

Rick Hanrahan, Director of Public Safety, Phelps
County Regional Medical Center, 1000 West Tenth Street,
Rolla, MO 65401.  Phone: 573-458-7574.  E-mail: 
rhanrahan@pcrmc.com

Linde Merrow, Administrative Director of Clinical
Quality and Measurement, Phelps County Regional 
Medical Center, 1000 West Tenth Street, Rolla, MO 
65401.  Phone: 573-458-8899 X 7676. E-mail: 
ContactUs@pcrmc.com

Mark Kearse, Chief of Police, Rolla City MO, 1007 N.
Elm Street, Rolla, MO 65401. Phone: 573-308-1213. 
E-mail: mkearse@rollacity.org.

2012 IAHSS Volunteer Leaders

Council on Membership/Regionals – Lisa Pryse, Chair

Council on Education – Bonnie Michelman, Chair

Council on Guidelines – Tony York, Chair

Commission on Certification – Joe Forte, Chair
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The Veterans Affairs Hospital, Fresno, CA, treats a
large number of patients with post-traumatic stress dis-
order or traumatic brain injury.  It reports it has found
a way to make the experience easier: live music.  In an
article in the Los Angeles Times, Dr. Hani Khouzam, a
psychiatrist who treats both disorders, points out that
"you have to understand what it means for a combat
veteran to be agitated in the waiting room. Their pupils
are dilated. They are angry or waiting for something to
happen," he said. "But when we have live music that day,
they come to me far more relaxed."  Studies, the article
added, have found live music superior to canned music
in having a calming effect on the brain.

Hospital officials used funds donated for improving
the hospital's aesthetics to bring in a harp player.  When 

people seemed to like that, they added a classical guitar
player. 

George Flores, head of the hospital's police force 
and a retired military intelligence captain, comments:
"Don't ask me how. It's doctor stuff. But I know the
music makes our job (in security) easier." He points out
that "veterans hospitals are different in that we are law
enforcement officers and we don't do standbys in the
ER." However, he adds, a majority of the time his staff
spends with dealing with mentally ill patients is in de-es-
calating situations where patients act up in the hospitals
three highest traffic outpatient areas-- the primary care
waiting area, the pharmacy waiting area, and a central
clinic waiting area. "In the four months since we have
been using live musicians in those waiting areas, we not
have had any calls for service in those areas," he says.
"When I walk into the room where they are playing
everything seems to be really calm. I think it is a posi-
tive for the patient, for the hospital and me doing my
job."

The Fresno Veterans Affairs campus has a 113 bed
hospital and 60 bed nursing home. It provides primary,
secondary and tertiary care.  According to Dawn Golik,
Chief, Public Affairs, VA Central California Healthcare
System, the hospital receives some half-million dollars
in donations annually to make it a better place for its
veteran patients.  She reports that the response from
patients to the musicians has been "tremendous." 
With the permission of donors, the musicians have
been contracted to perform on a regular basis, she
adds. 

For further information, contact:  Dawn Golik, Chief,
Public Affairs, VA Central California Healthcare System,
2615 E. Clinton Ave, Fresno CA 93703. Phone:  (559)
228-5308.  E-mail:  Dawn.Golik@va.gov

VA Fresno: Live Music Cuts Waiting Room Tension

VA Central California’s Chief of Police George Flores, and
Veteran Tom Shennan listen to Guitarist Jon Sharp at the VA’s

Fresno Medical Center.  Mr. Sharp is one of two musicians
that VA Central California Healthcare System has contracted
with to provide music for Veterans.  Photo Credit: Anthony

Santoya, VA Central California Healthcare System
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Consider us your 
healthcare security 

nerve center.
Your healthcare system is a complex organism with multiple facilities and lots of people that 
you need to keep safe. From access control and video monitoring to real-time location awareness
and visitor management, Tyco Security Products provides a holistically integrated security 
solution – the nerve center for all of your security needs. To learn more scan the QR code to 
the right, or visit www.tycosecurityproducts.com/healthcarehome.aspx
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GUNMAN FREES INMATE 
OUTSIDE HOSPITAL 
BURY ST. EDMONDS, UK. A gunman, who confronted
prison officers transporting a prisoner to West Suffolk 
Hospital, aided a prisoner’s escape from the prison van.
The incident happened outside the hospital, where
medical staff reported seeing a man with a gun, accord-
ing to news reports. The prisoner was being taken to
the accident and emergency department for treatment
of a stab wound, when the gunman ambushed the
prison security officers. The prisoner, 26, had previously
escaped custody during a court hearing.

HOSPITAL ALARM, EMPLOYEES
FOIL BABY’S KIDNAPPING
RIVERDALE, GA. A security alarm that alerted staff to
suspicious behavior helped prevent the kidnapping of a
newborn at Southern Regional Hospital. Police arrested
a 19-year-old woman who allegedly walked into the
hospital’s Women’s Life Center and took the baby, but
was stopped when an alarm alerted two employees,
who confronted her. When approached, the woman
gave the baby back to the staff members and left, ac-
cording to news reports of the incident. She drove
away, but was arrested by police within the hour.

FATHER REMOVES BRACELET, 
TAKES INFANT FROM HOSPITAL
CASTRO VALLEY, CA. A security bracelet that was re-
moved from an infant allowed her father to remove her
from Eden Medical Center.The man’s mother returned
the baby about seven hours later, according to newspa-
per reports. Police, who said nothing illegal had oc-
curred and it was the result of a difference between the
parents, were not treating the incident as an abduction.

HOSPITAL REVIEWS SECURITY
AFTER ABDUCTION ATTEMPT
AUCKLAND, NZ. Middlemore Hospital began a secu-
rity review after a 24-year-old woman tried to abduct a

baby from the birthing unit. The hospital is considering
electronic monitoring devices and extra surveillance
cameras following the incident, according to news re-
ports. The unit has three entrances and exits that are
accessible by swipe cards and visitors are required to
report to the reception desk. Visiting hours are also re-
stricted between 2 and 8 p.m., with staff checking on
after-hours visitors. The woman had faked a pregnancy
for nine months before going to the hospital, where she
tried to abduct a two-day-old baby.

HOSPITAL AVOIDS CUTOFF OF
FEDERAL FUNDS BY CMS
FAYETTEVILLE, NC. Cape Fear Valley Medical Center
has been granted a last-minute reprieve by Centers for
Medicare and Medicaid (CMS) who had informed them
that federal support would be terminated at midnight
Thursday, January 17, because of violations found after a
mentally ill man died while restrained by police and se-
curity officers in the emergency room and a cancer pa-
tient died on his way home after being discharged
against his will. CMS officials in Atlanta reportedly ac-
cepted documentation Thursday indicating numerous
improvements had been made at the hospital after a
string of negative reports beginning in October. Cape
Fear Valley administrators have also hired an outside
consulting firm to help it complete the federal review
process in close consultation with federal regulators,
according to press reports. Cape Fear Valley is the sixth
largest hospital in North Carolina. It receives $23 mil-
lion a month in federal insurance reimbursements.
Over the past decade, North Carolina has attempted
to reform its mental health system while cutting costs
and downsizing state-run psychiatric hospitals. The re-
sults have been widely criticized, with patients unable to
find adequate outpatient treatment often facing days-
long waits in the emergency rooms.  At Cape Fear

In Brief cont.
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continued on page 27
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Security solutions that enhance your strong policies and plans.
Patients and staff rely on you for a safe hospital environment. Schneider Electric™ 
knows that you have a personal commitment to protecting every one of them, 
as well as safeguarding the healthcare facility and all its assets. We offer security 
solutions that act as “force multipliers” — amplifying your abilities, processes, 
and plans to create an even more secure hospital. Here are a few ways we do this:

 Hospital security expertise you can trust: Schneider Electric experts are 
 actively involved with healthcare and security organizations to stay on top 
 of the latest innovations and meet the unique challenges faced by hospitals. 
 We strive to be a true partner in your hospital security planning and execution.

 The right information to the right people at the right time: Our intelligent, 
 integrated security management solutions quickly detect anomalies and 
 provide real-time data so you have the ability to respond more quickly to 
 potential threats before they become incidents. With remote monitoring, security 
 officers can access information and receive alerts regardless of their physical 
 location. If there is an incident, you’ll have a full, automatic audit trail to protect 
 your hospital.

 Integrated security information increases control and efficiency: Using a 
 common IP-based IT infrastructure, our solutions can also fully integrate 
 security with facility and building management systems. These systems 
 converge on a user-friendly dashboard, which allows you to easily monitor 
 your entire hospital campus from access control and video surveillance to  
  patient and asset management.

©2012 Schneider Electric. All Rights Reserved. All trademarks are owned by Schneider Electric Industries SAS or its affiliated companies. 
132 Fairgrounds Road, West Kingston, RI 02892 USA  998-5975_GMA-US

Access control 
Control access to all entry/exit 
points throughout your hospital to 
safeguard patients, visitors, staff, 
and the facility.

Video surveillance  
Monitor video images and 
analytical findings from centralized 
or remote locations to improve 
security response.

Infant and patient management  
Integrate patient tracking and location 
(radio frequency identification — RFID) 
with security management to locate 
patients throughout your hospital.

You can better detect possible threats to people and property with Schneider Electric 
security solutions that provide real-time actionable data about adverse events 

Protect them like they are your own

Hospitals Meet Security Challenges 
with Integrated Security and 
Facility Solutions Visit our NEW Healthcare Knowledge Portal for the 

FREE White Paper, “Hospitals Meet Security Challenges 
with Integrated Security and Facility Solutions”.
Visit www.SEreply.com Key Code m491v

Asset management  
Monitor the location and status of 
hospital assets with integrated RFID 
to control costs, reduce theft, and 
improve staff efficiency.
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Valley, administrators have reportedly seen a 49 percent
increase since 2005 in the number of people coming to
the ER with a primary diagnosis of mental illness. The
hospital now treats more than 500 such patients a
month. The response has been to staff a "red zone"
with uniformed security officers supplied by a private
contractor. The hospital also operates an internal police
force supplied by the security company.

JOINT COMMISSION HALTS INVESTIGATION OF
UM CHILD PORN REPORTING DELAY
ANN ARBOR, MI. A Joint Commission investigation
into a complaint that the University of Michigan Health
System delayed six months in reporting to police that a
pediatrics resident had brought child pornography into
the hospital has been discontinued, according to press
reports.  The accrediting agency has decided not to take
further action after looking at the university's internal
review of the case, university officials said. The report
said the university will bring in an outside expert to as-
sess the "safety and security culture and help us achieve
needed change." Court records show that university
officials waited months to report it to police after a
resident physician found child porn on a thumb drive
that was left in a locked lounge residents use in the Pe-
diatric Emergency Department at U-M Hospital. The
child porn was found in May, but wasn't reported to po-
lice until November. 

DEATH AFTER SCUFFLE WITH
OFFICERS LEADS TO LAWSUIT
TOMS RIVER, NJ. The family of a man who died follow-
ing a scuffle with hospital security officers at Commu-
nity Medical Center has filed a suit against the hospital,
alleging hospital security and staff failed to accurately
diagnose him, didn’t provide appropriate medical treat-
ment and left him vulnerable and open to assault, ac-
cording to news reports. During the incident which
took place in 2010, the 43-year-old man was brought to
the hospital following a domestic dispute and appeared 

intoxicated. When he tried to the leave the hospital,
two security officers struggled with him as a nurse gave
him a sedative, and he was placed in a bed with re-
straints. He suffered cardiac arrest, went into a coma
and later died after being transferred to another hospi-
tal. The family contends the actions of the security offi-
cers led to the death and that video surveillance
footage doesn’t match with the officers’ statements.

HOSPITAL FINED $50,000 FOR
2009 INFANT KIDNAPPING 
SANTA BARBARA, CA. Security improvements, includ-
ing limiting visitor access to two entrances, has been
implemented in the wake of a kidnapping from the
Mother Infant Unit (MIU) at Santa Barbara Cottage
Hospital in 2009. The hospital has been fined $50,000
by the California Department of Public Health because
of the incident. Cottage Health System began its own
review after the incident, according to news reports,
and implemented security improvements, including
mandatory badges for visitors to its hospitals in Santa
Barbara, Goleta and Santa Ynez. At the time of the inci-
dent, Cottage Hospital had no dedicated security offi-
cers on the floor, so nurses were responsible for
screening and monitoring visitors to the MIU. Since
then, a security greeter has been posted at the unit 
and the hospital has implemented visitor badging. 
Security greeters have also been placed at the front
lobby to screen visitors, who are limited to two hospi-
tal entrances. The kidnapper had been seen in the 
MIU, wearing scrubs, three times on the day before 
the abduction and had told staff she was visiting a
friend. The morning of the abduction, she told the
baby’s mother she was going to take footprints. Both
the mother and baby had been wearing security
bracelets, but the baby’s was removed and thus didn’t
trigger an alarm when the woman smuggled the baby
out of the MIU in her purse. The newborn was un-
harmed and returned to his family several hours later.   

continued on page 29
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G4S Solutions for Hospitals
and Healthcare Facilities
Combines the highest level of manned security
with technology, support services and expertise.

G4S is the most experienced and prepared security company
serving hospitals and healthcare facilities. We provide
specialized people, programs and technology designed to
ensure the safety and security of patients, visitors and medical
professionals in your complex facility. All G4S security officers
are specially trained for the healthcare environment.

G4S healthcare technology has revolutionized hospital security
to include Secure Trax®, our exclusive mobile incident capture
and notification system and RISK360TM, a highly customizable
incident and case management system to help manage risk,
improve business performance and maintain regulatory
compliance and reduce costs.

G4S Support Services Provide:
Transportation and Escort Services 
Canine Patrols
Emergency Response and Compliance
Security Surveys
Employee Education
Environment of Care Documents
Visitor Management
Crisis Intervention Training

Contact us for more information and let
us show you why G4S is the best value
in security and safety.

Ben Scaglione, CPP, CHPA, CHSP
Director, Healthcare Services
G4S Secure Solutions (USA), Inc.
561 691 6714 Office • 646 675 5956 Cell
ben.scaglione@usa.g4s.com
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YOU TUBE VIDEO LEADS TO ARREST 
OF HOSPITAL COMPUTER THIEVES
SCRANTON, PA. A hospital security officer viewing
YouTube video of President Obama’s visit to Scranton
identified two people interviewed by a documentarian
as the same ones he saw on a surveillance video of the
theft, according to published accounts. The pair from
the Occupy Scranton encampment were charged with
stealing computer equipment from Regional Hospital of
Scranton.

THEFT OF HOSPITAL CAMERA 
REPORTED PART OF CRIME WAVE
BAKERSFIELD, CA. A smirking thief was caught on a
hospital security camera in California--stealing the very
camera that snapped his face, according to The Huffing-
ton Post. Police reported a new crime wave plaguing
the area: thieves and drug dealers stealing security cam-
eras for their own homes. "Usually they're going for the
infrared equipment, but this guy just went for the cam-
era--it's the second time he's done so," Bakersfield Po-
lice Detective Scott Miller said. "We're getting hit with
a bunch of these thefts lately ... They're likely using them
to fortify their own homes for surveillance." Criminals
often use security cameras to give them advance warn-
ing when authorities might be paying them an unwanted
visit with a search warrant, Miller said.

SECURITY OFFICER NABS THIEF
TAKING HOSPITAL SUPPLIES
CHILLICOTHE, OH. An officer at Adena Medical Cen-
ter was able to arrest a 28-year-old man who took
medical supplies, drugs, a laptop and other items. Secu-
rity was alerted about the man as he walked into a re-
stricted area of the medical center’s lab and took items
from a crash cart, according to news reports. The secu-
rity officer stopped the man in his car, after noticing
medical supplies on the seat. The man dropped the lap-

top from inside his coat as he exited the car. Sheriff ’s
deputies found drugs, batteries, syringes and other
items, some of which were determined to have been 
taken from a crash cart with a broken lock.

DOCTORS’ GROUP SEEKS INCREASED SECURITY
AFTER VIOLENT INCIDENTS
VICTORIA, AU. More cameras and security officers
were part of the demands by doctors after a patient al-
legedly threatened nurses with a machete in a hospital
emergency department. The Victorian branch of the
Australian Medical Association wants the state govern-
ment to invest $21 million in better security, including
the introduction of CCTV in emergency departments
and trained security officers who would patrol hospitals
24 hours a day. The AMA also asked for more behav-
ioral assessment rooms for aggressive patients so those
patients could be restrained if necessary. The call came
three months after the police minister rejected a plan
to put armed officers in hospitals because a committee
was concerned such a move would escalate violence.
That committee also rejected plans for security to
carry stun guns or pepper spray, but did recommend
more training for security staff, including psychiatric
training. The security officers’ union said officers had
experienced many violent incidents recently, including
the patient wielding the machete and a psychiatric pa-
tient who escaped restraints and smashed windows and
threw furniture until subdued by two officers.

NURSES PICKET CLAIMING
INADEQUATE SECURITY 
MASSENA, NY. The shooting suicide by a man at
Massena Memorial Hospital and vandalism in which a
window was shattered prompted nurses at the hospital
to hold an informational picket about what they be-
lieved were inadequate security measures taken since

THEFT

PROTESTS SEEKING 

BETTER SECURITY

continued on next page
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these incidents. In December, the hospital’s board voted
to spend $19,535 on new security measures, including
new surveillance cameras and software, lockdown but-
tons and panic pendants. But nurses contend those
measures aren’t enough and want more staff in the
emergency room that have the skills to handle high-risk
patients. The hospital said it is considering hiring an ER
security guard, but wouldn’t put that into the nurses’
contract.

SECURITY OFFICER HELD IN
HOSPITAL SEXUAL ASSAULT
OTTAWA, CANADA. A security officer at Ottawa
Hospital’s Civic campus has been charged with sexually
assaulting a developmentally delayed female patient. Ac-
cording to news reports, the 42-year-old man allegedly
gave the woman money. Hospital officials said they were
conducting their own investigation in case any addi-
tional victims came forward, and police were doing the
same. The officer was on paid administrative leave from
his job and was ordered not to have contact with the
alleged victim or some of his co-workers. 

OFFICER CHARGED WITH 
ATTEMPTED RAPE OF PATIENT
BALTIMORE, MD. A security officer at John Hopkins
Bayview Medical Center has been arrested for allegedly
sexually assaulting  a patient, according to police re-
ports. The officer reportedly followed a 47-year-old
woman out of the medical center, offering her money
for a bus ride home. When she went back into the
building with him, police say he pushed her into a stair-
well and attempted to rape her. In a statement, Johns
Hopkins Bayview said after it heard about the alleged
incident, the hospital took immediate action and that
the guard was suspended. "The safety of our patients,
visitors and employees is a top priority and we take
these allegations very seriously," the hospital said,
adding it is fully cooperating with the police investiga-
tion.

Clergy Access 

To Healthcare 

Environments

(This article is written by John M. White, CHPA,

CPP, president of Protection Management, LLC,

Redding, CA, a professional independent secu-

rity consulting agency. He is a frequent contribu-

tor to the IAHSS Journal of Healthcare

Protection Management and other security

management publications.)

We all know that the clergy needs access to their
church members that are inpatients in hospitals, as it if
often considered part of the healing process to have re-
ligion be a part of the care system.  However, we should
know from history that some members of the clergy
have had problems in our society.  Does that mean that
they are all bad apples?  Absolutely not!  But what does
your organization do to insure the clergy has been vet-
ted?  Some would argue that it is not the place for
healthcare organizations to do any type of vetting of
the clergy that frequent their facilities.  Others would
argue that you need to do some due diligence, as you
are providing them for the most part with unlimited
and private access to your patients.  For those that
think hospitals should stay out of it, do you have any
idea who is in your facility today?  Do you provide iden-
tification name badges for the clergy that frequents
your hospital?

Giving A Badge To An Imposter?

I am very familiar with one northern California
medical center that has in the past provided name
badges to all members of the clergy upon their arrival.
All the clergy needed to do was stop at the Information
Desk and tell the volunteers  that they were a  member
of the clergy, at which time a volunteer would hand

In Brief cont. WATCH OUT FOR:

SEXUAL ASSAULTS
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them a badge that stated “Spiritual Care Giver” on it.
When this was pointed out to some management,
there was this oh you worry too much attitude.  Really?
Let’s see what giving out such identification can be like.

When your organization gives out such a badge you
in most cases will have no idea who that person really
is.  I am sure that everyone knows that you can pur-
chase clergy apparel without any restrictions.  So now
that a person has purchased a shirt with the white col-
lar, and they have been given a name badge from a med-
ical center that says “Spiritual Care giver,” they have
been granted access to some of the most vulnerable
people within your organization.  And they did so with
your blessing when your staff handed them a name
badge with your company logo/name on it.

So let’s get back to that medical center mentioned
earlier.  When this issue came to light, it was because
someone recognized the “Spiritual Care Giver” as being
on the Megan’s Law website, which is where you can
look up sex offenders in California.  Do I have your at-
tention yet?  If not, when an investigation was started
to find out who managed the process for the clergy, it
was found that no one did any checking to see if they
were legitimate.  It seemed that no one managed them,
yet the organization was providing them with access
and identification, making them to appear legitimate to
everyone they came in contact with.  As you know, in
healthcare there is often an approach that all vendors
need to follow certain training, health screening, and
other such measures prior to working within a hospital,
but it seems as if the clergy does not follow the same.

Needed: A Change In Vetting Processes

So how much damage could result from providing 
access to a sex offender to your organization?  Not
only will there likely be a civil suit against your organi-
zation, but the bad press will take years to fade from 
the memory of everyone in your area.  Imagine the 
unthinkable, a sex offender acting the part of a clergy
member having private access to children or other 
vulnerable patients, and all right under your nose and
with your blessing if your system is similar to the 
hospital noted earlier.

This problem is not just about sexual predators act-
ing as clergy or actually being clergy members.  I have
conducted reviews of other hospitals that have had just
such an incident, where the offender was acting as a
clergy member, but not a registered sex offender.  It
seems that the guy was just going from room-to-room
talking about religion to patients while dressed as a
minister.  No harm came to any patients as result of
this imposter, but several reported being harassed by
the guy.

There will be those within many organizations that
will claim that this type of problem cannot happen in
their facility.  Let’s hope they are right!  However, it 
only takes one incident to destroy a patient’s life, their
trust in your organization and your organization’s 
reputation in the community.  Please do not take a
chance and think that it has not been a problem in the
past, so there is no need to change your processes
now.  That’s gambling and is very dangerous.

FOR FURTHER INFORMATION, CONTACT: 
John M. White, CHPA, CPP, President/Principal 
Consultant, Protection Management LLC, 2205 
Hilltop Drive #141,  Redding, CA 96002. 
Phone: 877-686-5460. Fax: 877- 686-5452    

CHPA RENEWAL: 
If you received your CHPA in 2009,

you must recertify in 2012. 
To obtain an application, contact 

the IAHSS at 888-353-0900
or visit the website under 

certifications.
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Pitt University Police Kill Gunman
Who Kills One, Wounds Six, 
In Hospital Lobby Shooting

A man armed with two semi-automatic pistols
began shooting almost immediately upon entering the
lobby of the Western Psychiatric Institute and Clinic
(WPIC) on Thursday afternoon, March 8, at approxi-
mately 1:40 p.m., killing one employee and wounding
five persons, four of them employees and one a visitor,
according to press reports.  He was shot and killed in a
shootout by University of Pittsburgh police officers
who responded to the 911 call.  During the shootout,
he wounded one of the officers. 

The 292-bed WPIC, one of the country's leading
psychiatric clinics, is one of the hospitals operated by
the University of Pittsburgh Medical Center (UPMC).
It is located in the complex which includes UMPC
Presbyterian and the famous Cathedral of Learning in
the city's Oakland neighborhood which also houses
several hospitals and two other universities. All were
locked down during the incident as it was initially re-
ported that two shooters were involved. The hospital
would not release the names of the victims, but press
reports said that one of them was a 64-year-old recep-
tionist who received four wounds and another was an
unarmed security officer. The employee who was killed
was identified as a 26-year-old geriatric therapist re-
turning from a lunch break.

The shooter was identified as 30-year-old John
Shick, who has lived in the neighborhood since August.
Because of privacy laws, hospital authorities would not
reveal whether he had had any previous involvement
there. Survivors in first floor offices and waiting rooms
reportedly told police they heard shooting and yells of
"hide, hide" and "stay down!" and barricaded themselves
inside rooms. Police said that Shick began shooting al-
most immediately upon entering the clinic lobby and
later was seen checking office doors in an apparent at-
tempt to open them during his rampage.  Shick also had
gone up a stairwell to a second-floor parking area,
where he apparently tried to exit but couldn't because

he didn't have an electronic card needed to open a se-
cure door. A window on the door was shot but didn't
shatter, suggesting Shick tried to shoot his way through
the door. Police believe Pitt officers encountered Shick
as he came back down the stairs and into the lobby,
perhaps planning to escape through the front door. He
began shooting at the police as they entered the door.

Although, security officers of the hospital facility
were unarmed, University police who patrol the com-
plex, are armed. Six Pitt officers had responded to the
clinic within two minutes of the first emergency call,
Pitt campus police Chief Tim Delaney said. Delaney said
the officers were under fire as soon as they arrived. The
officers broke up into two groups of three, which their
"active shooter training" taught them. They engaged in
gunfire as soon as they entered the front door," he said.
The first three officers returned fire and killed Shick.

The 17-story Western Psychiatric Institute and Clinic (WPIC).
Gunman went up stairs (center) and entered lobby, 
described as the only non-secured area in building, 
killing one and wounding six before being shot and 

killed by University of Pittsburgh police.



International Association for Healthcare Security & Safety 33

directions IAHSS

Volume 25, Number 1

His officers had trained for a shooting like the one at
Virginia Tech, where dozens of people were killed in
April 2007, and knew at once they had to "stop the
shooter at any cost."

In a statement, Elizabeth Concordia, Executive Vice
President, UPMC, and President, Hospital and Commu-
nity Services, said, in part, “While UPMC’s current secu-
rity measures are in line with the standards nationwide,
all procedures are being rigorously reviewed…The
trade-off between public access and security is an issue
all hospitals in major metropolitan areas have struggled
with in recent years. Unfortunately, random acts of vio-
lence can’t be predicted." 

WPIC President Claudia Roth said that the review
will include determining whether the facility should
place metal detectors at the entrance of the 17-floor
building. A metal detector is located in the hospital's
emergency department on the first floor, Roth said. All
visitors must sign in at the front desk and obtain a visi-
tor's pass, according to the hospital's website. Anyone
entering the emergency department must empty their
pockets, and all purses and handbags are searched. The
task of checking visitors to the patient units--accessible
from the main lobby on the first floor--falls on nurses
who use a hand-held metal detectors. Employees inter-
viewed said the lobby was the only non-secured area in
the 17-story building.  

This is the second recent healthcare incident involv-
ing an active shooter. In May 2009, Robert Stewart en-
tered the Pinelake Nursing Home, Carthage, NC, just
before ten a.m. on a Sunday morning. Police received
the first emergency calls at approximately 10:00 a.m.
and the only police officer on duty was dispatched to
the home which Stewart entered armed with a hand-
gun and shotgun. He went down the hallways appar-
ently searching for his wife who had been reassigned to
the locked Alzheimer unit that morning. Stewart killed
seven residents, two of them in their wheelchairs, while
the staff tried to bring the patients to safety. One nurse
was also shot and killed when he tried to stop the gun-
man. Stewart was finally stopped by the officer in the
hallway at about 10:05 a.m. in a shootout in which both
were wounded.
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The purpose of the summit is to bring together a multidisciplinary team of experts to stimulate collaboration 
in mitigating workplace violence in the emergency department setting. Learn how to change the equation 
and reduce violence in your facility at this one-day summit.

View the program and  
register today at www.ena.org Sponsored by

 

Who Should Attend During this summit, you will learn to
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