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Letter from the President:
Fellow IAHSS Members –

I want to begin by saying that I am honored to serve as the 2014 President of IAHSS. 
I have been a member since 1996 and have worked with many of you on IAHSS initia-
tives, tasks, Chapters and Councils/Commission.  I know first-hand that we have dedi-
cated and outstanding members who possess a wealth of talent, insight and knowl-
edge that has helped IAHSS thrive and support our chosen profession, Healthcare Se-
curity and Safety.  Many outstanding Healthcare Leaders have served as IAHSS Presi-
dents and will be tough acts to follow.  I will do my best to serve IAHSS with the 
same dedication, determination and leadership as my predecessors and continue to 
enhance IAHSS’s reputation as THE resource for Healthcare Security, Safety and 

(continued on page 2)
Marilyn Hollier, CHPA,

CPP
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Letter from the President (continued)

Emergency Management.  Three weeks into 2014 and I have already done inter-
views for five different magazines so I do think we are making progress in enhanc-
ing the reputation of our Association. 

I want to thank all of the IAHSS members who are stepping up and getting in-
volved in their local Chapters, Regions and Councils/Commission!  Special thanks
to our Council/Commission Chairs and their teams for all of their hard work and
contributions to enhancing our profession.  We will be honoring all of our volun-
teer Leaders during our Monday luncheon at this year’s Annual General meeting
in San Diego. 

I especially want to recognize and thank Ed Stedman for his years of service as
President of the International Healthcare Security & Safety Foundation (IHSSF).
The Foundation has flourished under his leadership.  With a new strategic plan in
place the Foundation has successfully transitioned to the new IHSSF President,
Steve Nibbelink.  The Foundation continues to enhance fund raising efforts so
that they can continue to serve/support our membership via research, the awards
program, scholarships and grants.  This year they are doing a Crime Survey and a
Weapons Use by Hospital Security research project.

In the past year we successfully implemented the IAHSS succession plan and
some new members are taking on leadership roles on the councils/commission,
regions and chapters.  Voluntary Leaders of these groups now understand the im-
portance of assigning a co-chair and coaching/mentoring them for a couple of
years so that the various groups can effectively transition to new leadership while
still continuing to flourish.

Some of the things IAHSS will be working on in 2014 includes:   A re-design of
the website for easier use by members and non-members in addition to creating
a more efficient marketing portal, evaluating all current programs and products to
determine viability and effectiveness, and getting more involved in social media in
an effort to market IAHSS and attract new members. 

Finally I want to remind you that our Annual General meeting this year is May 18-
21 in beautiful San Diego.  The Council on Education has put together an out-
standing program that you will not want to miss.  There are a variety of topics
ranging from building high performance teams, changes to NFPA 101, design
guidelines as well as an intriguing session called Jane Doe No More.  The entire
program is online at the IAHSS website.  Check it out and register to attend.  I
look forward to seeing you all there!

Warm Regards, 

Marilyn Hollier, CHPA, CPP
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Executive Director’s Letter
Wow, 2014 is off to a great   
start!  The AGM in San 
Diego promises to be an 
event you do not want to 
miss.  Check out the learn-
ing objectives for this event:

•   Building collaboration   
with law enforcement   
and corrections

•   Role of security assessment during the construc-
tion/renovation project design and planning

•   Techniques to increase security staff and employee 
engagement

•   List at least three changes in NFPA 101 impacting 
security arrangements

•   Learn the potential risks and benefits for introduc-
ing  a comprehensive use of force model

•   What every security professional needs to know   
to perform his/her job

•   How security can consolidate to sustain health-
care costs

•   Are you sensitive to victims of sexual assault

•   Identify the unique needs of healthcare active   
shooter responses

•   Identifying, hiring, developing and retaining com-
mitted team members

•   How strategic project planning addresses a prob-
lem in a systematic manner

The room block rate guarantee expires in April for the
AGM, reserve today to get the best rate.

The IHSSFoundation is conducting a Crime Survey and
a Weapons in Healthcare Security Research project.
The information will be invaluable to you and to the
profession.  Please participate as the data is only as
good as those who contribute.

IAHSS is only as beneficial to you as you choose to
make it, utilize all the benefits available to you.  Explore
the members only website pages, promote the guide-
lines, and certify your officers.  Have you considered
obtaining your CHPA?  Gain the only healthcare spe-
cific certification for managers today.

Always,

Evelyn Meserve, CHPA-L             
Executive Director

Lifetime CHPAs*  

2013

Glenn M. Emerick, CHPA-L

Bill Farnsworth, CHPA-L

Annette Gadus, CHPA-L

Stephen Gaunt, CHPA-L

Linda Glasson, CHPA-L

Russell Jones, CHPA-L

A. Lee Matthews, CHPA-L

Evelyn Meserve, CHPA-L

Peter Troy, CHPA-L

Rick Nelson, CHPA-L

Anthony Potter, CHPA-L

Lewis Schatz, CHPA-L

James Stankevich, CHPA-L

*See Members Only Reference Section on IAHSS web page for requirements and application instructions.
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GREGORY D AUSTIN 
PATRICK BAILEY 

GRACE M BARNARD 
LAWRENCE E BOLDUC JR. 

ANN M BORDEIANU 
MARK BOURGOIN 
GARY L BRADLEY 

DANIEL BREWSTER 
RALPH F BRISLIN 

MIMI BROWN 
JOHN L BUCKALEW III 

JOHN P BYRNE 
CARTER COLE 
SELINA M COX 
STEVE DARLING 

GENNARO DESTEFANO 
DAVID B. DONAVAN 
MARK S DRYSDALE 

SCOTT DUNLOP CPP
JAMES S FERRIDAY 
WESLEY P FRIES 
PAUL T GREER 
DOUG P. HALE 

MARCUS HARRIS
DENNIS W HARRISON 

L. D. HARRISON 
CYNTHIA A. HENDERICK 

WILLIAM MARSICZ

JOSEPH E HENSON 
JACQUELINE A. HILL 

DOUGLAS W HORTON 
CHRISTOPHER M JOHNSON 

KEITH KING 
BOB KIUTTU 

STEVEN A KLEIN 
JOSEPH KOLAKOWSKI 

PHILIP D. LAWLER 
VINCE LAWSON 

KEVIN MACKENNA 
LOUIS MADRINICH 

TIMOTHY MANNING 
JAMES McCLANAHAN 
KENT M MCFARLAND 

TAMMY MIKELS 
TERRY M MITCHELL 

JOHN W. MOORE 
KENNETH MORTON 
TRACY A. MUTCHLER 

JOHN K. OAST JR. 
JEFFREY M. OLIVER 
TERRY OTTINGER 

KEITH PENDERGRAFT 
CARL C. PHILLIPS 
W. DAVID RANGE 
ERIC A. REDMAN 

TIMOTHY P. SUTTON

REDA H REILLY 
FRANCIS J RICCIO 
TIMOTHY J RING 

MATT L. ROBIDOUX 
JAMES RODENBERG 
CATHLEEN ROSSI-

McLAUGHLIN 
TULLY RUBIN 
ANN M SHEA 

RONALD G SHULTZ 
JOSHUA SMITH 

ALEXANDER A. SOUTOS 
MICHELLE G STEELEY 

CURTIS A STOFFEL 
KEVIN STRANAHAN 

SHEILA L STROMBERG 
ROBERT C STROUD 
JOSHUA SUTTON 

CASEY R THACKER 
BRIAN URIDGE 
BARNEY T VILLA 

LAURA R. WENTZEL 
CRAIG A. WHITFIELD 

GREG WILSON 
CHRISTOPHER M WYNDHAM 

DAMIANO ZAVAGLIA 

Welcome New Members

New CHPA’s

WILLIAM MARSICZ TIMOTHY P. SUTTON
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IAHSS Chapters Present 
Award To NJ EMS For 
‘Sandy’ Evacuations

The healthcare community had to turn to external re-
sources to aid and support its own overtaxed response
efforts when confronted by the magnitude of the de-
struction caused by Hurricane Sandy at the end of Oc-
tober, 2012, which crippled a large part of the Eastern
seaboard.  EMS was responsible for dealing with the
whole state of New Jersey, and the fact that they success-
fully evacuated 16 healthcare facilities on top of all their
other responsibilities was an accomplishment that IAHSS
chapters in the state felt should be honored.  

On November 12, 2013, at the New Jersey  EMS Task
Force Hurricane Sandy Symposium in Atlantic City, NJ,
Richard D. Morrow, representing the IAHSS Northern
New Jersey Chapter as former Chair and 2013 Delaware 

River Chapter Chair presented an IAHSS award acknowl-
edging the NJ EMS Task Force “for their dedicated efforts
in supporting the healthcare sector during Hurricane
Sandy in 2012.”

As Morrow says, “Superstorm Sandy was, at times, a
daunting challenge, to say the very least.  The NJ EMS Task
Force has a comprehensive plan to prepare, respond, and
recover from all hazards, emergencies, and disasters.  The
healthcare response to Superstorm Sandy ultimately was
a success because of collaborative planning through the
years.  Opportunities to improve future hospital evacua-
tions can only benefit from the lessons we learned
through the challenges we were confronted with.”

FOR FURTHER INFORMATION, CONTACT Richard
D. Morrow, MPA, Principal & Technical Consultant,
All Hazards Associates LLC, 3-11 29th Street, Fair Lawn,
NJ 07410. Phone: 202-997-9816. E-mail: morrow@
ahaconsultingservices.com

Granite State IAHSS Chapter
Receives Chapter Charter

Members of the chapter, headquartered in Lebanon,
NH, are photographed with the chapter charter.

FROM OUR CHAPTERS

(left to right): Terry Clancy, PhD, NREMT-P, EMS Task Force Coordina-
tor, NJ Department of Health; Karen Halupke, RN, M.Ed, Director of
EMS, New Jersey Department of Health;John Grembowiec, MICP, EMS
Task Force Leader, Director of EMS, University Hospital, Newark,
NJ;Richard D. Morrow, MPA, IAHSS 2013 Delaware River Chapter
Chair 

(left to right): John Wright, Lou Chatel, Dan Dahmen, Bud Salmon, John
Patti, Bill Mace
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Four Hospitals Report:

Lessons Learned From 
Recent Active Shooter Drills

As Active Shooter incidents increase, so does concern
for preparedness in facing these occurrences. It is becom-
ing more common for hospitals to hold special drills to
help staff understand what could happen if such an event
occurred in the workplace.  Three hospitals that have re-
cently held active shooter drills shared with us some of
the lessons they learned through the experience.

Robert Chicarello, Brigham and Women’s: ‘It Can Happen
Here’

Robert Chicarello, Director Security & Parking,
Brigham & Women’s Hospital, Boston, MA,  reported on
the effectiveness of a new video that shows staff how to
deal with armed intruders.  The video was produced in-
house with a partnership between Security, Emergency
Management, and Communications & Public Affairs. “We
found this video to be very effective.  It got out the key
messages that we wanted staff to know and since it was
tailored to our institution, it felt more relevant to staff. It
is also now required as annual training for all employees
via our HealthStream learning platform,” says Chicarello,
who says that the video is also available to other hospi-
tals. 

“The most important thing we learned from holding
shooter drills is that, although most staff are aware of Ac-
tive Shooter situations, many never considered what
would happen if it occurred while they were at work,”
says Chicarello. “These drills show there are important
steps staff can take to protect themselves and the pa-
tients they care for. This was one of the main reasons that
we created the video--to educate our employees about
the potential for these situations in their workplace and
what they can do to remain safe.”

Using Plain Language Instead of Codes

One thing Brigham & Women’s Hospital changed as a

result of their active shooter drills was “We decided to
use plain language instead of codes, so everyone in the
institution would be aware of the situation and not just
the staff that were trained,” explains Chicarello. 

When asked what advice he would pass on to others,
Chicarello says, “Work closely with your local law en-
forcement agency. In almost all cases, they will be the first
responders to any Active Shooter situation. You want
them to know your facility and to feel comfortable work-
ing with you. It’s very important to establish trust.”

Steve Pelch, St. Vincent: ‘Drill In Real Time’

Steve Pelch, Divisional Director of Safety and Security
at St. Vincent Hospital in Green Bay, WI, as well as at two
other local hospitals, St. Mary’s and St. Nicholas, is no
stranger to Active Shooter drills.  He is also not afraid of
making the scope large.  In a recent St. Vincent drill, the
entire hospital was locked down and the drill performed
within the hospital itself.  “We have run Active Shooter
drills in the past and base them on real scenarios.  In this
case, I didn’t want to limit it, so we acted as if the Active
Shooter was transitioning throughout the facility.”

In addition, “Everything was done in real time--no
stopping.  I had one person per floor to pose as an Active
Shooter and move through the floor, accompanied by an-
other person to explain what was going on.  We always
want people to explain each step and make sure people
are well trained.”  For this purpose, Pelch trained 50 eval-
uators in advance to accompany the “Active Shooters”
so they could instruct staff as the drill took place.

“The point is “Drill—drill—drill,” says Pelch. “Active
Shooter scenarios occur so quickly and every floor and
every department must know how to operate independ-
ently.”

When asked about whether drills had exposed any
problems with the system, Pelch said that,  “Just a year
before, we went to plain language because, we found that
in our three facilities (St. Vincent, St. Mary’s, and St.
Nicholas) in a tight geographical area, we had three dif-
ferent codes for the same event.”
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“I like to keep drills based on realistic scenarios,” he
says.  “For myself, I like to have fun with them.  I involve
my family and kids and their friends.  Once, I moulaged
the kids and staged a school bus accident.  They want to
be part of it.”

“To encourage as much participation as possible (you
always have people who don’t want to be part of drills)
we handed out “You Are Dead” letters, saying, “You have
just been the victim of an Active Shooter.”

David Edwards, Regional West: ‘Law Enforcement Must
Use Same Terminology’

David Edwards, Emergency Preparedness Coordinator,
Regional West Medical Center, Scottsbluff, NE also
stressed that point in discussing the Active Shooter drills
held in his facility. Regional West includes a 184-bed acute
care regional medical center, employs 1,800 people, and
serves a population of over 120,00 in western Nebraska
and neighboring Colorado, South Dakota, and Wyoming.
As a result of its drills, Edwards says, “We learned that
we need to work closely with local law enforcement to
make sure we are using the same terminology.  For ex-
ample, we say ‘ground floor, 1st floor, 2nd floor,’ while the
police were saying ‘1st floor, 2nd floor, 3rd floor.’  We have
let them, as well as the public, know how we identify the
different floors.” 

Identifying hospital entrances for outside agencies, like
police and the fire department, can be a problem, says Ed-
wards. “We developed a system of labeling doors and
then passed out maps. South-facing doors are now la-
beled ‘S.’ For example, if you have three buildings, the
south-facing main entrance in the first building is now la-
beled S101.  As we go around the building, the numbers
increase by 20, so the west entrance is W121.   So if we
tell the police we have seen a shooter enter at W253,
they know to go to the west side of the second building,
door 53.”

The Regional West drill was done in real time, in a
two-and-a-half hour training event, “though we had pre-
staged our parking area with local law enforcement. We 

were in lockdown for only about 15 minutes,” Edwards
explains. This drill also allowed the hospital to test its abil-
ity to lockdown remotely, “We found out that the system
worked,” says Edwards.  It had not previously tested it in
a real-time event.

Regarding complaints, Edwards says that extensive ad-
vance PR to inform people about the drill meant that
“people knew what was happening.” “We had used our
community notification system to prepare, so there were
no complaints.” But, as Edwards points out, “even though
you are using blanks, hearing gunshots still spreads fear.”

In dealing with some of the issues that came up from
the drill, Regional West currently has a committee ad-
dressing the problem of codes and “we are investigating
going to plain language,” says Edwards.  During the drill,
“when dealing with codes, the biggest problem was the
delay while people figured out what the codes meant.”
As Edwards further explains, “Staff moves a lot between
hospitals. You get into major problems when losing time
to interpret codes.  In one hospital, one code may mean
‘staff stay away,’ while the same code elsewhere may mean
‘staff gather here.’”

This original exercise wasn’t in the hospital itself, but
Regional West is planning future drills in the hospital and
also in an attached medical office building.  As Edwards
points out, “Active Shooters are usually looking for a spe-
cific target, and that target can be anywhere.”  And, in of-
fering advice to others who might be planning Active 

Active Shooter drill at UT Medical Branch, Galveston coordinates
procedures of officers, some of whom are armed
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Shooter drills, Edwards says, “Start planning early; get local
law enforcement involved early on; and make the drill as
real-time as possible.”

Thomas Engells UT Medical Branch at Galveston:
‘We Are Dealing With Violence in Hospitals All The Time’

Thomas E. Engells, CPP, CPM, is Chief of Police at the
University of Texas Medical Branch at Galveston, TX, an
884-acre campus that includes four schools, three insti-
tutions of advanced study, a medical library, and a net-
work of hospitals and clinics.  He says that, while the
intention might be to run real-time drills, it sometimes is
necessary “to stop the drill to explain to staff what is
going on.  You want to provide these explanations, but it
means that a drill is slower than real time.”  Their recent
drill “was the first time we conducted shooter drills in
the hospital itself, rather than in training rooms.”

For this ‘simulated shooting incident,’ “We cordoned
off a section of the hospital for two hours,” says Engells,
though the hospital remained open and they were pre-
pared to halt the drill in case of medical necessity.  

“So many people think that Active Shooters is a foreign
idea,” Engells explains.  “The reality is we are dealing with
violence all the time in the hospital.  People shouldn’t be
surprised.  People with violence on their minds know
their victims are going to be easy to find in a hospital.”

“We wanted to conduct the drill,” says Engells,  “to:

1) coordinate procedure in an Active Shooter 
situation;

2) see how to provide medical help as soon as 
possible; and

3) plan alternative sites to provide aid in an 
emergency”

The drill also enabled University of Texas Medical
Branch “to test our Everbridge system of emergency no-
tification,” Engells continues.  “We use plain language, ex-
cept for a few codes.  The problem is, for example, if a

doctor is in surgery, he might not hear messages.”

Another function of the drill was to test the hospital’s
Code Blue team, “which operates during emergency sit-
uations,” explains Engells, “since EMTs aren’t permitted
to enter a zone considered ‘hot.’  During the drill, our
Code Blue Team treated patients.  We needed to establish
benchmarks and timings--e.g., find out how fast they
could get to people in distant parts of the hospital.”

Engell’s department has 105 employees, including 55
sworn officers and 28 unarmed security officers.  Because
the campus is also home to a National Lab, extra security
is required. One difference between a real-time incident
and the drill was that “we exchanged out real weapons
for our police officers, since we didn’t want live weapons
during the drill.”

Regarding staff reaction, Engells reports, “Our health
staff was happy and reassured to see the level of prepa-
ration indicated by the drill.  We had no complaints from
staff.”

Engells reports that the following lessons were learned
in the drill:

Four Key Lessons Learned

1) “We learned that dispatch can be overwhelmed
and we have networked all our calls to make the overload
easier to handle in case of an emergency;

2) Mass notification didn’t work to expectations.   We
learned, e.g., if you have changed your telephone number
and didn’t inform us, you won’t get notifications;

3) Hemorrhage control.  With severe gunshot wounds
to the extremities, survival rate depends on hemorrhage
control.  We train our officers in emergency trauma care
(our officers carry tourniquets), because in an Active
Shooter situation, you may not be able to get to medical
staff quickly enough;

4) We learned that there might have to be a change
in how staff is used to doing things in the case of an emer-
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gency situation.  We had a hallway
set up during the drill for triage and
found that, in some cases, doctors
wanted to treat one patient at a
time, as they are used to.  In an Ac-
tive Shooter situation, they might
need to deal with mass injuries.”

In future drills, says Engells, “we
will enlarge the scope and involve a
larger area of the hospital.  It is im-
portant to move away from think-
ing that an Active Shooter situation
will only occur in the ED or Trauma
area.  Those areas often are easier
to lockdown and close off from the
rest of the hospital, but Active
Shooters tend to move around.
Even your administrative offices can
attract an Active Shooter.”

FOR FURTHER INFORMATION,
CONTACT:  

Robert Chicarello, Director Secu-
rity & Parking, Brigham & Women’s
Hospital, 75 Francis Street, Boston,
MA 02115. Phone: 617-732-6001.
Email: rchicarello@partners.org

Steve Pelch, Divisional Director of
Safety and Security, St. Vincent
Hospital, 835 S. Van Buren Street,
Green Bay, WI 54301. Phone:
920-498-4379. E-mail: steven.pelch
@hshs.org

David Edwards, Emergency
Preparedness Coordinator, Re-
gional West Medical Center, 4021
Avenue B, Scottsbluff, NE 69361.
Phone: 308-630-2099. E-mail: david.
edwards@rwmc.net

Thomas E. Engells, CPP, CPM, Chief
of Police, University of Texas Med-
ical Branch at Galveston, 301 Uni-
versity Boulevard, Galveston, TX

77555-0101. Phone: 409-772-0651.
Email: tengells@utmb.edu

Engells recommends two booklets
available on Active Shooters: Go to:
http://www.nyc.gov/html/nypd/html
/counterterrorism/active_shooter.s
html to download the New York
Police Department’s publication. 

Go to: http://www.ndsc.org/Site-
Documents. Click on Active
Shooter and then on Active
Shooter Planning and Response in
a Healthcare Setting to download a
booklet published by the Health-
care and Public Health Sector Co-
ordinating Councils.
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Chinese Government To Adopt 
Many U.S. Security Practices 
At Major Chinese Hospitals 

BEIJING, CHINA. A number of security measures, in-
cluding a permanent police presence, will be introduced
in major Chinese hospitals after a rising spate of vicious
attacks against medical workers, according to an article
in China Daily.  The nation's top-tier public hospitals--
about 1,000 across the country--each treat more than
10,000 outpatients daily and have seen a rise in disputes
escalating into violence as well as random attacks, said
Sun Haibo, a department chief in the public security
management bureau of the Ministry of Public Security.
Two or three police officers will be stationed at each
hospital to deter fatal attacks and disputes that may
lead to physical violence, and to generally ensure a safe
environment for the medical personnel, Sun said. They
will also train security guards in the hospital to offer
mediation, to identify situations that could lead to vio-
lence, provide immediate help if a situation escalates
and gather evidence. "In serous situations, the police
will arrest and detain suspects, and, in less serious situa-
tions, the police will be able to defuse a dispute,'' Sun
said. Hospitals should also link alarm systems with the
local public security office, Sun suggested. Wei Zeng, a
senior police officer at the ministry's public security
management bureau, also suggested hospitals improve
monitoring systems."Audio-video surveillance systems
should be upgraded, especially at entrances and exits
and at the outpatient department," Wei said. Security
posts can also be established at the main gates, and X-
ray machines, similar to those used in the subway, will
examine bag contents, and any prohibited items, such as
knives, will be confiscated, Wei said.

Teenage Patient Charged With 
Setting Fire That Forced 
Evacuation of Children’s Hospital

WINNIPEG, MANITOBA. A 16-year-old patient has
been charged with setting a fire at Winnipeg Children's
Hospital that forced the evacuation of some 100 chil-
dren and caused an estimated $1 million in damage. Ac-
cording to a police investigation which led to his arrest,
the youth slipped away from staff and was missing for a
period of time, with security "on alert" to watch for
him because he was deemed a "flight risk." Prosecutors
charged him with using an incendiary device to set fire
to a tarp in an under-construction diagnostic imaging
centre adjacent to the hospital. The spreading fire, it
was reported, forced nearly100 children, including pa-
tients in the neonatal and pediatric intensive care units
to evacuate the building into other parts of the Health
Sciences Centre complex. According to media reports,
the youth was ultimately found on the third floor of the
hospital and returned to the emergency room by secu-
rity. Due to being "combative" with officers, he was
handcuffed, detained under the Mental Health Act and
was found in possession of a lighter and a cell phone.
Security footage played a role in the investigation, it was
also reported.

Doctor Arrested For 
Stealing Art From Hospital

NAPLES, FL. Police have arrested a doctor after he was
caught on surveillance video stealing a piece of artwork
from Naples Community Hospital, according top local 

continued on next page 
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media reports. Investigators said the doctor who was
not employed by the hospital but does have admitting
privileges, was spotted by security cameras putting a
white lab coat over a piece of art valued at $750 and
walk out through the doctors' mezzanine area to the
parking garage. Police said the picture is of an osprey
carrying a fish. The doctor, who joined the hospital in
2002, has been charged with felony theft.

Empty Vials Discovery Leads 
To Arrest of Nurse For Drug Theft

GREENSBURG, PA. A registered nurse, 25, working in
the emergency department of Excela Health West-
moreland Hospital has been charged with placing vials
of hydromorphone in an area outside the hospital with
plans to use them. She was arrested by police after a
hospital Security Department investigation, according
to local media reports. The investigation was launched
when an emergency room technician spotted two vials
in grass near steps in the employee parking lot and re-
ported them to hospital security, investigators said. Se-
curity found the vials were empty, and a review was
begun to determine whether medications were missing
from the hospital. When interviewed, the nurse admit-
ted that for the past one to three months she had been
diverting hydromorphone from the hospital for her per-
sonal use, including the vials that were found in the
parking lot earlier that morning. She said she had re-
moved the drug in “multiple instances” from an auto-
mated dispensing system, duplicating withdrawals made
for patients. At times, she claimed vials had been bro-
ken.  An audit could not account for ten, 1-milliliter vials
of the drug, investigators said. Hospital officials report-
edly have terminated the nurse’s employment, accord-
ing to court papers. 

Security Officer Arrested 
For Stealing Patient’s Debit Card

PERTH AMBOY, NJ. A security officer employed by the
Raritan Bay Medical Center, Perth Amboy Division, has

been arrested and charged with theft, according to local
media reports. A patient being treated in the emer-
gency room was transferred to another room for con-
tinued treatment but left her purse behind during the
transfer, police said. An orderly at the hospital found the
purse and turned it over to a security officer, they re-
ported, but before returning the purse to the patient,
he allegedly went through it and removed her debit
card. He then left the hospital and, while he was still
working, went down the street to a retail store and
used the stolen debit card to withdraw $1,400 from an
ATM.  

Alleged Thief, Identified From 
Hospital’s ‘Wanted’ Poster, Arrested 
By Security At Another Hospital

NEW YORK, NY. An employee at St. Barnabas Hospital
recognizing a man from a “Wanted” poster for thefts at
another hospital, helped hospital security officers locate
and apprehend the alleged thief, according to media re-
ports. The well-dressed man, 50, was arrested after the
employee spotted him “lurking around.” The employee,
who reportedly recognized the man from “Wanted”
posters that warned of a rash of thefts from Columbia
University Medical Center the previous month, asked
the man if he needed help. He told her he didn’t and
had just lost his way. When he turned to flee, the em-
ployee called Security, and the suspect was spotted
near the main entrance, and confronted by officers as
he made his way towards an on-site nursing home. Al-
ready being sought for allegedly stealing a purse, an
iPad. and two laptops from offices at Columbia, he pro-
duced a fake ID, and was also charged with criminal
trespass and false personation. 

Ex-Employee Holds Laptop With 
Hospital Patient Data Hostage 

NEWPORT, VT. North Country Hospital in two sepa-

continued on page 15
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rate incidents has admitted security breaches, one in-
volving a former employee holding a laptop containing
patient data hostage, the second, a regulatory citation
from the Center for Medicare and Medicaid after two
unauthorized employees viewed confidential medical
records. According to local media reports, in the first
incident last fall, the hospital notified its patients that a
former employee had refused to return a retired hospi-
tal laptop containing patient health information While
the patient health information was password-protected,
the individual was believed to have access to the appro-
priate passwords. The hospital contacted local police,
and state and federal agencies revealing in a statement
that in the course of making demands of the hospital,
the former employee provided some limited informa-
tion suggesting the contents of the laptop. "Based on
that information, we have been able to identify individu-
als who may have health information that was accessed
by this individual. Those individuals are receiving individ-
ualized notices that address the nature of their per-
sonal information we believe may have been stored
under password protection on the laptop." All adminis-
trator-level computer system user codes and pass-
words that the former had access to were changed, the
hospital said, and the compromised laptop will be
'locked-out' if there is an attempt to re-connect to the
hospital information systems. In the second incident.
North Country Hospital also received a regulatory ci-
tation from the Center for Medicare and Medicaid after
two unauthorized employees viewed confidential med-
ical records. It was discovered last fall that the hospital
was not conducting proper surveillance when CMS
made an unannounced visit. "The hospital has re-
sponded to the regulatory citation by putting forward
an automated auditing system that once it's fully imple-
mented, should alert them of any such occurrence in
the future," a state health official said. The hospital's
Medicare and Medicaid program, it was reported, will
not be terminated as a result of the breach. 

Laptops With 729,000 Patient Records Stolen From
Health System’s HQ

ALHAMBRA, CA. Police have arrested a 36-year-old
transient whom they believe stole two laptops contain-
ing 729,000 patient records from a “secure” sixth floor
office of the AHMC Healthcare group’s administration
building, according to local media reports. The laptops,
however, have not been recovered, police said. The
breach would rank as the 11th largest in the nation,
since the U.S. Department of Health and Human Serv-
ices began compiling such information. The laptops con-
tained data from patients treated at Garfield Medical
Center in Monterey Park, Monterey Park Hospital,
Greater El Monte Community Hospital in South El
Monte, Whittier Hospital Medical Center, San Gabriel
Valley Medical Center and Anaheim Regional Medical
Center. They were taken from a video-monitored office
that is patrolled by security, police and hospital officials.
According to the hospital group, the computers con-
tained data that included patients' names, Medicare and
insurance identification numbers, diagnosis and proce-
dure codes and payment records. A small number of
the files contained patients' Social Security numbers, of-
ficials said. AHMC reportedly had asked an auditing firm
to perform a security risk assessment before the thefts,
and it was following the recommendations, officials
added. Administrators will now expedite a policy of en-
crypting all laptops, they said.

Hospital: Employee May Have Used 
Patient Data To File False Tax Returns

FORT LAUDERDALE, FL.  An employee in a physician’s
office of the Medical Group of Holy Cross Hospital ha
been terminated and is being prosecuted for accessing
personal information of some 9,900 patients from No-
vember 2011 to August 2013 and allegedly using it to
file false tax returns, according to local media reports.
In making the announcement, a hospital official said that 
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data accessed by the employee included patients'
names, birthdates, addresses and Social Security num-
bers. No patient medical information appears to have
been accessed. All those affected are being offered one
free year of credit monitoring services through Exper-
ian's ProtectMyID.  "Please note that this appears to
have been the improper, unauthorized and potentially
criminal actions of an individual and does not involve an
external compromise of the computer systems that the
Hospital uses to protect patient information," the offi-
cial added. 

Cameras Help Hospital Security 
Capture Car Break-In ‘Pro’ 

BERN TOWNSHIP, PA.  A woman, 29, visiting someone
at St. Joseph Medical Center, has been arrested for
committing a number of car break-ins in the hospital’s
parking lot and stealing their contents. The incidents, ac-
cording to media reports, which took place in the after-
noon, were caught on camera, and when the woman
returned to the hospital seven hours later, she was rec-
ognized by security officers and apprehended. Police
records revealed that the woman had been convicted in
2012 for her involvement in a vehicle theft ring operat-
ing in four Pennsylvania counties. The ring was responsi-
ble for breaking into more than 100 vehicles and
stealing thousands of dollars worth of merchandise, 
police said.

Hospital Duty Training For Escorts 
Proposed After Prisoner Escapes 

REGINA, SASKATCHEWAN.  The Saskatchewan gov-
ernment, according to media reports, says it will imple-
ment recommendations made after a prison inmate
escaped from a Saskatoon hospital. Steven Best, who

was serving time for weapons offenses, escaped from
Royal University Hospital after holding a razor blade to
a corrections officer’s throat while forcing a second of-
ficer to remove his shackles. He was captured in down-
town Saskatoon the next day. The officers were not
injured. Among the recommendations that followed was
to enhance security partnerships between escort staff
and hospital security staff to ensure collaboration and
enhance hospital duty training for corrections officers
that includes field training exercises. Other recommen-
dations included revising existing policies and proce-
dures, coming up with a quicker way of reporting
escapes and informing the public and making sure there
is a debriefing after every incident. The Ministry of Jus-
tice reportedly will work Saskatoon Police Service,
Corrections Services of Canada and the Saskatoon
Health Region to develop an inmate-in-custody proto-
col.

Lawsuit Claims  Hospital 
Is Liable For Gynocologist 
Photographing Patients

BALTIMORE, MD.  A class action lawsuit possibly in-
volving 9,000 or more patients of a Johns Hopkins Hos-
pital gynocologist is moving toward settlement,
according to press reports, following a move by lawyers
representing both parties to ask a judge to let the par-
ties proceed with settlement negotiations. Hospital se-
curity reportedly began investigating Dr. Nikita Levy in
February of  2013  after an employee reported suspect-
ing him of photographing patients. The hospital notified
Baltimore City police who reportedly seized a large
amount of evidence from Levy’s home. Levy, who later
committed suicide, had worked at Johns Hopkins for
25 years. The lawsuit claims the hospital knew or should
have known that Levy was photographing and videotap-
ing patients without their consent and that officials
failed to discover, stop and report his actions. Patients
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will not have to prove that they were photographed or
videotaped to be covered by the settlement discus-
sions.

Male Patient Arrested For 
Near Fatal Beating Of Nurse, 70

NEW YORK, NY. A 40-year old male patient at Brook-
dale Hospital, Brooklyn, faces second-degree assault and
attempted murder charges following what police de-
scribed as an unprovoked beating of a 70-year-old
nurse who had come to his room on the fifth floor of
the hospital to remove a catheter prior to his being dis-
charged. She was reported in critical condition after
being rushed to Kings County  Hospital with multiple
fractures to her face as well as head trauma. The patient
had been admitted two days earlier complaining of
stomach pains. According to press reports, another
nurse heard the commotion and called security whose
prompt response, employees said, may have saved her
life. 

Psychiatric Patient Beats 
Elderly Patient To Death 
After Return To Inpatient Unit

COLUMBIA, MO. An administrative board has ruled
that Truman Memorial Veterans Hospital failed to pro-
vide a safe environment for a 78-year-old man who was
beaten to death in an inpatient unit by a psychiatric pa-
tient who had been returned to the unit. His assailant
had been admitted on a 96-hour involuntary commit-
ment after an alleged assault on his father. In response
to the board’s ruling, the hospital announced the cre-
ation of new policies, sought to hire a new full-time at-
tending psychiatrist and started training staff on the
prevention and management of disruptive behavior.
Physicians are also required to notify and document
communication between departments when a patient is

moved to the inpatient unit. Nursing personnel also are
required to have a safety plan in place for patients who
have been assaulted when they return to the unit.

Mother, Two Others Arrested For 
Abducting Newborn From OB Unit

KENNETT, MO.  Three women, including the mother of
a newborn, have been arrested for the kidnapping of
the baby from Twin Rivers Regional Medical Center.  Ac-
cording to media and police reports, the incident took
place at around 4 a.m., an hour–and-a–half after the
birth of the child. Police said that the mother’s step-
mother and a friend, took the baby out of the obstet-
rics unit with the aid of the mother, who held the
security doors of the unit open so the security device
on the baby’s ankle would not activate. Based on wit-
ness testimony, police contacted the step-grandmother
on her cell phone, and she returned the baby unharmed
to the hospital at 7:30 a.m.  No reason was given by po-
lice or the hospital for what was termed an abduction.
Police said that the biological father of the child was
being sought. The baby was placed in Department of
Family Services custody.

Phony Pediatric Nurse Arrested For 
Trespassing At Children’s Hospital

MADISON, WI.  A 52-year-old woman has been ar-
rested for trespassing at the American Family Children's
Hospital after University of Wisconsin-Madison police
said she falsely identified herself as a pediatric nurse.
According to media reports, the woman tried to enter
the hospital without proper identification, but was de-
nied. When she tried to enter the hospital a second
time a few hours later, hospital security immediately
called UW-Madison police, a police official said. He re-
ported that she never made her way into a clinical area.
UW Hospital staff were sent a follow-up email asking 
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It’s the scenario that security directors dread:  Out of
nowhere and when least expected, someone draws a gun
within the hospital or on its grounds. At that point, a de-
cision made in a few seconds can make the difference be-
tween a disaster averted--or panic, injury, and/or death.

Since the beginning of this year, there have already
been a number of dramatic active shooter situations and
other examples of violence leading to fatalities in hospi-
tals across the country.  In this report, we will describe
some of these cases to see how they were handled and
find out from the hospital security directors what lessons
were learned from the experiences. We will also provide
recommendations from an expert on formulating a work-
able threat assessment policy.

ATHENS REGIONAL MEDICAL CENTER: 
INTERCEPTING A GUNMAN 

The first incident is an example where everything went
right, despite the potential for it to escalate into a very
dangerous situation.  It took place at Athens Regional
Medical Center, Athens, GA, a 350-plus bed acute care fa-
cility, that serves 17 counties in northeast Georgia and
employs more than 2,800 people.  Bruce Powers, Direc-
tor of Security, who has been in law enforcement for 28
years and 25 years in hospital security (sometimes con-
currently), described the event, saying, “There’s always an
element of luck, but, in this case, all the pieces fell into
place.”

As Powers recapped what happened, the incident began
to unfold on Sunday January 12, on a normal Sunday af-
ternoon with a fairly-crowded ICU.  “We got a report
from someone who wanted to remain anonymous with
regard to a patient who was not doing very well and
eventually was taken off life support later that day.  The
report was that the patient’s brother was angry at a 
physician he held responsible, that the individual had a
gun, and that he was coming to the hospital.”  According 

to local media coverage, it turned out that the doctor
didn’t even work at the facility, having retired in 2012,
after which he moved to Florida.

Powers continues: “We interviewed the person who
reported hearing the threat, called in local law enforce-
ment from the Athens-Clark County Police Department,
and determined this to be a creditable threat.  We had
the name of the person and a description of his vehicle.
The police put out a broadcast and, almost immediately,
an officer spotted the vehicle and followed it onto the
hospital campus and into an underground parking deck.”

Security officers were immediately sent down to the
parking deck and, “the security officer had to make a
quick decision, which he did by calling in a lockdown of
the ED.  We were able to go into the system, change the
threat level to ‘high,’ and institute an immediate electronic
lockdown.”

In the meantime, in the parking garage, “security offi-
cers and local police surrounded the vehicle, explaining
to the individual (who had others in the car with him)
why he was being stopped,” Powers explains.  “We have
open carry in vehicles in Georgia, and were able to see

SPECIAL REPORT:
Reacting To And Learning From

Recent Hospital Shooting Events

Security officers and police at Athens Regional Medical Center
surrounded a man carrying a gun in his car following a report that he
was planning to shoot a doctor
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that the individual had a gun with him, which the police
took custody of, explaining that he could reclaim his gun
when he left the facility.  We determined that he was
upset about his brother and wanted to see him before
he died.  We explained to the individual that, because of
the reported threat, we would escort him up to see his
brother, which we did.  After the visit, he left peacefully.
In all, the lockdown lasted for about six minutes.”

Lessons Learned And Actions Taken To Improve Response

Clearly, in a fast-paced, high-tension situation, this is
the ideal result.  But, as is always the case, analyzing what
took place is important in evaluating systems already in
place and planning for the future. “We learned a lot from
this event,” says Powers. “One question we were asked
was why we didn’t lock down the entire facility, and not
just the ED.  The answer was that we didn’t have the abil-
ity to do so.”  As an aftermath of this experience, “we are
looking into installing electronic locks for other parts of
the facility.  This is very costly, and we are investigating
phasing in greater coverage.”

Another thing that this incident made clear to those
involved was how important it is to communicate with
all the people involved.  “If you don’t give information, you
will have misinformation,” stresses Powers. “You need to
base what you are saying on the particular threat.  Maybe
you will announce a code, so staff understands what is
going on.”

Powers credits two strong working relationships, one
with a very supportive Administration and the other with
local law enforcement, in helping to build effective plans
and set up a quick response time.  Powers says that
“Armed police will be here within 3-5 minutes if we call
them, and there is usually someone on site when we need
them.” He also says that, because Athens Regional Medical
Center is locally run, his department has “more ability to
be creative, rather than facing strict guidelines.”  

Powers’ staff includes  36 officers, including full-time
and part-time staff.  “Our officers don’t carry guns, but
we do carry Tasers.  I’m OK with the fact that our secu-
rity people don’t carry guns,” he says.  “There are a lot of
liabilities about carrying weapons. I worked in a hospital
in Indiana where we carried guns.  It requires a great deal

of training and education.  We are lucky here that we have
such a great rapport with local law enforcement,” which
means that Powers can have armed officers on site when
needed in a short period of time. 

“When you have problems in a plan, it is usually when
someone goes outside of the plan,” says Powers. In this
case, when things went right, “it was the officer who en-
gaged with the individual who made a judgment call that
turned out to be a good one.”

There were also lessons to be learned about the ef-
fects of going into lockdown.  At Athens Regional Medical
Center, “we are scripted about what we put out on our
homepage” in the case of a lockdown.  “We post contact
information and ask people to call for updates.”  Powers
also stresses that “Another important thing to remember
is to communicate with all parties after the event to let
them know that everything is OK.  If you don’t give in-
formation, bad information will go out and rumors get
started, so be sure to have a central number--in our case
the Security Control Center--where people can get ac-
curate information.”

To make sure things go smoothly in case of an incident,
training is crucial, says Powers.  “We are very lucky to
have a great Training Captain, Captain Mike Hodges, who
has an extensive military background, including in
Afghanistan.  We have training that covers all our policies,
including lockdowns, and we set up role-playing scenarios
on-site where people have to respond on a real-life basis.”
“Believe me,” says Powers, “if an exercise involves running
from the third floor to the fifth, our officers are out of
breath when they get there.”  In this case, the training
paid off and a potentially dangerous scenario was defused
quickly and efficiently.

UNIVERSITY MEDICAL CENTER BRACKENRIDGE: 
CAPTURING A MAN WHO SHOOTS A STRANGER

Not so fortunate was University Medical Center
Brackenridge in Austin, TX.  A one-minute episode out-
side the hospital on New Year’s Eve resulted in a fatality
when a discharged patient shot an apparently random
stranger.  As summed up in the local media, Jesus Ro-
driguez, Jr., 32 years old, had come to the hospital for back
pain, but also claimed that someone was trying to kill him,
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so he remained at the hospital because he said he felt
safer there.  Once he was discharged, police reported
that he stayed outside the hospital, but on the premises,
for several hours.  As reported by Sgt. Jerry Bauzon of
the Austin Police Department, “He was fearful for his life.
He made allegations that his ex-girlfriend’s family was out
to get him and he felt safer at the Brackenridge ER room.”
He decided that 47-year-old Michael Norwood, described 
as a middle-aged black man, previously unknown to him,
was about to “ambush” him, and he shot him about 50
feet outside the ER driveway, in between the ambulances
and the parking garage.  Rodriguez was reported to have
a criminal record, but nothing previously indicated mental
illness.

A passerby alerted hospital security that shots were
being fired. As described in the local press by Stan Knee,
Security Director, “We have two security officers out in
the cold doing what they’re supposed to be doing pa-
trolling the perimeter.” Right after the shooting, the per-
petrator tried to flee, but the officers were able to take
him into custody with the help of three armed off-duty
Austin police officers.”  Rodriguez was subsequently
charged with first degree murder. In talking about his of-
ficers, Knee says, “I think they showed tremendous
courage and did their duty.”

Because the episode occurred so quickly, UMC Brack-
enridge did not go into lockdown.  As Knee reported, “In
this case the incident occurred within a minute and the
suspect was in custody, so the hospital did not use that
process.  We would if the suspect was still in the area and

a danger to others.”

CARSON TAHOE REGIONAL MEDICAL CENTER:
DEALING WITH ELDERLY MURDER/SUICIDE

On January 19th, in a scenario that is becoming more
common, Carson Tahoe Regional Medical Center in Car-
son City, NV, did go into a two-hour lockdown when an
88-year-old man, William Dresser, entered the hospital at
11:29 am with a .22-caliber handgun, proceeded to the
third-floor room where his wife was a patient, and shot
her.  Three days later, she died from her injuries.

According to local reports, hospital security was able
to take the gun from Dresser and hold him until the po-
lice arrived. The report filed by Officer Donald Gibson
tells a more complete story.  Gibson responded to a po-
lice dispatch that first reported shots being fired in the
hospital; then was updated to say that “a husband had
shot his wife and the man was being detained by on-scene
correctional officers and hospital security staff.”  When 
Gibson arrived, he found “an older gentleman” who was
seated, while a security officer stood beside him.  He was
crying and mumbling “words to the affect of ‘I did not ac-
complish my goal’.” Later, sitting in a room with the
shooter, Dresser began to talk to Gibson without being
questioned, saying that “his wife had an accident approx-
imately two weeks ago and as a result she became para-
lyzed.” Dresser told the officer that “he came to the
hospital with a gun and four bullets, two for his wife and
then two for him,” but that “after he fired the first shot
the gun jammed,” and subsequently came apart when he
tried to fix it.  Dresser told Gibson that “he failed to com-
plete his mission and that was to kill his wife and then
himself because his wife did not wish to live anymore.”
Dresser was booked with murder with elderly victim en-
hancement.  Once in custody, he was put on suicide
watch.

This was not the only recent shooting incident to take
place in a Nevada hospital. On December 17, 2013,
Renown Regional Medical Center, Reno, NV, was the
scene of a shooting that resulted in the death of a leading
physician and two others critically wounded before the
perpetrator turned the gun on himself and died from a
self-inflicted gunshot wound. (See the article on targeted
shootings beginning on page 28 for details.)

A discharged ER patient was apprehended after shooting a total
stranger walking near the University Medical Center Brackenridge
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HALIFAX HEALTH MEDICAL CENTER:
AN ACCIDENT THAT LED TO 
A ‘GUNMAN ON THE LOOSE’ CRISIS

The fourth episode which took place since the begin-
ning of the year at is another example of how a totally
random set of events can set off a crisis situation. Ulti-
mately resulting in the death of the shotgun-bearing per-
petrator, this event took place at Halifax Health Medical
Center, a 678-bed hospital in Daytona Beach, FL and the
area’s only Level II Trauma Center.  The Center’s Director
of Security, Kevin Noel, reconstructed what happened.

In the early hours of January 5th, 20-year-old Florida
resident Jonathan Rodriguez-Jeff, a member of the Florida
Army National Guard, left Razzles, a local nightclub.  “We
do know he had molly water (a derivative of Ecstasy) in 
his car,” says Noel, “though we haven’t seen a toxicology
report and probably will not see such a report.” After
leaving the nightclub, Rodriguez-Jeff crashed his car into
a ditch in the parking lot across the street from the hos-
pital.  “What happened next could have happened any-
where,” points out Noel.  “He got to our facility by
accident, since it was where he happened to crash his
car.”

Rodriguez-Jeff then crossed over to the hospital facil-
ity, which occupies an 80-acre campus.  “We think he was
trying to find a car with keys in it,” says Noel.  He then
confronted a motorist, Terry Maxton, who called 911, say-
ing that a man shot at his car. Spent shotgun shells at the
site indicated that he shot at Maxton’s car three times.
“We have a 800-megahertz county-wide system that we
are hooked into, because we are a public hospital,” ex-
plains Noel.  “When the call went out from central dis-
patch, our security supervisor heard right away that shots
had been fired, so he got into his vehicle and saw Ro-
driguez-Jeff start to enter our facility.”  

“We heard the message at 3:53 AM; at 3:58 we went
into ED lockdown.  Security has the ability to make the
lock-down call, then the first line of communication goes
to the House Supervisor and Administrator on call.  We
were in lockdown from 3:58 until 4:19.  At this time of
night, all doors but the ED are locked.”

“Right after lockdown, we called out a ‘code yellow,’

which initially caused a bit of confusion, because not all
the nurses knew what that meant,” says Noel, reiterating
the problem that other security directors had already
mentioned.  “We have 4,000 employees and it can be very
challenging to keep all job classes informed what the
codes mean.  This is an ongoing challenge in hospital set-
tings.”

Halifax Health Medical Center is lucky in that it is less
than five minutes from the police department and Noel
can count on getting rapid assistance when needed.  “In
this case,” he says, “we already had two police officers on
site in the ED who were there with relation to another
case.”

Next, Rodriguez-Jeff shot out a glass door to the Pro-
fessional Building, which was empty at that time (it con-
tains doctors’ offices, etc.). He was first sighted within the
hospital itself at 4:08 am. “He took the elevator to the
second floor, and then apparently got lost,” says Noel.
“On the second floor, he entered a patient room and held
his shotgun to the nurse’s head.  The patient in the room,
witnessing what happened, ripped out her cords and
went to help the nurse.  Rodriguez-Jeff left and went into
two other rooms, pointing his firearm at nurses who con-
fronted him. He then entered another room, where, at
gunpoint, he demanded that the nurse perform oral sex
on him, but she grabbed the shotgun and called for help
while he fled. At 4:14 am, when he saw the responding
officers approaching, Rodriguez-Jeff ducked back into the
room and shot himself.”  Noel points out how short a
time it took for this scenario to play itself out:  “He was

Halifax Health Medical Center, Daytona Beach, FL, where an automo-

bile accident was the beginning of an active shooter incident.
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only on the floor for five minutes, but went into four dif-
ferent rooms before he shot himself.”

Maintaining Communications

Noel describes what his security staff was doing while
this case transpired.  “We have a minimum of four secu-
rity officers at all times (and up to six): one at another
facility; one in the ED waiting area; one in the back area
of our ED; and one external supervisor.  We never leave
our ED without a security officer.  In this case, the exter-
nal supervisor was in direct contact with the arriving po-
lice.  One of the ED security officers escorted the police
officer already on site onto the second floor.” 

The reason the ED knew what was happening so
quickly was because, according to Noel, “We are able to
communicate with people within patient rooms via our
Vocera system, which also includes a panic feature that
broadcasts a special beep to alert ED officers of any prob-
lem.  It enabled our ED Security person to lead the police
directly to the second floor, so that the police depart-
ment was on the scene by 4:04 AM.”  Noel says that staff
relies on the Vocera system.  “It is vital for our nurses to
be able to communicate and our nurses use the system
all day, every day.” 

The Aftermath: Stress Management, Debriefing, 
and Counseling

In the aftermath of the event, Noel says that “one of
the things you want to do is address the people factors
--stress management, debriefing, and counseling for staff.
A key point is to give people paid time off to deal with
what took place.” 

This event sparked a lot of evaluation:  “ED staff had
been predicting an event like this, especially because we
are a Level II Trauma Center, where we see many gunshot
incidents,” Noel tells us. “We held town hall sessions to
assess what had taken place.  People expressed concern
about a number of issues: 

1) the ease of movement within our facility, because
we have a lot going on at all times;

2) safety in parking areas, because we have so much
parking.  One possible problem is a lot of shrubbery that
provides coverage;

3) bulletproof glass.  Because Rodriguez-Jeff shot out

a glass door, people suggested bulletproof glass.  It turns
out to be cost prohibitive and doesn’t prevent people
from coming in carrying guns.”

Arming Officers, Metal Detectors, Perimeter Access,
Code Confusion

Noel also talks about the question of arming his se-
curity Officers. One thing he points out is Halifax Health
Medical Center’s practice of working closely with the
local police academy. “We hire from the graduating class.
That gives us Class-A certified people on staff.  If we did
decide to arm our officers, they have already trained for
arms.  We find them to be great candidates and I would
recommend this relationship to others.  It has provided
a great source of new hires.”  HHMC currently has 10
officers, graduates of the police academy, who could be
armed, but the discussion is ongoing.  “You have to con-
sider what it means to have armed officers in a hospital
situation when shots are fired in confined areas with a
lot of people, medical gasses, etc.  You are putting a lot of
responsibility on one individual on choosing to use arms.
Johns Hopkins did a study that suggests arming security 
officers can cause greater problems,” says Noel.  “I talk
with people from other hospitals in other areas of
Florida,” he continues.  “This is a major choice, because if
we go armed, they probably will too.”  He adds that “We
asked our staff if they would feel safer with armed offi-
cers.  It came out about 50-50.”

Noel doesn’t think that being in an open carry state
poses greater problems when it comes to hospital safety.
No matter what the state policy is, says Noel, “If someone
has criminal intent, they will find a way.”

The hospital is also not decided about installing metal
detectors.  “Are you going to use them on every en-
trance?  If staff comes in and leaves, do you scan them
every time?” asks Noel. HHMC  does not currently use
metal detectors, but is looking into a badge system to
deal with the million visitors per year that frequent the
facility.

Some of the changes immediately instituted reported
by Noel include a visibility study.  As a result, “We
trimmed palm trees and bushes to provide better line-
of-sight.” Also, “We put in some extra temporary lighting as
we look into upgrading our lighting system.”
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A complete assessment of perimeter access control is
being done.  “We will be limiting access to particular en-
trances.  We’ve been here for 87 years and our campus was-
n’t originally built with limiting access in mind,” says Noel.
“We will be closing our east side entrances, which is signif-
icant, since nursing college students, transport, and vendors
are used to these entrances and we need to communicate
access point changes.  You aren’t only locking a few doors,
but changing the flow of visitors where everyone used to
unlimited access is now directed to only four entrances.”

Once a system of improved perimeter access is imple-
mented, “Next, we have to deal with internal access, which
also needs to be limited.  You start from the outside and
move into internal areas. We currently have GE Facility
Commander and we are upgrading to Lenel.  We want bet-
ter separation between where staff needs to be and where
visitors need to be.”

When it comes to training, “Get people in drills to think
in advance about what can be done,” advises Noel.  “We
train staff on the run-hide-fight model, but a lot of nurses
directly involved did what they could to protect their pa-
tients once they realized they had no other choice.”

Noel also talks about measures that can be taken im-
mediately to help plan for crisis situations.  For example, he
says, “One suggestion is to advise patients, if they hear a
problem, to go into the bathroom and lock the door.
Rooms can’t be locked, but bathrooms can.”

He also talks about the problem of confusing codes.
“Consider how you alert your staff.  Code Gray is standard;
Code Silver is supposed to indicate an active shooter situ-
ation, but a lot of people associate this with geriatrics.”

As for advice to others in the field when it comes to an-
ticipating the possibility of an extreme event, Noel says, “In
a healthcare setting, dollars for security can be hard to
come by.  We’ve increased our security budget by 25 % over
the past four years.  All the planning we’ve discussed has
been done by assessment.  Have your plans ready and have
your discussions in advance. Have your ducks in a row.
Have your studies done so they are ready to be given to
Administration when the time is right, so when you have a
near-miss, you are ready to go back to Administration.  Our
Administration has been phenomenal.  Don’t focus on one
incident, but on the larger discussion of how to make your
facility safer.”

Karim Vellani: Developing A 
Comprehensive Risk Assessment Plan

In light of these and other incidents, the need for a
comprehensive risk assessment plan is stressed by  Karim
H. Vellani, CPP, CSC, an independent Security Consultant
with Threat Management Analysis Group in Sugar Land,
TX, a consulting firm specializing in hospital security.  He
has also written two books, Applied Crime Analysis and
Strategic Security Management. His article, “Reducing Vi-
olence in Healthcare Facilities,” appears in the Winter
2014 issue of the IAHSS Journal of Healthcare Protection
Management.

“I’m often asked for a model policy,” says Vellani, “but
you can’t really have one, since your hospital may have
different issues.”  Still, there are some general points that
affect everyone.  For example, when it comes to lock-
downs, he says:  “There are several points to be consid-
ered:  Who has the authority and who has the ability?”
He breaks this down further:

1) Who has the authority to call a lockdown? “Some-
times it is a department, or maybe the ED Director, but
whoever it is, this has to be identified in policy and has
to be drilled”;

2) What can be locked down?  What technology is in
place?  “If the whole hospital can be locked down, that is
probably the better approach.  If the threat level is high,
and you don’t have the ability to do an electronic lock-
down, maybe it has to be done manually”;

3) Once you are in lockdown, “How do you get people
in who need to be there, e.g., police or physicians?”

In order to address these questions, Vellani advises,
“Comprehensive risk assessment must be done in ad-
vance.  It is required by the Joint Commission, but even if
your facility isn’t required to do so, it still needs to be
done.” He also says that many risk assessment plans may
not be done in sufficient depth.  Some of the information
that a good risk assessment plan will provide includes: 

1)   Defining what policies are already in place;
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2)   Evaluating the likelihood of an event taking place;

3)  Answering questions about the current state of a
facility’s technology, for example “Do we have the tech-
nology to lockdown remotely, or do we have to do it
manually, which requires much more training and drills.”

If a risk assessment has been done and policies are in
place, security directors can be prepared.  Vellani points
out a worst-case scenario, which is when lockdown oc-
curs during a shift change. To minimize the confusion that
can occur in such a case, “perhaps you need a designated
entrance, manned by Security.”  What can be done in a
particular hospital also depends on the facility’s security
status, which can range from no security, unarmed secu-
rity (which might require observe-and-report mode for
the staff ’s own security), armed security, and armed po-
lice officers on site. If police officers need to be called in,
it is important in evaluating emergency readiness to
know “What is the law enforcement response time for
your facility? Some rural hospitals might take 20 minutes,”
says Vellani.  

“Hospitals have to be prepared to get as many people
out of harm’s way as quickly as possible, so hospitals need
to be segregated into safe zones and red zones,” contin-
ues Vellani.  In order to make this kind of assessment, “It
is critical to identify public, private, and sensitive areas
(established through risk assessment); e.g., is the ED seg-
regated, so it can be locked down in the case of an active
shooter to limit the scope of the lockdown to specific
parts of the hospital?”

Vellani suggests that, in preparing for the possibility of
active shooter events, bomb threat policies might be
used, since a lot of facilities already have bomb threat
policies in place.  “Have a bomb threat check list, because
the same kind of list would be useful in an active shooter
event.”  Also of crucial importance is getting such a list
into the hands of the right people, “such as telephone op-
erators, says Vellani, “since they are often the first line
when a threat is called in.”

When asked about the issue of confusing codes, Vellani
says the problem is made worse by the fact that “clinical 

staff moves from hospital to hospital, where codes
change.” And the fact that a hospital documents its codes
“doesn’t mean people will know them.”  When asked
about the positives and negatives of standardized codes,
such as have been adopted in the state of Washington, he
says, “This is good from a staff perspective, but not good
from the perpetrator side.”  All in all, Vellani says, “I think
the benefits of standardized codes outweigh the nega-
tives.”

Vellani suggested what he called “one of the more in-
genious ideas,” which is to add a plastic laminated piece
to ID badges or access cards that lists the codes and
gives significant numbers (e.g., Security).” While this
method means that codes are not open to be seen by
others, “staff can flip up their badge to this insert in order
to identify codes and know who to call in a high-security
situation.”  

On the subject of whether calling codes over a PA
system can cause unnecessary general confusion, Vellani
says, “Codes in general shouldn’t alarm the public.  Panic
from staff is what causes the public to go into panic
mode.  If  the staff remains calm, you shouldn’t have public
panic.”

Vellani also says that an Incident Response Command
Center must be set up, “manned by law enforcement--
not clinical staff.”  One of the necessary features of a
Command Center is the easy accessibility of facility floor
plans.

In making other suggestions, Vellani referred back to 

Employees at Halifax Medical Center were able to contact Security
immediately from anywhere in the hospital using its Vocera system
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the incident that took place at Halifax Health Medical
Center discussed above.   He agrees with Noel’s positive
assessment of the Vocera system in place in that facility.
“Hospitals should consider investing in wearable phones.
They are small and can be worn around the neck,” he
says.  “They can be used as a phone, but can be hooked
into the PA system as well.  They also have a panic func-
tion, so people don’t have to run back to a nursing station
to report.  They also allow people to communicate from
room to room.”  And while the initial investment might
seem sizeable, such systems, in the long run, are cost ef-
fective. Overall, Vellani says, “Wearable phones, like the
Vocera system, are fantastic.”

Summing up, Vellani says that “Successfully mitigating
response to an active shooter event requires:

1) Training;

2) role playing;

3) tabletop exercises;

4) law enforcement involvement; and

5) staff drills.”

Advance policies are critical, and include such things
as, for example, having a policy in place that a restraining
order against an ex-spouse of an employee must be re-
ported. “Active shooters should be treated as a subset of
workplace violence,” Vellani reminds us.

FOR FURTHER INFORMATION, CONTACT: 

Bruce L. Powers, Director of Security, Athens Regional
Medical Center, 1199 Prince Avenue, Athens, GA 30606.
Phone: 706-475-3770. E-mail: blpowers@armc.org

Kevin Noel, Director of Security, Halifax Health Medical
Center, 303 N. Clyde Morris Boulevard, Daytona Beach,
FL 32114. Phone: 386-238-2275. E-mail: Kevin.Noel@
halifax.org

Karim H. Vellani, CPP, CSC, Security Consultant,
Threat Analysis Group, LLC, P.O. Box 16640, Sugar Land,
TX 77496.  Phone: 281-494-1515. E-mail:
kv@threatanalysis.com

them to call security if they saw the woman on the
premises. 

Area Hospitals Warned About Woman 
In Scrubs Wandering Near Infant Areas

COLUMBUS, OH. Hospitals in the area have been
alerted about a woman wearing scrubs and a stetho-
scope pretending to be an employee. Security officers
at Grant Medical Center had found her wandering near
the infant floor one day and on a different floor the fol-
lowing day.  A hospital security official said she was es-
corted out of the building in both instances and the
hospital has filed a criminal complaint against her.  The
woman was unable to access the secure areas housing
infants and mothers, he added. 

Security Actions Enable Hospital To 
Function During Suicide Standoff

SPRINGFIELD, MA. Security at Baystate Medical Center
was able to maintain emergency services and shield pa-
tients, staff, and visitors from an hours-long ongoing sui-
cide standoff in the Emergency Department parking lot,
according to local media reports. The incident devel-
oped when a man shot his wife at their home in an ar-
gument and drove her to the hospital where she was
treated in the ED. He then went to his car in the park-
ing lot and put a gun to his head. Police negotiators
maintained an outside perimeter, while Baystate secu-
rity officers moved some 40 persons in the ED waiting
room further inside the building away from windows
which overlooked the area where the standoff was tak-
ing place. Because the standoff also took place near the
emergency department's normal ambulatory entrance,
incoming emergency patients were brought in through
the ambulance entrance. Thomas Lynch, Director of Se-
curity, was quoted as saying:  “We did not close serv-
ices. Regardless of what is going on in the environment,
we still have to care for people." The standoff ended
when, despite the best efforts of police, the man pulled
the trigger, and died.

In Brief cont.

SUICIDE ATTEMPTS
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Targeted Shootings. 

They Know Where You 

Live and Work

Shootings continue to take place in hospitals and other
healthcare locations. In the past year, this newsletter re-
ported some 15 shooting incidents which resulted in
deaths and/or injuries. However, three recent incidents,
which can be characterized as targeted shootings of
upper echelon healthcare administrative and medical per-
sonnel, may deserve the further attention of healthcare
security professionals.

CEO Killed, Wife Critically Wounded At His Home By
Ex-Hospital Employee

Last December on the day after Christmas, shortly
after 6:40 p.m., the Lafourche, LA Parish Sheriff ’s Office
received a call from a local councilman that he, his wife,
and a daughter had been shot by his former son-in-law
Ben Freeman in their home in Lockport, LA, some 50
miles west of New Orleans. As law enforcement agencies
conducted a massive search for the alleged gunman, Free-
man arrived some 20 minutes later at the Raceland, LA,
home of Milton Bourgeois, longtime CEO of Ochsner St.
Anne General Hospital, and shot him and his wife. When
it was learned that Freeman was a former registered
nurse who had been reported fired from St. Anne’s in
2011 and had also worked at Terrebonne General and
Thibodaux Regional Center, the three facilities were
placed on lockdown until 10:45 p.m. when Freeman was
found dead in his parked car of a self-inflicted gunshot
wound to the head, from the same shotgun he had used
earlier that evening.

In all, three persons died as a result of this rampage,
Milton Bourgeois, the wife of the councilman, and the cur-
rent wife of the shooter, whose body was found drowned
and strangled in the bathtub of their home in Houma, LA,
when law enforcement officials searched it. Three persons

were hospitalized in critical condition—the councilman,
his daughter, and the wife of CEO Bourgeois.

In a statement, the Ochsner Health System, which op-
erates eight hospitals in Louisiana, hailed Bourgeois “as a
long time member of the Ochsner family and instrumen-
tal in healthcare in our region. This is a devastating loss
not only to the employees, physicians and staff of the
Bayou community, but to the entire Ochsner Health Sys-
tem….Milton Bourgeois served as the St. Anne CEO
since 1988 and led the team there with best in class qual-
ity and engagement. He was deeply committed to pro-
viding high quality healthcare to the Raceland and Bayou
Region for more than 25 years. Milton was very active in
the community and the healthcare industry. He served
on the Louisiana Hospital Board for the last decade and
held the positions of Treasurer and Board Chairman.”

Freeman, 38, worked for the hospital full-time from
May 28, 1998, to April 18, 2011, first as a nurse technician
and later as a registered nurse in the emergency depart-
ment, an Ochsner spokesman said. Despite earlier re-
ports that indicated Freeman was terminated from his
position, Ochsner spokesman David Gaines said Freeman
actually left voluntarily on good terms.

He cited personal reasons for his departure, Gaines
said, and was eligible for rehire. He was placed on "on-
call status" with the hospital for another five months after
his resignation as a full-time employee, Gaines said.

WATCH OUT FOR:

Milton Bourgeois, CEO of
Ochsner St. Anne General
Hospital since 1988 was
ready to retire when shot
and killed at his home by
a former employee.
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Gaines said that though Freeman did not report di-
rectly to Bourgeois, the two knew each other. "The Race-
land community is a tight-knit community, so I think that
Mr. Bourgeois did know him as an employee," Gaines said.
"They had a very amicable relationship."

According to police reports, Freeman’s ex-wife had
several restraining orders against Freeman who had
pleaded guilty to harassment charges and was allowed
only supervised visits with their four children.  Lafourche
Sheriff Craig Webre  said during a news conference
"Clearly, there has been a very difficult and complicated
divorce/custody issue going on," Webre could not com-
ment on why Ben Freeman was terminated from St. Anne
Hospital, but noted that police were called there after
Freeman damaged a room. He told police then that he
would seek mental help, Webre said.

Brennan Matherne, public information deputy for the
Lafourche Sheriff ’s Department, in reporting that Bour-
geois had been shot at close range, said: “In both cases,
Freeman knocked on the front door and was let in by
someone.” He added that “down here, no one thought
that was strange.”

Leading MD Killed, Two Others Wounded By Ex-Patient 

A  week earlier, on December 17, at around 2 p.m.,
according to police and media reports, Alan Frazier, 51,

an unemployed former power plant worker, entered a
medical office building at the Center for Advanced Med-
icine at Renown Regional Medical Center, Reno, the
largest medical facility in northern Nevada, carrying a 12-
gauge shotgun, went up to the third floor, shot and killed
a leading urologist, and critically wounded another doctor
and a patient. The gunman then died of a self-inflicted
wound. 

Dead was Dr. Charles Gholdoian, 46, President of
Urology of Nevada, and former Chief of the Department
of Urology at Renown and St. Mary's Hospital. The
wounded doctor was Dr. Christine Lajeunesse, a member
of the staff of Urology Nevada, the largest practice of
urologists in Nevada. 

In a press conference following an investigation of the
shootings, police said that Frazier had no serious run-ins
with law enforcement before the shootings. He walked
past the front desk, passed the first and second floors,
and entered the urology offices. Press accounts reported
there were some 100 persons in the building at the time.
A patient in the waiting room told the Reno Gazette-
Journal: "This man came through the door into the wait-
ing room with [a gun] at his side," she said. "He pointed
it at me and then he brandished it at everyone else that
was sitting against the wall, and he said something like,
'Everybody get out of here,' or 'You'd all better get out
of here.' Then he opened the door to go back to where
the doctors and the nurses were."

Yellow police tape zigzags around the home and property of Milton
Bourgeois, longtime CEO at Ochsner St. Anne General Hospital, Race-
land, LA. Bourgeois was killed and his wife critically wounded by sus-
pected shooter, a former St. Anne’s employee. (Photo by Matthew

Hinton, Baton Rouge Advocate).

The entrance to the medical office building at the Center for Ad-

vanced Medicine at Renown Regional Medical Center, Reno, NV.
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Detectives said they had later served a search warrant
at Frazier's home and discovered a suicide note in which
he made it clear that he planned the attack and that his
focus was on the physicians at Urology Nevada. It was
further reported that he had had vasectomy surgery in
2010 and claimed he was having adverse symptoms be-
cause of it. Quoting a neighbor, the Gazette-Journal re-
ported that Frazier sometimes ranted in an Internet chat
room about vasectomy pain that he was still suffering
more than two years after what he claimed was a
botched surgery.

Ex-Employee’s E-Mail Threats to CFO Fulfilled in Office
Shooting

On the afternoon of February 4, 2014, Deborah A.
Lennon, 46, went to Allen Bricker's fourth-floor office in
the Center for Community Health building on the Veter-
ans Affairs campus, Vancouver, WA, and shot him twice in
the chest with a handgun, the sheriff's office reported. An-
other VA employee, a former Marine, took away the gun,
and responding officers took Lennon into custody.
Bricker's wounds are considered serious. Bricker, 45, is
CFO  of the Veterans Integrated Service Network 20,
which has regional oversight for eight medical centers
and 39 clinics in Oregon, Washington, Idaho and Alaska,
the VA said. 

According to police and press reports, Lennon had
resigned from the VA about two years ago to relocate
out of state. She served as a financial auditor with VISN
20. According to court documents, Lennon wrote Bricker
several times a day following her resignation, declaring
her love for the victim. Her messages also urged Bricker
to leave his wife and included threats to kill him.

In January 2013, Bricker was issued two temporary
protection orders against Lennon; however he was de-
nied a request for a permanent protection order in
March 2013 because neither Bricker nor Lennon arrived
at the hearing. Lennon faces charges of first-degree at-
tempted murder, stalking, cyberstalking and first-degree
assault.
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An Interview With:

Radford W. Jones On 

Providing Executive 

Protection In The 

Healthcare Setting
(Radford W. Jones is a former Special Agent in Charge
of the U.S. Secret Service where he had assignments in
field operations and Presidential protection.  He was in-
volved in the security
planning for political
conventions, Presiden-
tial inaugurations and
security advance activi-
ties worldwide. He re-
ceived a number of
citations during his ca-
reer including one for
the apprehension of a
person who attempted
to burn himself in front
of the White House.
Following his retirement from the Secret Service he
was the Manager of Security and Fire Protection, Ford
Motor Company, where he was responsible for global
security and fire protection programs, including execu-
tive security and investigations. Currently he teaches at
the School of Criminal Justice, Michigan State Univer-
sity, Lansing, MI, where he instructs a master’s level
course and is engaged in outreach programs.  In 2005
he was inducted into the MSU Criminal Justice Wall of
Fame in recognition of his contributions and distin-
guished service in the field of criminal justice.  In 2009
he was recognized by Security Magazine as one of the
25 most influential persons in security. He is the co-au-
thor with Jerome P. Miller, former senior manager in
charge of International and Special Security Operations
for Chrysler Corporation, of a series of 11 executive
protection modules available from the Security Execu-
tive Council.)

Q. What can those in charge of healthcare security

do to get themselves up to speed in order to be of

assistance to their CEO and other administrative and

medical executives to reduce their chances of being

victimized in targeted shooting incidents?

A. When I look at a security program, I look at a pro-
gram that can be proactive. In the reactive stage that falls
into a response, and when you talk about executive se-
curity in a response stage, unfortunately like we said in
the Secret Service, “when the first bullet happens you are
not aware of it until the shot or multiple shots are fired
and someone is hurt.”

When you look at the proactive picture, I have always
found, based on my Secret Service, Ford, and consultant
background, that there is a general lack of focus in work-
ing with the executive. Once you decide who these ex-
ecutives are--in the hospital environment it could be your
doctors and the people who operate in the executive
area--they need to be sensitized and constantly reminded
that if there is information that comes to their attention
on a disgruntled employee or a disgruntled patient, or
family member or what have you, don’t take it lightly, re-
port it to security.  I think a security director has to get
into what I call an awareness on the part of the executive,
of things that have happened. These executives and the
heads of various departments need to be talked to and
that awareness has to be cascaded down to their staff
members. 

Q. What things should they look for? 

A. First, we’re looking for that individual who calls up
and says “I’m going to take care of you and shoot you.”
That obviously has to be reported. But there is the other
individual who starts out with verbal dissatisfaction or
writes a letter and the tenor of their threat increases and
becomes more  heated. Sometimes the staff of an exec-
utive might take those calls and say something like “Oh,
that’s Charlie.” Those calls or communications need to
be reported and the security director needs to have a
means of compiling that information. He or she also
needs to make sure that they have contact with local law
enforcement agencies, so they can soundboard the name
of a patient or problem person off of them. They may find
that that individual has been stopped for a car with a
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weapon  or has been the subject of a complaint by neigh-
bors. What you are doing is developing a repository of
information on that particular individual that may give you
an indication that that person may be getting to the snap-
ping point where he or she may come in and commit an
act. At Ford, I had a number of shootings. We had a very
extensive employer awareness program and even then
you would have on occasion employees come forward
and saying something like, “Oh I knew Charlie was going
to break and do something.” Why didn’t they report it?
They say, “I really didn’t know how to report it,” or “I
didn’t think it important.” So you have to sensitize staff
that they should not take these things lightly and report
them to someone.  Then also, and this is very important,
they have to be made aware that many of the attacks on
an executive take place within 25 yards of their home or
office, especially in a parking area.

Q. What should they be aware of about parking

areas? 

A. Your executives have to be aware that outside of
their office their greatest vulnerability is in the parking
lot. They need to be aware and alert and look around. If
an individual is going to commit an attack, it’s very easy
to sit in the parking lot where the doctor parks his car.
They also know that when he leaves his home, there are
only two ways to go--left or right. If you look on a num-
ber of assaults on executives, kidnappings, and shootings,
they usually occurred in the vicinity of the departure
point of the home or the office. In fact, the office is the
preferred location. They know that the person usually
leaves at a certain time from a certain spot. Many times
at the same time of day. I had several cases where there
were divorce situations where the wife was shot in the
parking lot where she works, just as there have been in
domestic disputes involving hospital employees.

Q. What can be done to harden the targets at the

home or office to make it more difficult for an as-

sailant to succeed? 

A. At home, the first thing that has to be determined
is: is it part of your employment package to establish an
alarm at their residence? That’s the first thing you have 

to ask. If that was so, I and my staff would go out with the
alarm company and put in the panic alarms, the lighting,
the door alarms, the indoor alarms, the backup alarms in
case the wires are cut, the transmission. If it isn’t, you can
advise the exec if he has an alarm system, if it’s working
properly. Go out with a rep of the alarm company. Look
at what type of alarm system they have. Make sure it’s up
and running. We ran a test on the door and found the
batteries were dead. Make sure the people know how to
operate it. If you don’t have the expertise, I would bring
in a consultant. 

Go out to the home. I always made it a point with my
chief executives and my executive vice-presidents  to
conduct  a security awareness briefing with the executive
and their wife and their other family members—teen
agers and what have you. We would get together in an
evening over a cup of coffee and we would discuss what
would you do if you get an unusual phone call? What
would you do if there’s a knock on the door? What would
you do if there is a package you are not expecting? What
does the package look like? It might be from a foreign
country; there may be excessive postage on it; there may
be an oil spill. It may smell unusual. It may be heavier. If I
get it and I don’t know who its from, I don’t open it and
when dad comes home alert him. 

If your door is locked, you don’t run to the door an un-
lock it. You need family awareness. If the teen ager or wife
drives out and sees a car parked across the street with
someone in it,  someone may be watching the house. The
next morning or afternoon she sees the car with the
same individual sitting it, maybe further down. I have seen
situations where that has happened and it wasn’t re-
ported and the exec was kidnapped. Young kids are really
good observers. I had a situation overseas where the kid
called attention to a van parked down the street and the
exec said it was somebody working on the electric lights.
A week later he was kidnapped by people driving the van.
If we had been called, we could check the electric com-
pany to find out if they had a van working there. I spend
time talking to the exec and his wife, because sometimes
the exec gets cavalier and says he has no problem, but
the wife says “you better listen to what he is saying.”



International Association for Healthcare Security & Safety 33 

directions IAHSS

Volume 27, Number 1

Q. What about protection at the office? 

A. In offices, you look at rings of security. In a home
the first ring would be the lights on the outside. Are they
activated when someone comes up.  That may be a de-
terrent. The next ring would be the locks on the doors
and the windows. Then the interior perimeter alarms.
Then the panic alarms. 

In the office it is the same way. If it’s an elevator that goes
to the executive level there are only certain cars that go
up to that floor. The other way would have a security per-
son monitor the executive level when that person gets
off the elevator. That is not the most desirable situation.
If you can deter him--prevent him from getting up to the
floor. If they do get up, you have should have a security
person who can activate a panic alarm so that the secre-
taries can immediately lock the doors in all offices. Is
there a plan in place of how to evacuate or what you
should do if there is a gunman on the floor.  Here again
you have to have briefings of the staff on not only what
you do to buy time if a situation goes down--you harden
your target so that security people or law enforcement
can get there. Nothing is 100% set. 

Q.  Are there any other ways of preventing targeted

attacks on executives?

A. I can’t stress too much that besides with having a
relationship with the top of the house, you have to have
a relationship with everybody. Security is a total cooper-
ative effort. You would be surprised at the information
you get when you have a meeting with staff members,
maybe talking to them before they go on duty. They will
tell you stories of happenings you weren’t aware of be-
fore and have some good ideas of what can be done. I’m
not talking about installing electronics and spending dol-
lars, just the cost of a 45-minute briefing.  You can stop a
lot of things just by doing that. 

FOR FURTHER INFORMATION:  Radford Jones can be
contacted at his e-mail address: Rad.Jones@ssc.msu.edu
or phone, 586-924-7248.

The personal protection module series by Jones and
Miller are available at www.securityexecutivecouncil.com
Click on Leadership and Personal Protection for descrip-
tions of the modules which include those on worksite,
residential, and vehicle protection. The access price is
$295. IAHSS members are eligible for a member/partner
discount of 30%. Use the code IAHSS14. 
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Missouri Hospitals Show Us:

How To Use Plain Language To

Supplant Most Codes In Crisis

Situations 

One point that came up more than once in the course
of talking to people across the country about Active
Shooter events and Active Shooter drills was that it is very
important to make sure that staff knows the meaning of
codes  announced in the course of a crisis situation. For ex-
ample, in the case of the Renown Regional Medical Center
shooting it was reported that repeated announcements of
‘Code Triage’ and ‘Code Black’ caused some initial chaos,
because people did not know what the codes meant and, as
one medical resident at the scene reported, “Nobody has
actually been through one, so we were confused.”  Another
point often mentioned was that, given the movement of staff
from one hospital to another and the fact that codes are
different at each institution, crucial time could be lost in an
emergency situation when staff has to pause to remember
what the codes mean at a particular facility.

One state that is addressing this issue is Missouri, where
the Missouri Hospital Association has made the recommen-
dation that its hospitals voluntarily adopt plain language in-
stead of using codes.  MHA is a not-for-profit association
representing more than 150 member hospitals, offering rep-
resentation and advocacy on behalf of its members as well
as continuing education and legislative representation on
healthcare issues.

Leslie Porth, Division Vice President of Strategic Quality
Initiatives for MHA, explains how this recommendation
came about. “We began receiving sporadic requests or com-
ments from members asking for a work group on codes
with the goal of increasing safety for hospital visitors and
insuring staff confidence in codes, especially because of staff
working in multiple locations.” As a result, MHA convened
a voluntary work group that studied the problem over a pe-
riod of about six months.

Missouri Hospital Association: ‘134 Hospitals--Four To 10
Different Codes For Same Emergency 

In gathering information from 134 responding member

hospitals, the group found that:

• Four different codes were used to announce a fire;
• Seven different codes were used to announce a  

medical emergency;
• Six different codes were used to announce an 

abduction of an infant, child or adult;
• Seven different codes were used to announce a 

severe weather alert;
• Nine different codes were used to announce a  

mass casualty event;
• Seven different codes were used to announce a 

hazardous spill;
• Nine different codes were used to announce a   

hospital evacuation;
• Ten different codes were used to announce a 

security threat.

The work group originally thought its goal would be a
standardization of codes, but, according to Porth, “We found
that there is broad consensus on using language across the
board that is more easily understood.”  As a result, “We
found that plain language 1) reduces confusion and 2) re-
duces response time.  It also allows for increased accuracy
in response and avoids different messages to different audi-
ences.”

Widespread Federal Support For Plain Language Found

The group also found that there is significant support for
the change to plain language, including from the following
organizations:

• U.S. Department of Health and Human Services;
• U.S. Department of Homeland Security;
• The National Incident Management System (2008);
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• The Institute of Medicine’s Health Literacy report 
and recommendations (2004).

In fact, two quotes reprinted in the group’s subsequent
implementation manual from the National Incident Manage-
ment System (U.S. Department of Homeland Security, 2008,
page 29) underline this support:

“The ability of emergency management/response personnel
from different disciplines, jurisdictions, organizations and
agencies to work together depends greatly on their ability
to communicate with each other. Common terminology en-
ables emergency management/response personnel to com-
municate clearly with one another and effectively coordinate
activities, no matter the size, scope, location or complexity
of the incident.

“The use of plain language (clear text) in emergency man-
agement and incident response is a matter of public safety,
especially the safety of emergency management/response
personnel and those affected by the incident. It is critical
that all those involved with an incident know and use com-
monly established operational structures, terminology, poli-
cies and procedures. This will facilitate interoperability
across agencies/organizations, jurisdictions and disciplines.”

Implementation Manual Available

As a result of their research, the MHA workgroup de-
cided very strongly to support the adoption of plain lan-

guage on a voluntary basis, except for Fire – Code Red and
Medical Emergency – Code Blue, because they are so uni-
versally recognized.  Would plain language could provide too
much information to evildoers? “This was one of the main
concerns as we went into this project, but we found that
research from law enforcement says that time is of the
essence in an intruder incident,” Porth says. “To begin with
a plain-language announcement allows people immediately
to protect themselves and their patients.” Still, “to member
hospitals that might have some trepidation,” continues
Porth. “we suggested retaining certain security codes.”  

After six months, the group offered an implementation
manual, which can be accessed at: http://web.mhanet.com/
uploads/media/2013_Emergency_Code_Implementation_M
anual.pdf   In it, MHA President and CEO Herb B. Kuhn ex-
plains:  “The use of standardized codes will increase trans-
parency, reduce patient errors using a simple and practical
approach and promote the safety of patients, hospital em-
ployees and visitors.”

“As of now, 136 of our 150 hospital members have
adopted the recommendation to switch to plain language
and found it easy to make the adjustment,” Porth reports.
“Our implementation manual provides the information
needed for implementation so people can easily modify their
existing policy.” She adds that “the tool kit makes it very
easy to do this work.”

“I think that the message is that this is a relatively simple
initiative that yields relatively high results.  Ultimately, this
adds to the safety of our families and staffs,” says Porth.
“We’ve had no negative reaction from our members.  We
have hospitals that found our initial timeline of adopting the
recommendation by January 1st too difficult, and others are
waiting for the end of the first quarter, though some of our
members began adoption last October.”

“We are pleased with the initiative and are pleased to
share it with anyone who is interested,” says Porth.  “We
willingly share our recommendations and manuals with
other states. At this time, eight other states are considering
adopting our recommendations.”

FOR FURTHER INFORMATION, CONTACT Leslie Porth,
Division Vice President of Strategic Quality Initiatives, Mis-
souri Hospital Association, 4712 Country Club Drive, P.O.
Box 60, Jefferson City, MO 65102-0060. Phone: 573-893-
3700. E-mail: lporth@mail.mhanet.com
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SF General Credits New Policies
For Recovery Of ‘AWOL’ Patient

A woman patient, 34, who was reported missing from
San Francisco General Hospital in January 29, was found
two days later and brought back to the facility in what
officials called a successful implementation of new policies
adopted after the death of another missing patient, Lynne
Spalding, 57, who was reported missing September 21 and
was found dead in a hospital stairwell 17 days later, less
than 100 yards from her room. The Spalding case has at-
tracted national and international coverage and continued
coverage by San Francisco media. 

In the latest incident, the woman walked out of the
hospital in street clothes on a Thursday evening despite
still needing vital post-operative medications, police said.
She was found early Friday in downtown San Francisco
by Sheriff's Department officers who also provide secu-
rity for the hospital, following several searches of the hos-
pital grounds, according to police. The policies include
better communication between the Sheriff's Department
and hospital staff and more thorough searches for at-risk
"AWOL" patients--those who leave the hospital before
they are discharged. The hospital's definition of what con-
stitutes an at-risk patient has also been widened, a
spokesman said. 

Previously, the hospital would only consider AWOL
patients missing if they were under a legal hold or lacked
the ability to make medical decisions. Now, the clinical
staff can conclude patients are at risk depending on their
state of mind, the level of treatment needed or whether
they have test results pending. Under the new policy, the
missing woman was considered at risk, and the hospital
went into "Code Green," triggering a more thorough,
hospital-wide search involving every member of the staff.
Though staffers weren't able to find the patient, they elim-
inated the possibility that she was still on hospital
grounds, then filed a missing persons report with the po-
lice. "While it was a difficult overnight for her to go with-
out care, and for us worrying and looking for her, our
systems worked and our collaboration with the Sheriff's

Department worked," the spokesman said. 

Lynne Spalding, a local travel agent, was reported miss-
ing from her hospital bed on September 21.  A building
engineer conducting a quarterly inspection discovered
her body on October 8 in the stairwell that was locked
on the inside and located 99 yards from her room. San
Francisco Sheriff Ross Mirkarimi has conceded that
deputies failed to conduct a thorough search for Spalding,
according to media reports. In the latest report, state
health inspectors working on behalf of the Centers for
Medicare and Medicaid Services found that a breakdown
in planning and nursing care created the potential for a
"chaotic and poorly coordinated" response that led to
Spalding’s death. "This failure to perform an organized
search which included all of the 10 stairwells at the hos-
pital was directly responsible for the failed rescue" of
Spalding, the federal report concluded.

Hospital and sheriff's officials have said they have taken
steps to prevent similar incidents. The hospital has since
undergone several reviews of the facility’s procedures and
safety and security systems. The sheriff ’s department has
made staffing changes including reassigning a dispatcher,
two senior deputies, and a sergeant away from the facility.
Additionally, a captain, two lieutenants, two sergeants and
two senior deputies were brought in at the hospital. 

Federal investigators were at the hospital in February
to re-survey the hospital for general security, patient
safety and security and privacy. According to hospital of-
ficials, the survey found the hospital in compliance with
safety requirements and recommendations. The hospital
is also working with the sheriff ’s department to make im-
provements identified during the federal investigation.
Some of those changes include daily security checks of
all stairwells, better alarm systems on doors, and other
security checks. All sheriff ’s officials assigned to the hos-
pital will undergo new training on security and safety and
there is a new six-week training course that was devel-
oped through the city’s Department of Public Health.
There will be ongoing review of the hospital’s security
system by an independent review by the University of
California at San Francisco Medical Center, it was re-
ported.


