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It is hard to imagine that it has been nearly a year 
since our successful AGM in Baltimore, MD. Now, as 
May is rapidly approaching, we are preparing for our 
42nd AGM in beautiful Myrtle Beach, South Carolina at 
the Hilton Myrtle Beach Resort, Kingston Plantation. This 
venue will be a welcome change as 49 out of 50 states 
have experienced snow during this past winter. I, for 
one am looking forward to the warm hospitality of our 
friends in South Carolina.

The AGM program and events scheduled will prove 
to be exciting and educational. The AGM provides the 
opportunity to improve our knowledge, skills and abili-

ties, not to mention all of the networking that we will all be able to accomplish. On 
behalf of the IAHSS Board of Directors, IAHSS Management Team, and the North 
Carolina/SSSHCC, I want to personally invite you to this outstanding event. I look 
forward to seeing you there.

By now, you all should have completed the IAHSS Crime Survey and I want to 
thank you for participating in the survey. This survey will be an invaluable tool for 
benchmarking and a source of information for our industry.

We have established an Emergency Management Task Force chaired by Anjanette 
Hebert. We want to determine how Emergency Management fits within our asso-
ciation and how we, as an association can provide educational and other opportuni-
ties in this area. The Task Force has completed a survey of the membership and are 
analyzing the data. The Task Force will submit a report to the Board with recom-
mendations by the AGM.

Finally, we are continuing to make progress in efforts with DHS, HHS, and in 
the UK.

     Thank you,

     Joseph V. Bellino, CHPA, HEM
     President
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Myrtle Beach, SC 

2010 Annual General 
Meeting 

May 2 - May 5, 2010
The 42st Annual General Membership 
Meeting and Seminar Program will be 
hosted by the IAHSS in Myrtle Beach, 
SC, May 2 - May 5, 2010 at the Hilton 
Myrtle Beach Resort at the Kingston 
Plantation.

General Information:
IAHSS and the North Carolina Chapter/SSSHCC will 
host the 42nd Annual General Membership Meeting 
and Seminar Program May 2 - 5, 2010 at the Hilton 
Myrtle Beach Resort. Starting with an outstanding 
educational program, combined with networking 
and technology opportunities, this program is a must 
attend. Exhibitor partners will display the latest in 
technology and services and participate in the meet-
ing events. This is an Annual General Meeting you 
should not to miss!

Outstanding nationally-known speakers, both inside 
and outside of the profession, are ready to challenge 
you as our profession evolves.

Presentations include the following topics:

Customer Service, Drug Diversions, Family Centered 
Care, the Values of Strength and Honor, Murderers

Among Us, Hospital Fires, Security Consultants, 
Protection of Soft Targets, and Homeland Security.

The diversity of topics provide educational opportu-
nities for everyone.

After participating in this event, you will walk away with 
new information and skills in the following areas just to 
name a few.

• Strategies for dealing with the fallout when you 
   have a murderer on campus

• Effective handling of drug diversions/thefts

• Understanding the value of strength and honor

• Facing the challenges of today’s profession

• Security’s role in family centered care

• Affects of hospital fires

• How to choose a security consultant

• The latest from Homeland Security

For a complete schedule of events please visit the 
website @ http://www.iahss.org/Events/AGM.asp
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Executive Director’s Letter

CHPA Renewal: If you received your CHPA 
in 2007 you must recertify in 2010.  To obtain an 
application contact the IAHSS at 888-353-0900 or 
visit the website under certifications.

IAHSS
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Welcome New Members 
November - December 

Congratulations NEW CHPA’s
William Losefsky and Bernard Scaglione

 

  New Members  November-December 

CHRIS W. A. ANDERSON  
TIM AUCH  
DOUGLAS BALL  
ROBERT W. BEAUDRY  
BRANKO J. BEJO  
ROBERT F. BIEMITLER  
DANIEL P. BILLINGS  
ALAN R. BOLEY  
David W. BROCK  
NIGEL BULLER  
VINCENT A. CALDERONE  
SCOTT CAMPF  
RICK CASE  
ALFRED R. CASTORINA  
ERICA CATALDO  
MICHAEL J. CHRISTMAN  
RONALD V. CLINE  
JAMIE R. COOK  
SCOTT B. CORMIER  
MICHAEL CRAIG  
MICHAEL J. CRUZ  
JOHN R. D'ORAZIO  
JOSEPH DANIEL  
DAN DE LEON  
CHERYL C. DEAN  
HUGH K. DENNING  
BOB DEPROSPERO  
DAVID V. DINAPOLI  
DAVID A. DOTO  
JAY DOTSON  
CHRISTOPHER C. FENDER  
KIRK R. FREEMAN  
KRISHNEEL GOUNDAR  
DAVE GREAVES  
JENNIFER S. HAYES  
JAMES C. HITE  
GARY E. HORMEL  

DEVIN J. HUGIE  
STEVEN J. IRWIN  
MARK JOHNSON  
ROBERT L. JOHNSON  
LANE JONES  
TIBOR KOVACS  
MATTHEW P. KRANIS  
DONALD LAWSON JR.  
JOHN E. LONG JR.  
CARMELO MALDONADO JR.  
DEIDRE A. McLACHLAN  
JOHN McNAMARA  
KEVIN MOORE  
ERIC MORRIS  
GENE PATTERSON  
CHRISTOPHER PERRY  
Vicky Porto  
RUSSELL T. RICHARDSON  
DAVID G. RICKERSON  
MARK D. RIORDAN  
PHILIP R. RUSSELL  
NICHOLAS SCINOCCA  
CHRISTOPHER SCOTT  
MICHAEL SCOTT  
STEVEN M. SITAR  
JOSH SNOW  
CRAIG J. STEGMAIER  
WILLIAM H. THOMAS  
GREGG E. TOWNSLEY  
DEAN TRIVISANI  
COURTNEY A. USENICK  
HOWARD VAN SCIVER  
JAMES VERDICCHIO  
RICAHRD J. WARD  
DAN H. WARLICK  
ERIC M. WEAVER SR.  
RONALD W. WEBSTER II  

 

 

Congratulation  

New CHPA’s 

William Losefsky 

Bernard Scaglione  

Have you registered for the 
Myrtle Beach AGM?  The first of 
May is right around the corner!  
A superior educational event 
has been planned and all the 
best technology will be on dis-
play.  This is the one event you 
do not want to miss!  Complete 
information is on the website.  

Hotel information and the reservation link are posted on 
the website for your quick reference.  

The 5th Edition of the Basic Training Manual is available and 
selling quickly!   We encourage you to purchase the updat-
ed edition and train your officers.  The Instructor’s power-
point has also been updated and is available for purchase.

The 4th Edition Basic certification exam will be available 
until July 1, 2010.  Plan your time according to make sure 
all those training in that edition complete the certification 
exam before time runs out.

The online membership directory has been improved.  
You can now search by IAHSS Region or country.  Just a 
reminder – the online directory is always the most current 
membership information.

How can I help you?  Email me at evelyn@iahss.org and I’ll 
get back to you quickly.

Always,

Evelyn
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An assess-
ment of The 
International 
Healthcare 
Security and 

Safety Foundation in its 
Thirtieth Year 
The 2010 Board of Directors numbers six: 
Ken Close, CHPA, Trilium Health Center, Ontario; 
Erin Downey, MPH, SCD, Tulane University, .LA;
William A. Farnsworth, CHPA, retired FL;
Lisa Pryse. CHPA, Eastern Virginia Med. School;
Thomas Smith, CHPA, University of North Carolina Hospitals; 
Edwin Stedman, CHPA, retired MA.

The IHSSFoundation was founded - to foster and promote the 
welfare of the public through educational and scientific research 
and development of healthcare security and safety management 
and administration.

Volume 22, Number 3, Directions listed amongst the 15 Reasons 
to be a Member of the IAHSS - eligible to apply for IHSSF 
sponsored scholarships or grants.  Couple that factor with the 
purpose and aims of the IHSSFoundation and the approach-
ing IAHSS 42nd Annual General Membership Meeting (AGM) at 
Myrtle Beach, SC, 2-5 May 2010 an appropriate occasion is pro-
vided for assessment of programs of the IHSSFoundation in its 
Thirtieth Year - 2010:

• Recognition 
There are eight Recognition categories for which ten nomina-
tions have been submitted and are under consideration.  
Anticipated cost - $4500.00
• Scholarship (Tuition Assistance)
Three available Scholarships for which two applications have 
been submitted and are pending.
Anticipated cost - $4000.00 of $6000.00 
• Grant
Two applications for Grants have been submitted and are 
pending.
Anticipated cost $5000.00
Anticipated cost $15000.00
• Commission
Pending responses from the IAHSS membership, the 2010 
Survey of Crime within Healthcare Facilities is in progress.
Anticipated cost - $2500.00

Total anticipated cost of IHSSFoundation funding 
for 2010 Programs:  $31000.00.
Year ‘30’ - 2010 may be considered a bench mark in 
IHSSFoundation annual operations as the first year in which 
the recent realignment of responsibilities between the 
IHSSFoundation and the IAHSS will significantly impact funding of 
offered programs.

In the realignment, revenue from the CHPA Certification/
Recertification Program passed from the IHSSFoundation to 
the IAHSS Commission on Certification. The IAHSS Awards 
Presentations became the IHSSFoundation Recognition 
Program. Except for revenue from the Annual Golf event there 
remained no continuing consistent source of income for the 
IHSSFoundation. 

Year Thirty - 2010 challenges the Board of Directors to develop 
a consistent source of income. To that end Campaign30 will be 
introduced at the 42nd AGM. This effort does not envision the 
employment of a professional fund raiser, the initial effort of 
whom would typically be directed at soliciting donations from 
the client population (e.g., IAHSS members). Such an effort 
would envision a $20.00 donation from each member to realize 
$31000.00 annually. 
(Realistic?) Donations from individuals has been negligible 
throughout the IHSSFoundation history.

At the 42nd AGM, the IHSSFoundation will introduce the 
Campaign30 Challenge Coin. Each coin bearing a unique 
Campaign30 serial number will be available to all AGM attendees 
for a donation of $50.00. 

The coins will provide entry into the IHSSFoundation •	
golf event drawing which includes amongst other prizes, 
a $500.00 Amexco Gift Card.  
Unlike past years, the drawing will be held on the eve-•	
ning prior to the event (Tuesday, 04 May) to insure that 
all donors are present for that drawing and may claim 
the prizes.
The coins serve several purposes – •	

an opportunity to participate in the drawing; o 
a unique source of revenue for the o 
IHSSFoundation
a lasting recognition of the partnership in o 
professionalism afforded by attendance at the 
AGM.

(Challenge coins, first introduced in military units during 
World War I, have become prized symbols of unity and 
camaraderie.)
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The IHSS Foundation, during its thirtieth year, 
will embark on Campaign30, the object: to develop 
additional net annual income of $30,000.00. 
Campaign30 will be introduced during spring 2010 
highlighted by, but not culminating in, donation 
opportunities associated with the IHSSFoundation 
golf event drawing at the 43rd Annual General 
Meeting and other IAHSS activities.

CAMPAIGN 
30

The IHSSFoundation enters its 30th year in 2010, having been 
incorporated under the laws of the State of Illinois on 06 February 
1981 as provided by the “General Not for Profit Corporation Act” 
of Illinois.  The IHSSFoundation, under the terms of its Charter and 
By Laws (adopted 11 July 1983, revised 20 May 2009), has been 
established for the purpose of fostering and promoting the fur-
therance of healthcare security and safety management and admin-
istration through educational and scientific research and develop-
ment.  Service to the public shall be accomplished by:

Promoting and developing educational research into the •	
maintenance and improvement of healthcare security and 
safety management,
Establishing a data base and library devoted to the •	
acquisition, compilation and dissemination of resources, 
research material and publications in the field of health-
care security and safety management,
Developing and conducing educational programs for the •	
public in the field of healthcare security and safety man-
agement,
Publishing educational papers, books, articles, treaties, etc., •	
in the field of healthcare security and safety management 
to enhance and expand the body of knowledge,
Pursuing grants to further education and research in the •	
field of healthcare security and safety management,
Provide funding for educational research and develop-•	
ment in the field of healthcare security and safety man-
agement in the form of scholarships or grants, and
Design, monitor and manage an annual awards pro-•	
gram to recognized and promote overall excellence and 
outstanding contributions to IAHSS and/or the field of 
healthcare security and safety management.

During its formative years efforts of the IHSSFoundation were 
concentrated on developing the Certified Healthcare Protection 
Administrator (CHPA) program.  Introduced in July 1982 as the 
entry level to certification was the Nomineeship.  Subsequently a 
committee was constituted to develop an examination, successful 
completion of which would be mandatory for attaining designation 
as Certified Healthcare Protection Administrator.  The first CHPA 
certifications were granted during 1985. The IHSSFoundation then 
addressed, and defined, the issue of recertification.  Attainment of 
each level required documentation of three years commitment to 
professional dedication in healthcare security and safety administra-
tion.
    On Saturday, 24 June 1995 at the Pine Lakes Golf Course what 
has been described as the 1st Annual IHSSFoundation golf event 
was held in conjunction with the 27th Annual General Meeting 
of the IAHSS at Myrtle Beach, South Carolina.  Sixteen years 
later on Wednesday, 05 May 2010, again at Myrtle Beach, the 
IHSSFoundation will sponsor its annual golf event in concert with 
the 43rd Annual General Meeting of the IAHSS, on this occasion at 
the Arcadian Shores Golf Club.

    During its first decade, with limited success, the IHSSFoundation 
encouraged donations from individuals (particularly IAHSS mem-
bers), organizations (including individual IAHSS Chapters) and cor-
porate entities.  For twenty-five years income was essentially lim-
ited to that realized through CHPA program fees and the limited 
donations; for the past fifteen years the golf event also contributed 
to income.
     Reorganization of responsibilities between the IHSSFoundation 
and the IAHSS has resulted in the IAHSS Commission on 
Certification assuming administration of the CHPA program and 
ending that source of income for the IHSSFoundation.
    The Board of Directors recognizes that the level of income 
attained during the past thirty years does not provide for suc-
cess in achievement of the aims and purpose of the Charter and 
By-Laws (previously set forth). In an attempt to address the issue, 
and redress the paucity of financial resources, the IHSSFoundation, 
during its thirtieth year, will embark on Campaign30, the object:  

To develop additional net annual income of $30,000.00 •	
from sources not previously solicited.

Campaign30 will be introduced during spring 2010 highlighted by, 
but not culminating in, donation opportunities associated with the 
IHSSFoundation golf event drawing at the 43rd Annual General 
Meeting and other IAHSS activities.

International Association for Healthcare Security & Safety 5
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IAHSS Question and 
Answer Corner

Which edition of the Basic Training 
manual is currently in use?
The 5th Edition was released in January and 
this is the manual you will receive if you 
purchase manuals.  If you have any 4th Edition 
manuals in use, officers have until July 1, 2010 
to complete the certification exam.

Can I get credit for my IAHSS 
certifications towards a college 
degree?
Yes, IAHSS and Columbia Southern 
University have partnered together and all 
IAHSS certifications receive college credits 
when enrolled in one of their degree 
programs.

Safety On Call

1-800-441-9191
www.call24wireless.com

When is the CHPA certification exam 
going to be available online?
It is available now!  You can now take the 
CHPA exam online with a proctor.

Where can I find the current 
membership directory?
IAHSS prints a membership directory 
annually but it has updated information 
before it is even mailed.  The most up-to-
date information can be found online in 
the member’s only section.  The online 
membership directory contains the current 
information that members have provided.
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continued on next page

CASE  HISTORY

The city of Birmingham, located in the Midlands halfway between 
London and the Scottish border, is the UK’s second largest city, 
part of a metropolitan area with over three million population.  
Two of the three major acute care teaching hospitals serving the 
area are City Hospital, a mile from the center of Birmingham, and 
Sandwell General Hospital, five miles away.  Both are managed 
by the Sandwell and West Birmingham Hospitals NHS (National 
Health Service)  Trust. 

Birmingham is known as an ethnically and culturally diverse 
city, with 22% of its population Asian (most of Pakistani and 
Bangladeshi origin), and 7% Black (most of Caribbean origin). 
On two consecutive weekend nights in October 2005, a rumor 
of alleged gang rape of a teenage black girl by a group of Asian 
Pakistani Muslim men was broadcast over an illegal local radio 
station. The rumor, which has never been substantiated, trig-
gered riots in the city’s Handsworth/Lozells area that resulted in 
numerous injuries and two deaths. Underlying the situation, it was 
reported, was a drug rivalry between gangs. 

Most of the casualties were brought or came to the ED of City 
Hospital, which borders Handsworth. In addition to the problems 
caused by diverse friends and families of victims, emergency staff 
had to deal with the complication of victims from opposing gangs 
and accompanying gang members. In a security review of the 
ED at City Hospital in November 2005,  Peter Finch, CPP, Trust 
Security Adviser and Local Security Management Specialist, point-
ed out that “the incident brought to our attention once again a 
number of weaknesses in security and other systems that could 
potentially jeopardize the safety of patients, visitors and staff.”

In this case history, we’ll give details of what happened in the 
emergency department during the riots, and what new security 
improvements have been put in place by the Trust to correct ED 
problems and meet current and anticipate future security threats 
in the Birmingham area.

A Night of Rioting: Challenges To 
The Clinical Staffs and Security
According to police reports, 35 people, including a police officer, 
were taken to the hospital after clashes in Handsworth/Lozells 
on Saturday evening. In his reports to hospital and city authorities 
describing the scene in the ED, Finch commented that, “normally 
when Ambulance Control realize it’s a gang related issue, gangs 
are taken to different sites. However on this occasion there 
was no segregation of gangs when they got to the ED. Gang 

The Handsworth/Lozells Riots And Their Impact
On A City’s Hospital Security Structure

members were brought in by police and came by various other 
means – friends, taxi, on foot etc. Outside of the ED there were 
two cars with windows smashed and a group of 40+ adult male 
(Asians) on the verge of riot.”

“A police officer shot in the leg was brought into ED” he contin-
ued.  “A young boy, a member of the public, was also shot dead 
stepping of a bus and was brought in by ambulance. There were 
people with a range of blade wounds from knifing wounds to 
the body and machete wounds to the head.”  The riot area, he 
added, was cordoned and sealed off by Police and people were 
triaged at the cordon by the Ambulance Service.

“The key difficulty,” Finch reported, “was that there were two 
gang groups.  The bad weather outside exacerbated the situa-
tion.  People coming into the ED were wearing coats so it was 
not easy to tell if they were in possession of any weapon(s)…
Staff needed to work out the two groups and how best to seg-
regate them. The medics created two streams.  Clinicians decided 
that the best way to manage the situation was to move the gang 
out that was not related to the deceased.  Once you are in the 
ED you cannot actually see outside. Although for treatment the 
patients (gangs) were segregated, they were still mixing in the 
patient areas. At the time of the incident, the hospital did not 
have an inner lockdown within the ED.” 

Serving patients injured in nearby rioting and dealing with rival gangs 
in patient areas was complicated for security and clinical staff in the 
ED of City Hospital during the Handsworth/Lozells riots because police 
support was minimal. All police officers were involved at the scenes of 
the various incidents. 
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Finch, who worked alongside Bed Management in the ED from 
8 p.m until 2 a.m, said that Bed Management and ED staff were 
talking all the time. “However,” he added, “external communi-
cation – information flow was poor. For example, Ambulance 
Control had only brought in eight patients and therefore thought 
they could bring in more people but the ED  knew they had 24 
patients”   Moreover, Police support was minimal because they 
were all involved at the scenes of the various incidents.  As a 
result, two additional security officers were called in to assist,” he 
said. 

“In these circumstances the medical and nursing teams worked 
courageously in a very visible climate of fear.  This should not 
be underestimated,” Finch emphasized. He added that it was 
fortunate that there were four security officers on duty and that 
a further three responded to a request to assist although there 
was no formal procedure to call-out staff.  This has since been 
rectified, notably in advance and in preparation for the recent 
Swine Flu pandemic

Correcting Security Weaknesses 
Exposed By The Crisis
The correction of ED weaknesses  exposed by the riots was the 
first step in a series of recommendations for upgrading the broad 
range of security capabilities in Trust hospitals, Finch reported. 
“The implications of this security weakness should not be viewed 
simply in terms of staff safety,” he added.  “There are other issues 
that concern the containment of contamination within the ED in 
the event of a chemical, biological, radiological or nuclear incident 
that also require a ‘secure’ environment.” 

There are a wide variety of protective measures in place today 
to manage and contain the risk of violence and aggression in the 
Trust’s EDs, Finch reports. The protective measures are a combi-
nation of physical defenses, procedural defenses and management 
defenses. These include:

PHYSICAL DEFENSES
Lockdown.  Both EDs have a lockdown (automated access 
control) facility to prevent unwanted persons from entering 
either the entire ED including waiting areas or the clinical  areas 
in the event of public disorder, or a patient arriving with contami-
nation, a gunshot wound or knife wound.   A further ‘inner’ lock-
down facility intended to separate armed Police from patients/
public in the area of Resuscitation/Post-Resuscitation is available 
at City Hospital.

CCTV.  CCTV is now provided throughout the EDs to act as 
a deterrent to crime and as a means to gather evidence; patient 
dignity is not compromised.  CCTV also covers external environs 

to assist with the identification of persons and vehicles, monitor-
ing of ambulances and ambulance entry points, crowd control 
and decontamination.  The CCTV system is monitored 24/7 by 
in-house security staff and the system has been upgraded from 
VHS to digital.
      The on-line digital CCTV system has made a huge difference, 
not just for the detection and prevention of crime. Finch reports. 
“ It is also useful as part of the car park and traffic management 
system. We can actually see what’s going on outside quite exten-
sively.  It is also used in watching people we don’t particularly 
want to come on site but who we can’t stop because we’re so 
public and actively promote an open and welcoming environ-
ment. It has been quite useful in staff disciplinary matters when 
something wrong has been going on. Cameras keep an eye on 
activity of officers. Where there are cameras and a security offi-
cer is involved in an incident, we try to record the incident as 
well. So if we get complaints about the officer’s behavior, perhaps 
from allegedly being too forceful in conducting a restraint or in 
the way they ejected somebody from the hospital, we have the 
evidence.”
     There have been no negatives, he says, except the “big broth-
er” argument. “I can assure you that when a nurse or a doctor is 
assaulted or someone damages their car in the car park and we 
have the camera evidence, they don’t complain.”

Reception.  Staff in both ED receptions are protected by 
laminated glass screens and have access to panic alarms to 
ensure the confidence and safety of staff.  The Reception staff can 
observe all areas within the main waiting rooms.

Triage.  The triage rooms are secure areas.  Panic alarms have 
been installed in these areas.

Waiting Areas.  The waiting areas are monitored by CCTV.  
Furniture is constructed such that it cannot be used as a weapon 
against staff and others.  W.C facilities, public telephones, direct 
dial telephones to taxi companies, food and drinks dispensers are 
available within the waiting areas.  The waiting areas have been 
painted in pale colors and lighting levels can be reduced to pro-
mote a calm atmosphere and reduce stress.

Treatment Rooms.  The layout of treatment rooms and 
cubicles is such that there are no obstacles between the doctor/
nurse and the door.  

Panic Alarms.  In addition to the panic alarms located in 
the receptions a patient–staff assist call system is located in each 
cubicle and at the various Nurse Bases

Door Locking Provision.  All doors to clinical rooms 
accessed by patients/general public can be locked.  Staff meeting 
rooms, changing and rest facilities, sluice rooms clean and dirty 
utility rooms, laundry rooms etc., are all locked.

CASE HISTORY cont.
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Children’s Facilities.  Are secured from unauthorized 
access permanently and are monitored internally and externally 
by CCTV.

PROCEDURAL DEFENSES
Security Officers/Security Patrols.   A dedicated team 
of in-house security staff are available 24/7 to respond to act as 
a deterrent to violent and aggressive behavior and to respond to 
incidents in the ED. All security officers wear anti-ballistic and stab 
proof vests while on duty and maintain communication via radio.  
Security officers undertake regular patrols of W.C.s searching for 
drugs and knives that have been hidden for later collection.  Staff 
are provided with guidance in the Trust’s Security Policy and the 
Policy and Procedures for the Use of Restraint on when and 
how to call for Security assistance.

West Midlands Police.  A good working relationship exists 
between West Midlands Police and ED/Security staff where there 
is regular contact, generally good communication and generally 
good support from the Police.  Matters will be further improved 
with the publication of a joint protocol on the care and treat-
ment of Police detainees.  Police are frequently in the EDs either 
with prisoners or dealing with incidents and their presence often 
acts as a deterrent to violence and aggression.  Staff are pro-
vided with guidance in the Trust’s Security Policy and Policy and 
Procedures for the Use of Restraint on when and how to call for 
Police assistance.

Security Signage.  Signs warning that CCTV is in opera-
tion and that violence and aggression will not be tolerated 
against staff and that offenders may be prosecuted are displayed 
throughout the EDs.  

MANAGEMENT DEFENSES
Initial Assessment of Patient.  The initial assessment of a 
patient includes a range of questions concerning mental ill health, 
alcohol intake and the consumption of drugs.  This provides an 
early identifier for potential violence and aggression and stream-
ing of their care and treatment plans.

Training Programs.  All front-line staff are required to 
undergo a one day in-house conflict resolution course and 
3-yearly refresher course promoted by the NHS Security 
Management Service. Staff are trained to recognize warning signs 
and body language that indicate potential threatening behavior.  
Staff are also trained so that their conduct does not provoke a 
violent or aggressive  response from patients or their visitors. In 
addition, ED staff are required to undertake ‘breakaway’ training, 
while security officers undertake full training in the management 
of actual and potential aggression (control, restraint and break-
away).

Security Related Policies and Procedures.  There 
are a range of security related policies and procedures in place 
designed to support staff safety.  These include the Trust’s 
Security Policy, Risk Management, Incident Reporting, Lone 
Working, Deployment of Armed Police, Management of Violence 
and Aggression, Policy and Procedure for the Use of Restraint, 
Mental Capacity, Confiscation of Illegal Drugs, Treatment of 
Prisoners from HMP Birmingham, and Bomb Threat.  There is 
a local agreement between the Trust and West Midlands Police 
that anyone arrested for violence against staff will be charged 
and not cautioned for the offence.  A procedure for the care and 
treatment of Police detainees is currently in draft along with an 
exchange of information policy.       

Incident Reporting.  Incident reporting is a key part of ED 
security.  The reporting system allows incidents to be tracked 
over time and enables trends in behavior or circumstance to be 
identified and resolved.

Local Security Management Specialist.  The Trust’s 
Security Adviser is the designated Local Security Management 
Specialist responsible for the delivery of professional security 
management work within the Trust.  A significant element of 
this work involves dealing with violence and aggression directed 
towards staff. 

Anticipating and Meeting Future 
Threats To Hospital Security
The recent emphasis on upgrading security by the NHS, Finch 
says, should not come as a surprise. “The NHS is the third largest 
employer in the world and the largest employer in Europe with 
1.2 million employees and an annual  budget of 98 billion pounds 
($153 billion). Because many NHS buildings were constructed in 
an era before the security of public spaces was a national con-
cern, they display various risk factors, such as fragmented sites, 
multiple access and exit points and lack of access control, remote 
parking areas, and poor natural surveillance.  There is currently 
a 45 billion pounds  ($75 billion) new hospital building program 
underway in England.   As part of that program a new hospital 
at Smethwick is currently being planned by the Trust, Finch says, 
security measures utilizing CPTED principles have been integrat-
ed from the outset. It is scheduled for completion in 2015/16.

Today, the number one security priority of the NHS is tackling 
violence and aggression directed towards staff, Finch says. “In 
addition to physical abuse, we still have a massive amount of ver-
bal abuse and aggression directed toward staff that we still need 
to do a lot of work on. We need to change the cultural attitude 
where it is seemingly acceptable to assault a nurse or a doctor 
or accuse them in an aggressive manner when all they are doing 
is trying to help them. It is a society change thing.  We also need 

continued on next page
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to change staff attitudes so that they don’t accept this behaviou\r 
as part of the job and ensure that they report such incidents 
so that they can be dealt with.  Equally, however, our staff must 
ensure that they provide the best quality service to reduce the 
potential for conflict”

LOOKING AHEAD: TERRORISM, 
EXTREMISM, DISASTERS, AND 
THE 2012 OLYMPICS
An RAF security specialist for 19 years, Finch was at one time 
responsible for the security of The Queen, Queen Mother and 
other members of The Royal Family and government officials 
whenever they traveled by air. Additionally, he specialized in 
nuclear security, counter intelligence and counter terrorism.  He 
joined NHS security ten years ago, and is Vice Chairman of the 
National Association for Healthcare Security. Many of the threats 
that concern military security, he says, have their counterparts in 
health service security – including counter terrorism, security at 
VIP visits, the protection of valuable research material and haz-
ardous radioactive materials, toxins and pathogens, and in dealing 
with hostage incidents and bomb threats.

“We have a research facility doing very important work, which 
has to be protected.  On the terrorism side, there are such 
potentially harmful things such as toxins and pathogens in 
Pathology. Put them in a reservoir, and you could potentially seri-
ously harm the local population. We have radioactive isotopes in 
labs, in Imaging and X-Ray. Again, if you have some that are strong 
enough, you could potentially attach two or three to a stick of 
gelignite and you could shut down a railway station or shopping 
centre for  weeks. The big thing we’re looking at and planning for 
in the NHS across the country, is that Islamic extremists are not 
averse to attacking a hospital such as the incident that occurred 
in Mumbai in November 2008 and in Karachi in February this 
year”

Concerning VIP protection, Finch points out that “when we had 
the G-8 Summit here in 1998, we were the receiving hospital for 
President Bill Clinton.”  Looking ahead to the 2012 Olympics in 
London, he anticipates that a number of countries, including the 
US, will train in Birmingham before going to London. Each of the 
teams that are to be based in Birmingham are potential terror-
ist targets.  “On the edge of Birmingham there is a town called 
Tipton and we have what some locally refer to as the ‘Tipton 
Taliban.’ There have been a number of arrests in Tipton of alleged 
Al Qaeda suspects planning attacks on aircraft and that sort of 
thing.  We do worry about some of the extremism that’s going 
on in the UK. If anything should happen in the City, the output of 
that is coming to my hospital.

CASE HISTORY cont.

Website 
Have you visited the members only sec-
tion of the website?  Are you aware of all 
the resources available to members free?  
Visit the members only section today 
and browse the information available to 
you as a member of IAHSS.
 

CHPA Study Powerpoint
Now Available on flashdrive 

Order Today at: 
https://www.iahss.org/Store/Products.
asp#ProdPPT0027
$69.00 +shipping/handling

“When the Sarin poison gas incident in the Tokyo subways took 
place in 1995, some 3,500 people turned up at the nearest hos-
pital and a further 2,000 were treated at other hospitals.  If we 
did have 2-3-4 000 people turning up at the front door—our 
single and most important security issue then becomes  how we 
protect the hospital and the staff and patients inside? Our aim is 
to be open, warm and welcoming. At the same time we must be 
capable of immediately becoming a secure place where you are 
protecting the staff so they can get on with their work.” 

FOR FURTHER INFORMATION, CONTACT:
Peter Finch, Trust Security Adviser. Sandwell & West 
Birmingham Hospitals NHS Trust, City Hospital - Dudley Road. 
Birmingham, UNITED KINGDOM B18 7QH 
Phone: 011-44-121-507-4870. Email: peter.finch@swbh.nhs.uk.
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Greater Awareness 
Of Uses And 
Benefits Of IAHSS 
Guidelines Urged
A lack of awareness by members who are not getting 
the most out of a “unique body of knowledge” now avail-
able to them is reported by Russell L. Colling, CHPA, CPP, 
chairman of the IAHSS Council on Guidelines. There are 
currently 26 basic healthcare industry guidelines in 10 
categories disseminated by the Council to members via 
a membership guidelines handbook and the IAHSS web 
page, Colling says.  

Colling adds, however, that he is disappointed with the 
response to the guidelines by IAHSS members and their 
failure to implement them. “Frankly, I believe the percentage 
of those responding who express almost blanket agree-
ment is too high. We expected more disagreement, more 
feedback along the lines of ‘we tried to implement this and 
it didn’t work out.’ The intention was to provide a living, 
moving document, which we would change every month 
if we needed to.  Now, that we have 26 guidelines which 
are to an extent a unique body of knowledge, we must get 
people to use them, refer to them, tell us what they do 
and don’t like.”  The Council is also very receptive, he adds, 
to ideas for future guidelines.

Accompanying the published guidelines are instructions 
on how to write a draft guideline.  Formed in 2005, the 
Council meets annually to assign new topics and review 
existing guidelines, Colling explains. The guideline prepara-
tion/approval cycle, he says, begins with the selection of a 
topic.  Next, a draft is prepared; third party input is sought; 
a Monkey Survey of members is conducted; the guideline 
is finalized and sent to the IAHSS Board of Directors for 
approval. Following publication, the guideline is reviewed 
and revised as needed.  Because of the different security 
setups of different sized hospitals, Colling says, implementa-
tion is left to the individual facility. “The basic intent of the 
guidelines or objectives is to define ourselves.  Articles or 
training manuals don’t tell the public who we are or what 
to we mean by healthcare security. And we can’t leave it to 
others to define it.”

One healthcare system using the guidelines is the Carolinas 
Healthcare System, Charlotte, NC, which owns, leases or 
manages 29 hospitals in North and South Carolina. Bryan 
Warren, CHPA, Director Corporate Security, says he began 
using the IAHSS guidelines a year ago as part of a security 
assessment process for hospitals with which the System has 
signed management or lease agreements. “Some of them 
are in fairly large urban areas and already have a good 
security program in place,” Warren says. “In places like that 
we just needed to go in and see that there were no obvi-
ous conflicts in policies and procedures and smooth things 
over as far as transition into what our standards were.  
Other facilities, especially the smaller or rural facilities, didn’t 
really have a developed security program at all. It might be 
a maintenance person who also runs the security and land-
scaping.  For those smaller facilities, we needed to create 
some body of reference material that we could use that as 
a measurement of where they are in the scale of perfor-
mance if we needed to get them up a minimal healthcare 
industry standard.”

The first step, Warren says, is any required regulatory 
issue. “For example, the Joint Commission, CMS, our state 
department of health regulations, or OSHA. These are the 
must haves. Like it or not, you have to meet these require-
ments to keep the lights on. A lot of those have security 
basis, like the Joint Commission.”

Next, he says, are the Carolina Healthcare System stan-
dards.  “If we are going into a new facility or even going 
into an existing one, they have to meet our standards.  This 
is where the IAHSS guidelines come in. We took the guide-
lines and a few other documents, such as the NCMEC 
infant abduction outline and guidelines we created – a staff-
ing matrix, a physical security matrix, and a vehicle alloca-
tion matrix. These are recommended. If you are going to be 
part of a CHS security department, you are going to have 
to meet these minimum requirements.  Depending on the 
facility we are going into--we provide them to the person 
responsible for security. We give them a reasonable amount 
of time to review all the documents. We give them a sim-
ple scoring sheet (‘meet all’, ‘meet somewhat’, ‘do not meet’ 
or ‘not applicable’). After they fill out those initial scoring 
sheet, we go in and concentrate on the ‘do not meet’ or 
‘not applicable.’”

“Wherever possible we tie the IAHSS guidelines into 
the regulatory requirements.  For example, the Joint 

continued on next page
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Commission says you have to have a security manage-
ment plan. This a great opportunity to say not only is it 
highly recommended by our organization, but you might 
as well follow IAHSS because it  rolls up into the Joint 
Commission standards. There are few like that.”

Warren reports that initial reaction was one of skepticism.  
“However once we come in after the initial self assess-
ment, and sit down and start the actual survey process 
and explain to them how the guidelines should be viewed 
and how they should be used, we’ve gotten overwhelming 
positive response. They are very appreciative that there is 
a body of knowledge that is already out there that is appli-
cable to healthcare security, no matter where you are.  It’s 
human nature that a lot of people do not like to be told 
how to do things (‘we’ve done it this way and it has been 

IAHSS and Columbia Southern University (CSU) Partnership 
Creates Member Opportunities

Columbia Southern University has designated IAHSS as an Academic and Learning partner.  IAHSS members receive a 10% 
discount in tuition when pursuing a degree with CSU.  It is a great opportunity for members to get that degree they have been 
thinking about.
      IAHSS Certifications can be transferred to Columbia Southern University.  Columbia Southern University will accept the 
below listed IAHSS Certifications as indicated for equivalent major courses or electives. CSU units are referred to as credit 
hours.

IAHSS Certifications CEU CSU Course Hours
Basic Healthcare 
Security Officer

5 Upper level elective 3

Advanced Healthcare 
Security Officer

5
Upper level 
undergrad elective

3

Supervisory 
Healthcare Personnel

5
Upper level 
undergrad elective

3

Health and Safety 
Certification

5
Upper level 
undergrad elective

3

Certified Healthcare 
Protection 
Administrator

5
Upper level 
undergrad elective
Or graduate elective

3
3

Certified Healthcare 
Protection 
Administrator - 
Fellow

8
Upper level 
undergrad elective
Or graduate elective

6
6

CSU has also partnered with the IHSSFoundation and will match one scholarship (maximum $2000) per year for members 
awarded a scholarship from the Ken and Ellie Christian Scholarship program.

no problem’).  We come in and we don’t want to change 
everything. We want to help them be better in what they 
are, and by using the guidelines, we can help make their 
program the best it can be.” 

FOR FURTHER INFORMATION, CONTACT:
Russell L. Colling. CHPA, CPP, Colling & Kramer 
Consultants, 10290 Cr 160, Salida, CO 81201. Ph: 719-539-1045 
fax: 719-539-1045. E-MAIL: lrc@amigo.net

Bryan W. Warren, CHPA, Director Corporate Security, 
Carolinas Healthcare System, 4828 Airport Center Parkway, 
Charlotte, NC 28208. Ph: 704-512-7744 Fax: 704-512-7901. 
E-mail: Bryan.Warren@Carolinas.org  Warren may be contacted 
for copies of the CHS Guiding Principles Self Assessment Form 
and Corporate Security Assessment Tool. 
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Royal Inland Hospital, the last 
of the Interior Health Authority 
hospitals to have on-site, in-
house security, will move to 
a contracted service, Security 
Guard Services Ltd., beginning 
in July, according to Jon Acorn, 
CHPA, manager of corporate 
protection and parking ser-
vices of the Authority which 
operates hospitals in interior 
British Columbia.   Of the 45 
acute care sites operated by 
IHA, which is headquartered in 
Kelowna, 300 miles Northeast 
of Vancouver, seven have on-
site security, and Royal Inland 
was the only one to still have a unionized staff, Acorn 
says,  

In late November, the IHA announced the move to 
replace the security staff.  Twenty-eight people will be 
affected by the layoffs, which are slated for July. The 28 
employees are represented by the Health Employees 
Union.  Under terms of a Canadian Supreme Court set-
tlement agreement, HEU representatives will meet with 
IHA to discuss terms of the layoffs, including retraining.

Going with a contract service, says Acorn, “will achieve 
cost savings of hundreds of thousands of dollars a 
year.” Secure Guard Services Ltd. serves the other sites 
offered by IHA and will take over at Royal Inland. It also 
has a 24-hour monitoring station, which will be used by 
the hospital. IHA is committed to focusing its dollars on 
care, “and we think outsourcing will be more cost effi-
cient,” he maintains.

BC Interior 
Health 

Authority 
Completes Shift 

To Contract 
Security In 

Seven Hospitals

In an interview with the Daily 
News of Kamloops, BC, Acorn 
said, “We’re expecting it (the cost 
savings) will be approximately 
$187,000 annually, which also 
allows us to increase security ser-
vice on site.”  He estimated the 
increase would result in 1.5 full-
time employees, or about 2,000 
hours per year.

The move will also bring consis-
tency across the sites, says Acorn, 
adding “our first and foremost 
concern is safety of the staff and 
patients.”  The unarmed contract 
officers are required to meet 

IAHSS training standards, he reports. 

Because doctors, nurses and other staff at Royal Inland 
have expressed concern about the switch to contract 
officers, Acorn says his organization “will work with staff 
and key user groups.  We want to ensure a high level of 
security.  I personally believe in working with providers 
in partnership. There is certainly concern on behalf of 
staff about a third-party security service.”  Acorn says 
Security Guard Services performance would be moni-
tored through meetings with the company and input 
from hospital staff. 

FOR FURTHER INFORMATION, CONTACT: 
Jon Acorn, CHPA, Corporate Protection & Parking 
Services, Interior Health Authority, 101 2355 Acland 
Road, Kelowna, 
BC V1X7X9. Phone: 250-491-6326. 
Email: jon.acorn@interiorhealth.ca.
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(Randy Stephan is the Chief of Protective Services for Cleveland 
Clinic, where he oversees five functions with enterprise-wide 
reach: police/security; transportation; parking; fleet manage-
ment; and emergency preparedness. In addition to the 166-
acre Main Campus in Cleveland, which houses 50 buildings, the 
Cleveland Clinic Health System includes: nine regional hospitals 
in Northeast Ohio; 15 family health centers; Cleveland Clinic 
Florida; Cleveland Clinic Canada; Cleveland Clinic Lou Ruvo 
Center for Brain Health in Las Vegas; and Cleveland Clinic Abu 
Dhabi. Stephan joined Cleveland Clinic in 2004, initially serving as 
Director of Protective Administration and Services. Before join-
ing the Clinic, he was the Director of Operations and Security 
for the International Children’s Game – hosted by Cleveland in 
2004.  Stephan completed his bachelor’s degree in journalism 
from Bowling Green State University and his master’s in strategic 
intelligence from the Defense Intelligence College. He is a gradu-
ate of both the Army Command & General Staff College and 
the Joint Forces Staff College. During his career with the Army, 
Stephan received the Joint Forces Service Award, the Meritorious 
Service Medal seven times and numerous other awards and 
commendations.)

Q. What changes have taken place in security dur-
ing your tenure at The Cleveland Clinic?
A. Initially, as Director of Protective Administration and Services, 
I partnered with internal stakeholders to implement an estimated 
100 recommendations to improve the security capability of the 
Cleveland Clinic Police Department, and began a transformation 
of the parking operation that would later result in programs, poli-
cies, and services being emulated by other national entities. When 
my role was expanded in 2007 to Associate Chief Security 
Officer, my team developed and executed the plan for off-site 
parking, transportation, and security that supported the esti-
mated 3,000 main campus employees who parked off-site during 
the 2007-2008 timeframe. In this role, I also contributed to revi-
sion and implementation of more than 150 security policies in 
advancement of our goal to gain accreditation in 2010 from the 
Commission on Law Enforcement Accreditation. When I reflect 

An Interview With:

on our department today, the things that stand out are the integra-
tion as a system, both internally in the security department and into 
operations with the hospital. Another high point is our effectiveness 
in crime reduction for the population we serve. The hospital commu-
nity is appreciative of our effectiveness, which comes through in man-
agement support for hiring and training. Our department has also 
adopted a leadership role in best practices, especially through our 
efforts to achieve CALEA accreditation. And our Police Occupational 
Health Benefit is unique in the healthcare arena, and points toward 
our efforts to balance work and health.

Q. What is your department’s responsibility with 
regard to facilities in Cleveland, elsewhere in the 
United States and internationally?
A. The way the clinic has been organized, we are responsible for all 
facets of security at all locations. In remote sites such as the Florida 
Clinic, the security manager there has dash-line reporting responsi-
bility back to us. This allows us to take our best practices and make 
them common for all the hospitals. We don’t have a mother ship 
that does everything right, rather we try to cross talk. We gather and 
share information, we also provide direction and guidance around 
processes such as visitor pass systems, or staffing or response times 
to make some things standardized. In Northeast Ohio we have nine 
hospitals, each with a security manager, the same with Florida and 
the United Arab Emirates (where Cleveland Clinic is now building a 
facility in addition to having one already in operation). Each security 
manager links into our system. We have input into their budget pro-
cess. All the security managers get together monthly to discuss issues, 
including risk. We also have personnel from the main campus who go 
to each site.

Q. How do you assess risk, both at home and abroad?
A. We have a formal, periodic security assessment, using cross-
disciplinary teams. We begin with a kickoff meeting, and then conduct 
an on-site survey with the security manager and others. The survey 
culminates in a risk assessment, which includes looking at local crime 
statistics and incidents. Other areas of risk we consider are patient 
safety and privacy, workplace violence, employee surety and pedestri-

Randy Stephan

On Managing A Multi-Site 
Security System And Creating 
Programs to Help and Inspire 
the Work Force

continued on next page
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an and motorist safety. But our work doesn’t end with the assess-
ment. We then identify opportunities for improvement, form 
recommendations and integrate them into the budgeting process 
and managers’ plans over a period of time. The recommendations 
are prioritized and we work with the hospitals in implementing 
them. When it comes to sites beyond Ohio, we are very mind-
ful in terms of geography and culture. Even in Cleveland, we 
approach our on-site hotel differently from our hospitals. We 
provide security for the hotel and we realize that is a different 
clientele than in a hospital setting. When we look at our hospital 
operations, every year the population goes up (both staff and 
patients). But crime has gone down every year for the past five 
years, and it is down 10 percent in the last year. We focus on risk 
factors we can remove from the environment.

Q. What types of security personnel, training pro-
grams and systems are in place to manage both 
local and remote facilities?
A. We have had a fully commissioned police force since 1987. 
The police department is made up of armed police, armed 
security officers and unarmed security officers. This allows us 
to assign different officers to different situations based on risk. 
Additional personnel include communications officers, technical 
security manager, a locksmith, crime and intelligence analysis per-
sonnel and senior investigators. We recognize that our depart-
ment has received support that is of the caliber of the institution 
itself. As far as training goes, we have adopted IAHSS standards 
and we are working toward Commission on Law Enforcement 
Accreditation (CALEA).  Less than 10 percent of law enforce-
ment in the United States has this accreditation, and if we earn 
it, we would be only the second hospital to receive it.  We’ve 
been working toward it for the past couple of years and we’re 
currently in the application/candidacy phase. We’ve also instituted 
the Police Occupational Health Benefit, which requires a pre-
employment fitness test and annual post-employment fitness test-
ing, along with enhanced medical testing. This pilot program for 
the hospital is designed to identify health issues and then tailors 
fitness and nutrition programs to address them. It gets the force 
healthier, fit and more confident. It also helps with the image of 
the hospital in the community, and minimizes injuries. Very few 
law enforcement agencies have fitness requirements after hiring. 
The program began in 2006 with a team of members from dif-
ferent shifts and levels in the department, and continued to grow 
throughout 2007. For the past one-and-a-half years years, ours 
has been a model department for the program.

Q. Are there particular advances in technology 
that you have embraced to make it easier and/or 
more efficient to manage remote locations?
A. We have leveraged technology, integrating it to be more 
effective. Cameras, alarms and access control systems are inte-
grated. We can remotely do things with access control and cam-
eras in other locations, and that element allows us to be more 
effective. We also use Web-based reporting, so we can compare 
information and do trending and analysis. We conduct Web-

based meetings as well. Because we have facilities across the 
United States and in other countries, when we make decisions 
about cameras, access control and the like, it just becomes one 
of the specifications that we be able to have remote capabili-
ties. And systems are integrated as a practice. Even though we 
are a larger system, we still have to make economic decisions. 
Fortunately, it makes sense for us to do it this way, but we have 
to operate as economically as possible. Every hospital has the 
ability to monitor locally, and then we have the ability to do it 
remotely as a redundancy. Even though we are dealing with dif-
ferent cultures in some cases, it’s not a specific challenge. The 
big consideration in all security situations is to be mindful and 
respectful of people. We don’t take a cookie-cutter approach; it is 
tailored, but it’s not a big challenge.

Q. In the area of preventing and/or reducing 
workplace violence, what is your department 
doing?
A. Within the security function, workplace violence is our 
value-added. Everything we do is based around this. Cleveland 
Clinic has formed a team to look at the issue of workplace vio-
lence, involving 30 members from the nursing, physicians, human 
resources, social work, pastoral care, and so on. It was formed 
about year ago and is focused on reporting, education, awareness, 
human resources policies and a code of conduct. A member of 
the security department is in the group and has a prominent 
role. The policy on workplace violence is to take a zero-tolerance 
approach to it in any form. One of the key outcomes is through 
awareness, we improve reporting and shed light on incidents. A 
sub-team is looking at crisis intervention team calls, and how to 
reduce the incidence of those calls.

Q. What other programs are being spearheaded 
by or have input from security?
A. Unrelated to workplace violence, we are involved in wellness 
and navigation and way-finding committees. I’ve been here five 
years, and since I came in 2004, I’ve been impressed with how 
well our department is integrated into the hospital. We are fully 
engaged and want to share our successes with others. For exam-
ple, because we’ve done a good job in identifying risk, we may be 
able to share our methodology with a broader internal audience. 
On the emergency management side, we were involved with 
H1N1, which cut across medical and clinical disciplines. Within 
the hospital, they formed an H1N1 group and encouraged vacci-
nations for employees and the community, developed a visitation 
policy and managed masks and vaccine. In the case of a major 
outbreak, clinic leadership would gather in the incident command 
center, which has full network connectivity, phone systems, redun-
dant communications and access to camera images.

FOR FURTHER INFORMATION, CONTACT:
Randy Stephen, Senior Director Protective Services, 
Cleveland Clinic, 9500 Euclid Avenue, Cleveland, OH 44195. 
Phone: 216-444-8250 Fax: 216-444-0132. E-mail: stephar@ccf.org
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National security was the focus dur-
ing the First Biennial Home Security 
Summit December 8 to 10, 2009 in 
Wichita, KS.  More than 260 people 
representing police and fire services, 
emergency medical personnel, local, 
state and federal officials were in 
attendance, along with key person-
nel representing hospitals, public 
health, trauma centers and emer-
gency medicine.

Gary Martin, regional hospital emer-
gency preparedness manager at 
the University of Kansas Hospital,  
Kansas City, KS, says the summit was 
an excellent means to learn about 
potential threats to hospitals.  While 
acts of terrorism are often focused 
on major cities and monumental 
acts, such as the plane attacks on September 11, 2001, the real-
ity today is that terrorists are on the lookout for easy targets, he 
points out.

“One of the biggest threats to hospitals in Kansas is independent 
sleeper cells of one or two individuals who go into soft targets 
and do damage,” Martin explains. “Hospitals are usually wide 
open” and present an opportunity for terrorists to enter unde-
tected.  In other parts of the world, the military and others are 
starting to see terrorists target hospitals, he reports.

Need For Integration of Hospitals With 
Other Services Seen
So how can hospitals react to this threat? Martin says it begins by 
taking security seriously, staying on top of annual security analysis 
and risk assessments, and determining where a hospital’s vulner-
abilities may lie. It’s also important, said Martin, to make security 
as visible as possible.  If terrorists are confronted with a show of 
security, they are more likely to seek another, easier target.

“We’re fortunate at the University of Kansas Hospital to have a 
fully commissioned police force,” says Martin, versus the more 
traditional format of contract or in-house security officers.

Integration is another component that was stressed at the sum-
mit, says Martin, as it relates to knowing and interacting with 
other community response partners. If you know your partners 
in advance, he says, there will be better coordination and coop-
eration when an event occurs

To help foster this integration, Martin reports, seats were 
assigned during the summit so everyone could get to know 

members of other groups better, such 
as police, fire, and emergency manage-
ment personnel who made up the 
majority of attendees. Martin said 
because of the summit’s timing in early 
December, many hospital security and 
public health officials were involved 
with H1N1 vaccination programs and 
were unable to attend.  As one of 
seven regional coordinators for emer-
gency preparedness in Kansas, Martin 
says he will be sharing what he learned 
with the 10 hospitals with which he 
works and the regional council.

During the summit, attendees were 
presented with the state’s Homeland 
Security strategy and the goals 
designed to implement it. Among the 
goals were to improve the ability to 

share intelligence and information on all hazards facing citizens; 
enhance the state’s ability to communication and share informa-
tion; strengthen the state’s ability to protect, prevent, respond 
to and recover from all hazards; enhance statewide health and 
medical capabilities; enhance statewide preparedness capabilities 
through collaboration and partnership; and ensure the continued 
protection of critical infrastructure/essential facilities for the con-
tinued delivery of life-sustaining services.

Martin reports that although much was discussed about the roles 
of federal, state and local agencies, there was little mention of 
regional public health and hospital coordination during terrorist 
events. Part of the summit involved having participants respond 
to specific scenarios, saying who they would notify and when. For 
example, one scenario involved a school shooting incident and 
the audience had to say when they would notify the hospital: 
while the event was going on, or after a shooting took place, and 
patients were enroute to hospitals.

Epidemiologist: Hospitals Must Play 
Greater Role In Bioterrorism Exercises
Larry Franken, epidemiologist for the Public Health Department 
of Kansas City, who works in emergency preparedness and pub-
lic health education, says he was surprised how often attendees 
voted to not include hospitals in the initial notification process. 
Like Martin, Franken was hopeful that future summits would give 
more time to the part hospitals and public health play in these 
events.

As a person who deals with health threats from multiple agents, 
Franken says his goal in attending the Homeland Security Summit 
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was to get some better insight into what types of threats they 
may have to confront and if they are prepared to handle them.

“We have a cache of antibiotics here,” he says, and his depart-
ment did a practice exercise on mass dispensing following a pos-
sible anthrax attack. Still, says Franken, what caught his attention 
was just how big a risk bioterrorism can be and how easy it can 
be to weaponize certain agents. Based on what he learned at 
the summit, Franken agrees he would be better prepared to run 
future exercises involving chemical terrorism.

“I have a better idea of how to set up a realistic exercise and 
work with hospitals, EMS and Fire Services to bring them into 
the exercise.” He says he was also made more aware of the drug 
resistancy of some agents, and the realization that they may not 
have on hand what is needed to counteract certain substances.

“We would be the ones to catch an outbreak,” says Franken, 
who gets reports from emergency rooms and laboratories on 
possible epidemics. While he meets with hospitals regularly, meet-
ing other agencies at the summit gave him additional perspective 
on events and what they can expect if something occurs.

FOR FURTHER INFORMATION, CONTACT: 
Gary Martin, MPA, KCEM, EMT, Regional Hospital Emergency 
Preparedness, KS KC Region Hospital Emergency Preparedness 
Manager, Environment of Care Department, University of Kansas 
Hospital, 3901 Rainbow Blvd., Mailstop 3004, Kansas City, KS 
66160. Phone: 913-588-0393. Email: gmartin@kumc.edu. 

Larry Franken, MSPH, Epidemiologist, Emergency 
Preparedness and Public Health Education, Public Health 
Department, Unified Government of Kansas City, KS. 
Phone: 913-573-8867. Email: lfranken@wycokck.org

WATCH OUT FOR:
MULTIPLE TERRORIST ATTACKS THAT 

INCLUDE HOSPITALS
In early February, terrorists in Karachi, Pakistan’s 
largest city, detonated a bomb outside the hospi-
tal emergency room where victims of an earlier 
bombing were brought. A third bomb was found 
in the hospital inside a television set, and was suc-
cessfully defused
     According to media reports, at about 3 p.m, 
on Friday, February 5, a bus carrying mourners 
was blown up as it crossed a bridge by what 
police described as an improvised explosive 
device (IED) fitted on a motorcycle. At least 25 
people were killed and over a 100 injured, most 
of whom were taken to Jinnah Postgraduate 
Medical Centre (JPMC).  About two hours later, 
an explosion took place outside the emergency 
ward of JPMC which was crowded with relatives 
of people injured in the bus blast, paramedics 
and media personnel. An additional 13 persons, 
including three women employees of the JPMC, 
were killed in this blast, and 50 persons injured, 

Investigators said a motorcycle was used also 
in the blast at the hospital.  After the hospital 
blast, volunteers reportedly started searching 
every incoming ambulance and other vehicles 
for explosives, while the strong contingents of 
police present at the place stood by, 
    Two weeks later in Bannu, a city near 
Peshwar in Northwest Pakistan, thirteen people, 
including nine policemen and four civilians, were 
killed and 21 others were injured when two 
suicide bombers attacked a police lineup. A cur-
few was set up in Bannu city immediately after 
the blasts, it was reported, and no one, includ-
ing reporters, was allowed out because to fear 
of more suicide attacks. Hospital sources said 
wounded policemen and civilians were brought 
to the District Headquarters Hospital where 
they were met by security forces who took 
control of the hospital immediately after the 
blast and who searched everyone entering the 
hospital. 
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Joint Commission accreditation isn’t mandatory for long 
term care facilities as it is for hospitals, but, according to the 
Commission, it is a means whereby these facilities can distinguish 
themselves from among the more than 16,000 nursing facilities in 
the United States.  Currently, accreditation has been granted to 
more than 1,100 long term care facilities, including nursing homes 
and skilled nursing facilities, long-term care facilities associated 
with hospitals, and units run by government entities, such as vet-
erans homes. To assist Joint Commission- accredited and certified 
organizations in promoting their special status, the Commission’s 
proprietary Gold Seal of Approval™ can be used on websites 
and external signage as well as certain printed materials
    George Mills, Senior Engineer for the Joint Commission’s 
Standards Interpretation Group, says accredited long-term care 
facilities are required to plan and sustain environment of care 
standards, life safety and emergency management.  This includes 
undergoing a risk assessment, looking at both internal risks and 
safety issues, as well as external ones, such as those presented by 
the neighborhood in which the facility is located.  Oftentimes, he 
says, companies will rely on local law enforcement to help assess 
external risk, providing crime statistics and determining threat 
levels.

Required: A Security Management Plan
Facilities are required to write a security management plan that 
takes into account the risk identified. The surveys conducted by 
the Joint Commissions accreditation team will look at how well 
the facilities are following their security plans, says Mills, and if 
they are being reasonable in taking action against the potential 
risks.
    For example, he says, a facility in a high-crime area may say in 
its security management plan that there is no need to monitor 
visitors to the facility, but that isn’t adequately addressing poten-
tial problems. While the individual facility sets its own standards, 
he says, “When we do a survey, we determine if they are appro-
priately assessing the risk.”
    Under the environment of care standards, surveyors look at 
areas such as safety and security, handling of hazardous materials, 
fire safety, utilities management and medical and lab equipment. A 
security management plan will cover items such as how staff and 
visitors are identified and monitored as they enter and exit the 
building. Most facilities want to limit visitors at certain times and 
under certain circumstances, he says, and both the plan and the 
Joint Commission survey will look at how this is handled. 
    “We ask when we survey how they have addressed identifying 
visitors, and its up to the organization to define that and manage 
it,” he says.

The Need For Access Control, Reporting 
Security-Related Events
Likewise, surveyors will look at how access is controlled to 
secure areas, such as drug supplies or even locked geriatric units. 
“There may not be as many secure areas as in a hospital,” he 
says, but it is based on how the long-term care facility defines it 
in the security management plan.
    Also required are written procedures in case of a security-
related event. “We have to be sure they follow the protocols, 
and if there is an event, that it is documented,” he explains.
     Facilities do receive guidance on creating their plan, but it 
is up to the long-term care facility that is seeking accreditation 
to develop a security management plan it can follow. “If it’s in 
the plan, and they don’t do it, they can risk not getting or losing 
accreditation,” says Mills.
    But, as he notes, a plan that does little or nothing to address 
risk, but is easy to follow, won’t make the grade either.

A Major Objective: Quality Control
Beyond the environment of care standards, life safety and emer-
gency management are also part of what surveyors assess for 
accreditation purposes. This includes evacuation procedures, says 
Mills, who notes that while plans must be in place and practiced 
by staff, “we require procedures to the point of reasonableness, 
so we don’t want to disrupt treatment to do a fire drill.”
    As to who within the long-term care facility is ultimately 
responsible for developing and enforcing the security manage-
ment plan, Mills says it varies by facility. Corporately owned units 
may well have a security director or similar person on staff, he 
says, while others may place the security plan in the hands of 
the facility’s director or head of nursing.  “What I find is that 
once they have a good program, and properly train the staff, it 
works no matter who is in charge,” says Mills.
     While many states have required annual inspections of long-
term care facilities, the accreditation process is about quality 
of care, not just following rules, says Mills. “Inspections tend to 
be black and white,” he says, “while ours (Joint Commission) is 
about quality improvement.” Long-term care facilities receiving 
accreditation hold that status for three years, says Mills, but the 
cycle for maintaining that accreditation is from 18 to 39 months, 
so facilities are not sure when they will be surveyed again. 
    “The results of the surveys are important to them,” says Mills 
of the Joint Commission’s long-term care clients. Together with 
the surveyor, the facilities “discuss processes and make recom-
mendations to improve outcomes.” The results are often part of 
a facility’s quality improvement initiatives, says Mills.

Joint Commission: Security, Life Safety, 
Emergency Management Are Essential To Long 

Term Care Accreditation

For further information, contact:
George Mills, Senior Engineer-Standards Interpretation Group, The Joint Commission, 
One Renaissance Blvd., Oakbrook Terrace, IL 60181. Phone: 630-792-5000.  Fax: 630-792-5005.
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VIOLENCE
Nurse Stabbed by Patient
Seeking Alcohol Treatment
LONE TREE, CO. A patient at Sky Ridge Medical Center, is 
accused of stabbing a nurse while trying to escape the hospital. 
The patient, a family physician from Denver, was at Sky Ridge for 
alcohol treatment when the incident occurred. An emergency 
alert, “Paul Bunyan,” was announced over the hospital’s public 
address system. Staff members came running, including several 
male nurses, according to media reports. They saw a female 
nurse collapse, bleeding into the hallway of the ICU. A moment 
later, the patient reportedly emerged from his patient room 
wearing street clothes and holding a 3.5-inch folding knife.  One 
nurse grabbed a chair, another nurse took a bedside table and 
a foodservice worker rushed over with a 4-foot-tall metal food 
cart and boxed the alleged assailant in as he moved toward the 
exit swinging the knife. Lone Tree Police said several male hospital 
staffers were pinning him down when an officer arrived from 
another part of the hospital. The hospital’s security procedures 
are being reviewed in the wake of the incident, according to 
officials who said the facility doesn’t have metal detectors, nor 
does it automatically search patients’ belongings, even for patients 
entering detox. The wounded nurse was treated at Sky Ridge and 
released. 

Patient Injured In Fight Shot 
In ER By Man Who Followed Him 
There
LAURINBURG, NC. A man who claimed he was the 
patient’s brother has been charged with attempted murder in 
connection with a shooting in the emergency room at Scotland 
Memorial Hospital, according to media reports. Investigators said 
he came to the ER and shot a patient who was being treated for 
injuries he received in a fight at a club earlier in the evening. The 
alleged shooter’s daughter was apparently involved in the club 
fight. Police say he also tried to shoot the patient’s girlfriend, but 
his gun malfunctioned. “He was allowed to go back there, and 
when he got with the patient, he pulled a gun out and started 
shooting. He shot the patient two or three times I understand,” 
said a spokesperson for the hospital. Laurinburg police detained 
Simmons as he tried to leave the building. A lockdown at the 
hospital was lifted around 7:30 a.m., although hospital entrances 
were still being monitored. “For the next few days, partly for 
safety and security reasons and partly on a concern for the staff, 
we will have security around the clock,” hospital administrator 
Greg Wood said.

IN BRIEF:
Security Officer Tackles 
Rifle-Toting Man 
GREATER MANCHESTER, UK. A hospital security offi-
cer tackled an armed man outside the accident and emergency 
department at North Manchester Hospital, according to media 
reports. The 27-year-old officer pinned the man to the floor and 
held him in an arm lock after he staggered into the busy waiting 
room at 2 a.m. and revealed a rifle down his trousers. The officer 
then reportedly tackled the man and disarmed him, restraining 
him until police arrived. No ammunition was found.

Combative Patient Arrested 
After Hitting Nurse 
EVANSVILLE, IN. An off-duty police officer working secu-
rity at Deaconess Hospital had to use a stun gun to subdue an 
unruly patient who allegedly hit a nurse and fought with the 
officer. The patient will face charges of battering a healthcare 
worker and resisting law enforcement, according to an Evansville 
Police Department affidavit. News reports said the ambulance 
crew called ahead to alert the hospital that they were reportedly 
bringing in “a combative patient.” While he appeared calm when 
the ambulance arrived, the crew told the hospital staff he was 
going through withdrawal from opiates. While hospital workers 
were trying to take vital signs he kicked at one, grabbed him by 
the arm and held him down on the bed, but stopped after the 
officer warned him to calm down. About 10 minutes later he 
reportedly hit a nurse in the head with his fist as she was trying 
to check his blood pressure. After struggling with the officer he 
reportedly jumped up and moved toward the nursing staff. The 
officer fired his stun gun at him but missed, but stopped him with 
a second stun gun shot.  He still had to forcibly push the patient 
to the floor to handcuff him.

Husband Shoots Ill Wife 
In Hospital Room
KAILUA, HI. A 71-year-old man faces a charge of second-
degree attempted murder after allegedly firing a plastic flare gun 
at his terminally ill wife at Castle Medical Center. A police affidavit 
cited in media reports says he may have tried to end his life at 
the same time using another loaded orange flare gun filled with 
12-gauge buckshot. The wife suffered only minor injuries when 
she was shot as she lay in her hospital bed.  A Castle nurse said 
she heard a loud bang, went into the woman’s room and saw 
smoke and smelled an odor similar to firecrackers, the court 
document said. She asked the man who was standing at his wife’s 
bedside, what happened, but he did not reply. The wife however,  
reportedly said, “My husband shot me. The nursing staff detained 
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In Brief cont.
the husband until the arrival of a hospital security officer, who 
recovered a brown paper bag inside a white plastic bag contain-
ing two flare guns and a 12-gauge shotgun shell.

Doctors Threaten Strike 
If Security Demands Are Not Met
MUMBAI, INDIA.  A day after two resident doctors and a 
staff nurse of J J Hospital were beaten by the relatives of a patient 
who died, the resident doctors have threatened to go on strike 
if their demand for extra security is not met. The relatives alleged 
the patient died because of medical negligence. The Maharashtra 
Association of Resident Doctors (MARD) members at J J Hospital 
met with  hospital officials to put forward their demands. The 
doctors were attacked by a mob of 25 people after a 50-year-old 
man died of multi-organ failure and haematemesis.  Increasing 
security by deploying officers outside each ward, restricting the 
number of visitors to two and reducing the visiting hours are 
some of the demands put forward by the MARD.  “Of the 150 
posts for security guards in J J Hospital, nearly 106 posts are 
vacant. We want enough security or else we will refuse to work 
till our demands are met,” MARD’s president said.

Ex-Convict Accused 
Of Raping Elderly Patient
SALINA, KS. A local man with a long criminal history was 
arrested, accused of raping an elderly patient at Salina Regional 
Health Center, according to local news reports. Paul Henry 
Parker Jr., 46, was detained by hospital employees and then 
turned over to Salina police officers. Police allege the rape 
occurred about 8 p.m. in the room of the patient, who is in her 
90s. A nurse found Parker in the room when she was checking 
on patients. Other employees arrived quickly, and Parker was 
forcibly detained. When officers arrived, hospital employees were 
holding Parker by his arms, and officers placed handcuffs on 
his wrists. Parker wasn’t a patient in the hospital. He had been 
released a few days earlier from a work facility in Hutchinson, KS, 
and was wearing a global positioning system bracelet as a condi-
tion of his post-release supervision.  

Officers Shoot Man Allegedly 
Stalking Patient
BALTIMORE, MD. A man suspected of stalking a patient at 
Union Memorial Hospital was shot outside the medical facility 
by two members of a warrant task force who were staking out 
the institution after learning he was inside, according to media 
reports. A warrant was issued in mid-January charging the man 
with attempted murder after he stabbed a person outside a 
Royal Farm store in Hampden. The victim was taken to Union 

Memorial Hospital.  Police learned the stabbing suspect might 
try to confront the victim in the hospital, and stationed police 
officers around the perimeter. Hospital security officers also were 
alerted. About 8:15 p.m., two squad detectives with the Regional 
Warrant Apprehension Task Force were outside the main 
entrance of the hospital when they confronted the man and 
warned him to stop. The man ignored their warnings and lunged 
at the officers with a knife and was hit with a Taser that failed to 
subdue the man. At least one of the officers shot the man in the 
leg with his handgun. Though wounded, the man was still com-
bative, and police used the Taser a second time and subdued him. 
Neither officer was injured.

ROBBERY

Security Officer Robbed Of 
Hospital Deposit Money 
PARKERSBURG, WV. Officials with the Parkersburg Police 
said a Camden-Clark Memorial Hospital security officer was 
robbed at gunpoint while he was on his way to make a morn-
ing deposit of the hospital’s money at a local bank. According to 
media reports, while the officer was in Camden-Clark’s north 
parking lot, carrying an undisclosed amount of money, two men 
asked him for some help locking in a car seat.  When the offi-
cer tried to help, one man allegedly pulled a pistol on him and 
demanded the money.

FORENSIC PRISONERS

Deputy, Nurses Injured By 
Forensic Prisoner In Towel Bar 
Assault
GREELEY, CO. A drug suspect made a violent attempt to 
escape from police but was stopped by a deputy who was seri-
ously injured during the struggle. Gregory Trammel, 49, was 
transferred from the Weld County Jail to the North Colorado 
Medical Center after he had cut himself several times in the fore-
arms. While he was in the bathroom changing from his orange 
jail uniform to a hospital gown, Trammel tore the towel bar off 
the wall and began swinging it at Deputy Mark Mellon, according 
to news reports. Trammel hit Mellon in the back of the head and 
bit him on the right arm in an attempt to grab Mellon’s firearm. 
Mellon maintained a hold on Trammell while Trammell continued 
to swing the bar, hitting two female nurses, both in the head. 
One nurse suffered a severe laceration to the back of the head 
and the other nurse suffered a large knot. Mellon was treated in 
the emergency room for his injuries and released. Trammell faces 
new charges of attempted escape, assault on a peace officer, two 
counts of second-degree assault and an attempt to disarm a 
peace officer.

continued on next page
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In Brief cont.
THEFT/LARCENY

‘Creeper’ Arrested For Theft 
Of Over $500,000 In Medical 
Equipment
COLUMBUS, OH. The “hospital creeper” who walked out of 
three area hospitals over two months with $541,300 in medical 
equipment in a suitcase has been charged with felony counts of 
burglary, theft and possessing criminal tools, according to a news-
paper account. Police said they expect more charges unrelated 
to these incidents. Edward Carter, 58, was arrested on Christmas 
Eve when he tried to steal laptops from a second floor  restrict-
ed area at Grant Hospital.  He is also alleged to have stolen 
defibrillators—valued at between $10,000 and $15,000 apiece 
and found for resale for $4,000 each—as well as IV pumps, heart 
monitors and an ultrasound machine. Carter allegedly went to 
the second floor in a restricted area pulling a suitcase and a short 
time later left with the suitcase. Waiting hospital security sur-
rounded him outside the building and found three laptops in the 
suitcase and a bolt cutter. Area hospitals began to notice things 
were missing in November and contacted police who narrowed 
down the thefts to Grant, Riverside and Ohio State University 
hospitals. Hospital officials said they expected to recover 80% of 
the stolen equipment.
 

Hospital Worker Sentenced 
For Bank Fraud, ID Theft
HOUSTON, TX. A former patient care assistant at Memorial 
Hermann Hospital has been sentenced to 60 months in prison 
after pleading guilty to bank fraud and aggravated identity theft, 
according to news reports.  At the time of her guilty plea, the 
ex-employee, who had worked at the hospital for five years, 
admitted she used her employment to steal printouts of patient 
medical records, which included the patient’s name, date of birth, 
Social Security number, address, employment information and 
other personal identifying information. Brown then used that 
information to apply for credit cards without the patients’ con-
sent. 

Hospital Reports Laptop Theft 
From Medical Office
HOUSTON, TX. The theft of a laptop computer from a 
medical office has been reported by The Methodist Hospital 
which has notified 689 persons of the theft from the Smith 
Tower in the Texas Medical Center. Hospital spokeswoman 

Stephanie Acin told news reporters the laptop was taken January 
18. The computer was attached to a medical device that tests 
pulmonary function and contained private health information and 
Social Security numbers. The hospital does not know if anyone 
accessed patients’ information from the computer.

NHS Launches Investigation 
Of Thefts From ‘Easy Target’ 
Hospitals
LONDON, UK. The National Health Service (NHS) has 
launched an investigation into thefts, amid reports criminals who 
see the service as an “easy target.”  Among the items taken  have 
been ambulance satellite navigation systems, patients’ belong-
ings and hospital equipment and laptops. NHS officials told 
a BBC reporter they believe the health service is vulnerable 
because large parts of its estate have to be open to the public, 
and it wants to see if extra measures need to be put in place 
to improve security. Among the items taken have been a mobile 
scanner unit targeted by thieves in Northamptonshire; comput-
ers stolen from London’s St. George’s Hospital, containing the 
details of 20,000 patients; laughing gas taken from Devon’s Torbay 
Hospital; money and photographs stolen from an elderly woman 
in Worcestershire Royal Hospital; and medical equipment, includ-
ing a heart machine, taken from ambulances in Mansfield and 
Bournemouth

Security Officer Arrested 
As Cell Phone Thief 
WAIKATO, NZ. A contract security officer at Waikato 
Hospital is facing charges after covert cameras were used in 
the hunt for a serial cell phone thief. The 20-year-old officer was 
arrested after police searched his home and found cell phones 
allegedly taken from hospital staff and patients, according to 
news reports. He faces five counts of theft. Waikato Security 
chief executive Chris Mangan said audits by the health board 
had not implicated the company in any other incidents of theft 
or fraud during its near 10-year tenure providing security. The 
cameras were installed at the hospital after a review of security 
in October.

Former Trust Security Official  
Sentenced For Theft
BARKING, UK. The former head of security for Barking, 
Havering and Redbridge University Hospitals NHS Trust has 
pleaded guilty to two counts of theft after stealing from cash 
machines in the car park at King George Hospital. Gary Franks 
was given a 26-week jail term, suspended for two years, and an 
18-month supervision order, as well as being dismissed from his 
post at the hospital. The thefts took place in June 2009.

continued on next page
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DRUG ACTIVITY

Dealer/Patient Arrested
In Police Drug Sting 
TORONTO, CANADA. An undercover drug sting at St. 
Michael’s Hospital led to the arrest of Venkat Milligan, 22, a para-
plegic confined to a wheelchair. Milligan, according to newspaper 
reports, was in the hospital for complications from a gunshot 
injury received two years earlier. Allegedly, Milligan went to the 
Second Cup café at the hospital entrance for a pre-arranged 
cocaine deal.  Police who arrested Milligan found a loaded 9-mm, 
semi-automatic handgun in his night table, a bulletproof vest, 166 
grams of marijuana, 6.75 grams of powder cocaine and 99 tabs 
of Ecstasy. 

SURVEILLANCE

Security Officers Issued Body 
Cameras At Three Hospitals 
GOOLE, UK. Security officers patrolling three area hospitals 
have been equipped with equipped with high-tech body cameras 
that are used to record anti-social behavior, including verbal and 
physical abuse. The cameras record digital images in the same 
manner as conventional CCTV systems. Officers using the camer-
as wear high-visibility green armbands to identify them as mobile 
CCTV operators. They also give a verbal warning before they 
begin recording any behavior deemed unacceptable. 

Hospital, Police Agree To Share 
Surveillance Video
BALTIMORE, MD. Baltimore police are teaming up with 
the Johns Hopkins Hospital to share data from security cameras, 
marking the first time the city has partnered with a private agen-
cy to share surveillance footage, according to newspaper reports. 
Video from 136 cameras around the perimeter of the hospital’s 

In Brief cont.
East Baltimore campus will stream into the city’s surveillance 
office under a deal approved by the city’s spending board last 
week. In exchange, Hopkins security staff will be able to access 
video from six city-operated cameras in the area. Although more 
than 100 security officers patrol the hospital campus, violent 
crime from surrounding neighborhoods occasionally spills onto 
the campus. In September, two employees leaving the Kennedy 
Krieger Institute narrowly missed being struck by a stray bullet 
that lodged in the purse of one of the women. The city cameras 
will enable Hopkins security officials to scan the neighborhood 
for everything from crime to fires to traffic jams, it was reported.  
Police already use information from the hospital’s cameras to 
investigate crime, but under the current system, police must 
obtain the footage from hospital security officials, which can slow 
an investigation. A computer program that alerts dispatchers if 
a person falls, runs, loiters, leaves a package or engages in other 
suspicious actions scans the 1,000 cameras on the hospital’s cam-
pus. The hospital is donating the computers and software that 
will be needed to stream footage from the Hopkins
cameras to the financially strapped city.

Hospital Videotape Helps Convict 
Man Who Murdered Three On 
City Street
CANTON, OHIO.  Tape from an Aultman Hospital secu-
rity camera, which recorded an altercation and then a murder 
in the neighborhood bordering the hospital, has been credited 
with helping convict the man charged with the murder. Edward 
Martino, 25, has been sentenced to three life sentences without 
parole for the shooting deaths of three men last May. Martino 
was recorded in an argument with the men on a street corner 
just off hospital property at one a.m. by a hospital security officer 
who had pointed a camera used to monitor the parking deck at 
the disturbance.  He also recorded Martino driving off in a red 
pickup truck. An hour later, the officer was able to record gun 
flashes from the truck and the killing of the men, providing tape 
which corroborated eyewitness testimony.  David R. Dougherty, 
Aultman’s Director of Security/Parking Services, said it was not 
unusual for hospital security officers to monitor what happens 
outside. “If it’s down the street it can overflow onto our prop-
erty,” Dougherty told Fox 8 News.



Somewhere beyond the excitement of the 
Olympic events, the pomp and circumstance 
of the medals ceremonies and the unbridled 
joy of the fans, hospital security and emer-
gency personnel prepared for whatever 
might take place during the 17-day run of 
the 2010 Winter Olympics.

An event the size of the Olympics, which 
ran February 12 to 28 in Vancouver and 
surrounding areas, has the potential to put 
an enormous strain on area hospitals and 
emergency management systems. Don 
MacAlister, CHPA, Executive Director Lower 
Mainland Integrated Protection Services for 
Fraser Health, one of Canada’s leading health 
authorities, is responsible for security across 
four Vancouver-area health entities — and 
EM for one of them — encompassing 24 
hospitals and hundreds of health clinics, some 
of which fall within the Olympic venue.

When looking at the Olympics, MacAlister 
says, there were two perspectives to con-
sider : traditional hospital security and emer-
gency management. Within what he called 
the “Olympic Theater,” there were at least 
five hospitals with elevated security levels, 
and two that were specifically designated as 
having key roles.

Vancouver General Hospital, for example, a 
750-bed facility with a Level 1 trauma center, 
was designated as the destination site for the 
more than 5,500 Olympic athletes and staff, 
their family members and dignitaries. Another 
hospital was designated for handling all visi-
tor needs, and the others played a significant 
supportive role.

Security Planning: A Two Year Process
Setting up the protocols for the enhanced 
security measures for the hospitals was part 
of a two-year process, says MacAlister. The 
idea was to get the health organization ready 
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Hospital Security Goes For The Gold When 
Planning For Winter Olympics 

for the Olympics and any occurrence, rang-
ing from a terrorist act to an outbreak of a 
disease. There were three major exercises in 
which the health authorities participated, he 
says, appropriately named Bronze, Silver and 
Gold. Under the Gold exercise, emergency 
personnel practiced for mass casualty and 
mass decontamination situations. Beyond 
medical, law enforcement, EM and security 
personnel, these exercises involved represen-
tatives for utilities, communications and other 
key agencies.

Within each health authority, emergency 
operations were set up for alert status 
throughout the Olympics, with the emergen-
cy operations center ready to go into action 
at a moment’s notice, he reports. Members 
of the emergency management staff visited 
both Torino, Italy, site of the 2006 Winter 
Olympics and Beijing, where the 2008 
Summer Olympics were held.

No Spike In ER Usage Found
An interesting takeaway from those visits, 
says MacAlister was that the emergency 
rooms at those cities hospitals didn’t experi-
ence a spike in usage during the Olympics. 
Even with all the events and the hundreds 
of thousands of visitors, ER activity actu-
ally declined! And as of Day Six with the 
Vancouver Olympics, the trend has been the 
same, MacAlister notes. The importance of 
knowing that outcome, he says, helped with 
planning how and where to use medical and 
security staff, which was at a premium during 
the games.

“For us, our goals were to maintain a safe 
and secure environment.” Hospitals within 
the Olympic Theater reduced some regu-
lar activities, re-scheduling some surgery 
so there would be adequate capacity for 
the Olympic demand. While the Olympic 

Organizing Committee was responsible for 
overall security, MacAlister says there was 
coordination between security for the games 
and within the hospitals.

Dealing With Special Problems
The hospitals all use contract security staff, 
notes MacAlister, and there was concern 
that existing hospital officers would be lured 
away to work for competing security firms 
on other Olympic venues. “We use three 
vendors and do about $15 million in business 
with them,” he says. “They had to develop a 
strategy to retain staff during the Olympics.” 
Fortunately, he reports, they didn’t lose staff 
to the Olympics.

But security did need to ramp up its efforts, 
not just being aware of threats, but deal-
ing with issue such as language difference. 
With athletes and visitors from more than 
80 countries, security personnel needed to 
know how to access interpreters in a hurry, 
says MacAlister.

Like MacAlister’s team, UK healthcare secu-
rity representatives of the 2012 Summer 
Olympics, which will take place in London, 
have been having discussions with him about 
the Olympic experience. And when every-
thing is wrapped up, MacAlister says he is 
happy to share his lessons learned with his 
security and emergency management coun-
terparts across the pond.

For further information, contact:
Don MacAlister, CHPA, Executive 
Director Lower Mainland Integrated 
Protection Services for Fraser Health, 8521 
198A St., Langley, British Columbia V2Y OA1. 
Phone: 604-455-1307, ext. 741262. 
Fax: 604-455-1319. 
E-mail: Don.MacAlister@fraserhealth.ca.
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In April 2008, an evening admissions clerk at New York 
Presbyterian Hospital was arrested following an internal audit. He 
was charged with stealing information on some 50,000 patients 
and reportedly sold those records with Hispanic names to an ID 
Theft ring in Atlanta. 

•In October 2009, a laptop computer was stolen with per-
sonal information on 943 patients from Children’s Hospital, 
Philadelphia, PA, including Social Security numbers. The laptop 
containing the password-protected information was taken from 
a car outside of an employee’s home.  As a result, the hospital 
provided the affected families with the services of a monitoring 
agency that looks into identity theft.

•That same month, at Aurora St. Luke’s Medical Center, 
Milwaukee, WI, more than 6,000 in-patients received a letter of 
notification that their names, Social Security numbers, birth dates 
and some medical identification information could have been 
compromised because of a stolen laptop. The computer was 
taken from a locked office in a physician’s office building adjacent 
to the hospital. While no evidence surfaced that the information 
had been used, those affected were offered free credit protec-
tion.

•A laptop stolen November 30 from a University of California 
at San Francisco employee and recovered January 8 contained 
the medical information for about 4,400 patients. The laptop was 
stolen from a worker at the university’s School of Medicine and 
contained data for certain patients treated at the UCSF Medical 
Center in 2008 and 2009, including name, medical record num-
ber, age and clinical information. Other files from the employee’s 
previous employer, Beth Israel Deaconess Medical Center, Boston, 
MA, were also on the laptop.

•Last year, the FBI got involved with an investigation into a secu-
rity breach at University Medical Center, Las Vegas, NV, in which 
an employee was accused of selling ER “face sheets” contain-
ing names, birth dates and Social Security numbers of accident 
patients from to attorneys looking for clients. Investigated as a 
violation of the Health Insurance Portability and Accountability 
Act (HIPAA), the alleged crime had both legal and fiscal impli-
cations. HIPAA violations can bring fines up to $250,000 and 
jail time, while under the Health Information Technology for 
Economic and Clinical Health Act, or HITECH Act, passed as part 

How Protection Security Professionals Can Assist It In 
The Battle Against Compromised Patient Information

of the economic stimulus package, medical providers who fail to 
protect patient data can be fined as much as $1.5 million total by 
federal agencies.

DataLossDB.org, a research project of the Open Security 
Foundation, an organization that reports on electronic security 
breaches and other incidents of data loss from around the world, 
reports that four of the 10 most recent reported breaches 
involved healthcare organizations. And, as the above examples 
indicate, these breaches often are the result of employee care-
lessness or criminal intent rather than any IT failings. In this 
report, we’ll focus on what should be a growing role for protec-
tion security professionals in preventing and reducing costly viola-
tions of patient privacy laws.

YORK: ‘REMEMBER THE BASICS OF LOSS 
PREVENTION’
If there is a good news story in the loss of personal data, it’s 
that in most cases it isn’t through malicious designs on people’s 
information, but rather occurs through carelessness. “These are 
crimes of opportunity,” says Tony W. York, CHPA, CPP, Senior Vice 
President, Healthcare Security Services, Denver, CO. “It’s not a 
trend that the workplace is targeted for data,” he says, but rather 
that people have let their guard down, either at work or with 
information that is work-related that goes offsite with them.

“We have to remember the basics of loss prevention,” York 
stresses, which begins with securing personal belongings and not 
leaving items unattended in the workplace.  For those who carry 
medical records on their laptops, good password protection is a 
must, he says, using a mix of letters and numbers and changing 
the password every 30 to 45 days.

Data that resides in data centers or server firms needs physical 
security beyond the basic lock. Often this means having protec-
tion security measures such as a key and code, proximity card 
and code or card and a biometric, he says. Video surveillance on 
high-risk areas is another safeguard, he adds.  Access should be 
limited to those with a need to gain entry into the secure area, 
such as information technology personnel, and among those indi-
viduals background checks can signal potential problems, he says.

For equipment that is mobile, such as laptops and mobile com-
puters in emergency rooms and on medical floors, RFID tracking 
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systems could be the means whereby equipment that does go 
missing can be more easily tracked. Computers on wheels need 
to be cabled or otherwise locked into place so they don’t walk 
away, says York.
“The reality, he is that certain employees will need to down-
load patient information and work outside of the hospital. But if 
everyone is drilled on how best to safeguard the information and 
the equipment it is on, the chance of patient data theft can be 
minimized.”

WARREN: SETTING UP A PHI TASK 
FORCE
While hardware can keep the wrong element out of sensi-
tive areas, safeguarding information requires active participation 
and vigilance on the part of everyone involved.  Bryan Warren, 
CHPA, Director Corporate Security, Carolinas Healthcare System, 
Charlotte, NC, is a proponent of a pro-active approach toward 
ensuring the safety of patient health information (PHI) through 
established policies and procedures.

At Carolinas Healthcare System, he says, “we began a multi-
disciplinary team with members from IT, human resources, medi-
cal records, risk management, security and the legal department.”  
The program began in 2007-2008.  This PHI Loss Prevention Task 
Force was designed to reduce the loss of information as well as 
minimize the risk when a loss does occur.

Steps that can be taken, says Warren, don’t need to be expen-
sive or time consuming.  One of the first acts he undertook, he 
says, was setting up Google alerts that informed him of PHI or 
HIPAA-related security breaches. “I can look at the issues (behind 
the thefts) and get the lessons learned for free,” he says, as well 
as getting a sense for how often such breaches occur. “The best 
mistake to learn from is someone else’s,” he explains. “Then they 
can ask themselves: Have we thought about this issue and how 
are we addressing it?”

Another low-cost measure, says Warren, was the creation of wal-
let cards for security staff members that are imprinted with the 
contact information for reporting a laptop or other information-
related theft to the appropriate in-house staff.  The cards spell 
out what steps the victim needed to take, such as reporting the 
loss to information security personnel and compliance officers.

Among his staff, says Warren, security officers create an instant 
report on the theft and forward it to the IT department, as well 
as getting the usual theft report from the victim.  As part of the 
health system’s annual continuing education program, there is a 
mandatory module on security with a section on identity theft 
and PHI, says Warren.  The computer-based training program 

involves more than 20 modules altogether, he says.
A couple of times during the year, employees receive a Hot 
Topics Newsletter, with information on security-related issues. 
Warren says they focused for one issue on laptop and portable 
device security and a follow-up look at common Internet scams 
that could compromise personal information.

During their patrols of the medical facility, security officers will 
leave reminder cards on the desks of individuals who have left 
their laptops unattended about the potential problem this causes, 
and will close and lock office doors so equipment isn’t compro-
mised. There are also hang tags, he notes, that can be used as 
well as friendly reminders. Warren also worked with local law 
enforcement and the hospital’s legal department to create a 
pamphlet on how to deal with requests from police for patient 
information. There are both HIPAA and PHI issues involved, he 
says.

Within the first year of the task force’s existence and its educa-
tional efforts, Warren says they experienced a 66 percent reduc-
tion in theft or loss of information. “We still have an occasional 
issue,” he says, “but the problem has been significantly reduced.” 
And, he adds, “We have gotten down to almost zero (incidents) 
due to negligence.”

Warren recalls an incident several years ago in which a former 
employee was implicated in identity theft. His department assist-
ed local police in investigating whether the information stolen 
had originated at the hospital. “That was a good wake-up call for 
us,” says Warren. “We worked with information systems security 
and our corporate compliance department on what to do if 
there is a data breach.”

The IT security department has its own policy on the use of 
portable devices outside of the workplace, says Warren, which 
addresses what can and can’t be taken off site. All portable devic-
es have data encryption, he adds, to safeguard the information if 
it is lost.

When it comes to security issues on his radar, Warren says PHI 
loss “is on our top 10. PHI loss has the potential to be huge,” he 
says, although he adds that the actual incidence of occurrence 
is lower than predicted.  “We get very few crimes of opportu-
nity at the medical center,” he says. “We’ve come a long way in 
building a culture of security. We can have the best firewalls and 
security software, but until you get across the importance (of 
safeguarding information) to the staff level, it won’t work.”

MACALISTER: SECURING AN 
EVOLVING SYSTEM
As medical records have evolved, so too has the role of security 
in safeguarding them, says Don MacAlister, Executive Director 
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Lower Mainland Integrated Protection Services, Fraser Health, 
Langley, British Columbia. In his 20 years in healthcare system 
security, MacAlister says the business has inched ever closer to 
becoming a paperless system, with all health information digitized.

Originally, he says, secure design involved the storage of files and 
records within the hospital. Paper files wound up in filing cabinets, 
often in an open environment where many people had access 
to them. When it become clearer that the information needed 
some level of protection, files were locked and secure areas 
created within the hospital, protected by access control and/
or CCTV.  The next evolution, says MacAlister, was the need to 
create barriers between people and records because of privacy 
laws that protected patient information. But on the other hand, 
he says, there were also freedom of information laws that gave 
patients access to their own information.
The final stage, and the one with which security personnel are 
currently dealing, is the move toward technology: How to deal 
with patient information stored on PDAs and laptops, and what 
to do when that information is lost or stolen?

Although technology is taking hold, MacAlister says paper 
records haven’t gone away. “We’re still transitioning,” he says, “and 
there will be requirements that hospitals hold on to paper for 
redundancy purposes.” Often these paper records are stored 
in remote areas that may not be considered a high-risk area. 
However, says MacAlister, it’s important to treat this area and the 
information in much the same way hospitals regard the pharmacy 
or nursery.  “One solution is to apply physical security technol-
ogy to replace people (security officers),” he says. Hospital can 
implement security systems that record what comes and goes 
in medical records storage, and even go so far as to secure the 
area with an intrusion alarm that sounds unless it is disarmed by 
a combination of proximity card and key code. 

“We tend to look at our resources as limited, and when left 
to decide what are our priorities, we err o the side of people,” 
notes MacAlister, so the focus is on putting personnel in the 
emergency room, mental health floors, ad the like. “So the ques-
tion is: What’s left to protect the other areas with assets?” And 
the answer, says MacAlister, is deploying physical security mea-
sures.

In Canada, the Freedom of Information and Protection of Privacy 
Act (FOIPAA) is the equivalent to the American HIPAA, says 
MacAlister. The need to protect information under the law has 
required hospitals to build records areas similar to pharmacies, 
with restrictions on who can access certain areas, he says. In 
addition, he says, health organizations have an individual whose 
job it is to deal with requests for information under FOIPAA, 
“which requires us to be more open to the public so they can 
access their own information, while at the same time protecting 
it from others.”

As records migrate to electronic only status, MacAlister says 
organizational policies also need to follow suit. It can be as simple 
as making sure individuals lock their keyboards when they leave 
their desks, or secure password-protected devices. “The organiza-
tion needs to have a culture that reinforces the message that it is 
each individual’s responsibility to protect the information, but also 
to report infractions or the loss of electronic information,” he 
says. Reporting shouldn’t be viewed as a negative or something 
that will get someone in trouble, but rather an important step in 
the process.

Like York, MacAlister acknowledges that information has to be 
mobile these days. Home healthcare workers take both paper 
and electronic files with them, “so there needs to be measures 
to secure that information along the way,” he says, such as 
encryption for electronic data. When there is an incident, says 
MacAlister, security’s role depends on the severity of the infrac-
tion. A laptop that is misplaced, but quickly found, is more likely 
to be handled through IT channels rather than security, he says. 
“We get involved when there is a significant breach,” he says. The 
role of security is investigative, looking at how information can be 
recovered and what the source of the loss was, he says. 

The bottom line, says MacAlister, is that “the move to a paperless 
environment is an inexorable march, so the challenge will only 
grow. We need to focus our attention and resources on getting it 
right. The days of files cabinets are behind us,” he says. “We need 
to have good electronic security and work with information man-
agement IT on policies and communications.”

STANKEVICH: PUTTING 
TECHNOLOGY TO WORK
Securing patient information is increasingly being aided by the 
technology that secures people and physical assets within the 
healthcare arena.  Jim Stankevich, CHPA, Business Development 
Manager-Healthcare, Software House/American Dynamics, Keene, 
NH, says with the advent of HIPAA, information protection has 
become paramount, whether it’s at the hospital reception desk, 
the nursing station, among staff members or visitors. Computers 
containing patient information can’t be left unattended, but 
not everyone remembers to log off when they walk away. 
Fortunately, says Stankevich, one of the newer devices available 
is a bracelet that is tied into the computer system, so when the 
individual wearing it walks away, the computer logs off.

Visitor management systems are a means whereby contractor, 
vendor and visitor movement can be restricted and tracked with-
in a facility, helping to keep people out of areas where patient 
information is stored. And within those restricted areas, he says, 
most facilities are requiring some form of two-party authentica-
tion, such as a credential and a biometric like a fingerprint or iris 
scan. 

Special Report continued 
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From a hospital’s standpoint, information breaches are a huge 
concern, he says. Increasingly, the IT department is taking the 
lead, working with security, but accessing its bigger budget to 
put IT-related safeguards into place, he says.  One of the more 
recent developments involves RFID tags that have been used 
in hospitals to track large pieces of equipment, says Stankevich. 
Boundaries can be set so if the equipment leaves the floor or 
crosses a threshold, an alert is made.  It can also be tied into the 
camera system, he notes. This same technology, says Stankevich, is 
available for laptops and other computers, reducing the likelihood 
that a theft can occur. 

RFID IN ACTION IN A HEALTHCARE 
SETTING
Workstations on wheels, which are appearing with increasing fre-
quency within hospitals, are one of the key assets that are being 
tagged with active RFID technology, says Tammy Moore, Senior 
Vice President-Client Success,  Awarepoint, San Diego, CA, which 
specializes in asset-tracking technology for medical institutions.  
If a tagged workstation leaves a designated area, be it a unit or 
floor within the hospital, or exits from a door or loading dock, an 
alert can be sent to appropriate staff, explains Moore. Usually, she 
says, workstations are restricted to a specific unit or floor and 
alert sent via text, pager or Blackberry go to unit secretaries or 
nurse managers who are keeping track of the equipment. But if 
the workstation continues down a path toward an exit, or actu-
ally leaves the building, a separate escalated alert can be sent to 
Security, which would be able to respond to the possible theft.

Moore says in many cases both the workstation itself and the 
computer that resides on it are tagged separately. The tags are 
about the size of a business card and are about ½ inch thick, 
she says, making it easy to tag laptops and computers. Among 
Awarepoint’s clients, she says, 75 percent to 80 percent are 
tagging their computers on wheels.  Less likely to be tagged at 
this point, she says, are individual laptops, in part because many 
of them are used beyond the confines of the hospital. The tag-
ging system is tied to a mesh network that operates within the 
hospital itself, so items that leave can’t be followed.  However, 
she says, some facilities do want to know the status of every 
computer, even those that can be removed from the building.  In 
those instances, she says, they may set parameters that monitor 
how the computer is leaving the building (i.e. via the loading dock 
instead of the employee exit) or the time of day (2 a.m. vs. busi-
ness hours).

“We have some clients who get very detailed,” she says, espe-
cially with equipment used by certain individuals who have access 
to sensitive information.

FOR FURTHER INFORMATION, CONTACT:
Tony York, CHPA, CPP, Senior Vice President, HSS, 900 S. 
Broadway, Denver, CO 80209.  Phone: 303-603-3101 Fax: 303-
282-4202 E-mail: tyork@hss-us.com

Bryan Warren, CHPA, Director Corporate Security, Carolinas 
Healthcare System, 4828 Airport Center Pkwy., Charlotte, NC 
28208. Phone: 704-512-7744. Fax: 704-512-7901. E-mail: Bryan.
Warren@carolinas.org.

Don MacAlister, CHPA, Executive Director Lower Mainland 
Integrated Protection Services, Fraser Health, 8521 198A St., 
Langley, British Columbia V2Y OA1. Phone: 604-455-1307, ext. 
741262. Fax: 604-455-1319. E-mail: Don.MacAlister@fraserhealth.
ca

Jim Stankevich, CHPA, Business Development Manager-
Healthcare, Software House/American Dynamics, 63 Emerald St., 
Suite 601, Keene, NH 03431. Phone: 603-847-3080. Fax: 603-
847-3079. E-mail: JStankevich@tycoint.com

Tammy Moore, Senior Vice President-Client Success, 
Awarepoint Corp., 225 Broadway, Suite 1670, San Diego, CA 
92101. Phone: 858-345-5246. E-mail: info@awarepoint.com.
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New Medical Center 
Provides Opportunity 
to Build Security Plan 
From the Ground Up
What began as a groundbreaking ceremony back in Oct. 2006, 
recently culminated in the opening of the Western Maryland 
Regional Medical Center, Cumberland, MD.  The new facility, 
which offers 585,000 square feet of interior space over seven 
stories, 275 hospital beds and a 955-space parking garage, 
opened November 21, 2009.  when equipment, patients and 
staff moved from Braddock Hospital and Memorial Hospital, 
two long standing Western Maryland Health System facilities in 
Cumberland.

Safety-Security Involved In Planning 
From Day One
For Glenn Emerick, CHPA, director of safety-security services for 
the WMHS, the building of the Regional Medical Center provided 
an opportunity to participate from Day One in shaping the hos-
pital’s security. Emerick says he was one of about 300, including 
physicians, administrators and employees, who worked on teams 
making recommendations for the hospital. Safety-Security was 
involved in multiple groups or teams, he says, specifying security 
concepts, equipment placement and functionality, including cam-
era systems, access control, infant security and officers.
    “I participated in all the meetings and brought my manag-
ers into some of them,” says Emerick. Emerick’s team also was 
involved in security at the building site, during the move and with 
special events. “We had a little to do with everything, from the 
groundbreaking to a black tie gala event for donors to the proj-
ect prior to opening.”
    Making decisions on what to specify for security equipment 
involved a multidisciplinary group, he says, including personnel 
from security, IT and facilities. Emerick reports he also worked 
with his vendors and the project’s architect on camera placement 
and other security specifications. 

A Dispatch Center With 130 Cameras 
Monitoring The Campus 24/7
Because “every square inch of the hospital counts,” Emerick says 
the security dispatch center was located outside the medical 
center in a building across the highway. “We have most of our 
technology there,” he says, adding the center is manned 24/7. The 
building is accessible via a footbridge across the highway.  Inside 
are three 52-inch flat screen monitors that can view cameras and 
also have the capability to instantly receive images when a panic 
alarm is sounded. A security office in the main lobby contains 
another 52-inch monitor for camera viewing, and GE navigational 
software allows access to cameras via laptops as well.

    Within the new system, Emerick says they have 130 cameras 
monitoring the campus, all of which are digitally recorded using 
15 DVRs. This is a substantial increase from the 52 cameras at 
the two previous hospital sites. The cameras are a mix of digital 
and analog, he adds. Although the initial plan was to reuse some 
of the cameras at Braddock and Memorial, “we realized that with 
the cost to remove, reinstall and certify those cameras, it was 
less expensive to buy new equipment.” The cameras at Memorial 
were removed and have been transferred to Braddock and a 
long-term care facility, he says.
    Panic alarms were installed throughout the hospital to assist 
staff with emergency response, adds Emerick. High-profile areas 
are connected to the camera program and will cause video to 
pop up on the monitors if a panic alarm is activated. Exterior 
parking emergency phones were installed throughout the four-
level parking garage, he says.
    Security-sensitive areas such as the nursery, labor and delivery 
and pediatrics are covered by an additional security system to 
monitor infants and children. 

Tracking Equipment And
Wandering Patients 
Equipment is tracked through the Versus monitoring system. This 
system not only keeps track of misplaced equipment, but can 
notify security staff when a valuable machine gets too close to 
the access door. “This serves as a real plus for service technicians 
locating equipment,” says Emerick, “as well as security in its loss 
prevention activity.”

Enlargement of the screen of 
an RFID tracking device used 
to report locations of tagged 
equipment.

The recently opened Western Maryland Regional Medical Center, 
Cumberland, MD, which replaced two existing hospitals, contains over 
585,000 square feet of interior space, 275 hospital beds and a 955-
space parking garage. It is monitored 24/7 by 130 cameras, accord-
ing to Glenn Emerick, CHPA, Director of Safety-Security Services,  who 
reports that the new facility is protected by a security staff of 18.1 FTE 
officers, compared to the combined staff of 24.6 previously.

continued on next page
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    Patients waiting for an outpatient procedure are also moni-
tored via the Versus tracking system. If someone leaves the area 
for the food court, health system staff can track that and more 
easily locate people for treatment. Versus can also be used for 
tracking patients who tend to wander, such as elderly Alzheimer’s 
patients.
    Emerick says four treatment rooms in Emergency Services 
are equipped with a lock down feature to isolate equipment as 
needed.

Access Control Of 148 Doorways
Access control is handled through a proximity card system that 
covers 148 doorways in the medical center. In addition to all 
exterior doors, access control is required for departments and 
areas such as the pharmacy and medicine rooms, labor and deliv-
ery, infant care, emergency and surgery. Some departments such 
as intensive care and respiratory used to be more open, says 
Emerick, but they are now controlling access to those areas as 
well. 
    He reports the access plan has evolved since the hospital 
opened. “We planned where we wanted it, then we sat down 
with the area directors about how they wanted the doors to 
function,” including times when they will be opened or closed, 
and then programmed the system accordingly.

Handling Photo IDs And Badging During 
and After Hours
In the past, says Emerick, human resources personnel handled 
photo IDs and badging. Now that service is part of the secu-
rity function for the medical center. Just prior to the move, he 
reports, they had to create new badges for 4,000 employees. 
Fortunately, they were able to convert the existing database and 
used the old photos. Every five years employees will have to get 
new badge photos.
    Visitors who come in after hours – 8:30 p.m. to 6 a.m. – will 
be issued temporary IDs from a central access point in the 
emergency department that is staffed by security personnel. 
Vendors, meanwhile, are issued IDs through Vendormate. By 
going online before they visit the hospital, vendors can submit 
a profile and photo. When they come to hospital, kiosks in the 
lobby can be used to print a badge that notes who they are visit-
ing, the time and the areas they can access.

Consolidation of Staff In A Single Site
With the joining of two hospitals into one, Emerick said there 
was a consolidation of his security staff. Before, he says, the secu-
rity team consisted of 24.6 FTE employees covering the two 
existing hospitals and the construction site. Off-duty police were 
used during the nighttime at the construction site during the last 
six months of the project. 
    The current staff was reduced to 18.1 FTE personnel, consist-
ing of 11 full-time officers, 11 part-time officers, two relief offi-
cers, one manager and one director.  All personnel are employed 

by the health system, he says, and are equipped with handcuffs 
and pepper foam. Most are long-term employees, reports 
Emerick, who himself began at Memorial and has been in man-
agement for 30 years.
    While the new building resulted in consolidation of staff, 
Emerick says that process actually began back in 1996. The area 
was experiencing a decrease in population, so it was decided 
to merge the services of the two existing hospitals.  Security, 
he reported, was one of the first departments to do this via an 
interview process. The move to one campus with one schedule is 
actually helping, he finds, as previously part-timers especially were 
finding themselves working at all three sites.

‘Mock Training Day.’ Preparing For 
The Real Thing
One of the biggest challenges for Emerick and his team was 
November 21 – the day of the move. But even before that day, 
he and his department participated in orientation programs so 
personnel could find their way around the new building, and 
familiarize themselves with the systems and processes.
    During the planning phase, says Emerick, “we did a lot of tours 
and even scavenger hunts to help people find their way around 
the building.”  On a “mock day” a few weeks before the actual 
move, all the systems were tested involving hundreds of staff 
members. Local organizations assisted as well, acting as patients 
and visitors. The staff practiced all of the emergency codes: red 
for fire, pink for infant abduction, grey for missing patient, green 
for combative situation, purple for security only, and blue, MET 
and PET for medical situations.
    “We did a fire drill, simulated a combative situation; we did all 
of the codes twice (from an inpatient and outpatient perspec-
tive) to give everyone a sense of how to handle things.” 

New Medical Center cont.

Glenn Emerick, CHPA, Director of Safety-Security Services at 
Western Maryland Health System, (center) talks with staff on 
the mock training day for the new Western Maryland Regional 
Medical Center.

continued on next page
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Credit Card Authorization.

Keep Card On File ?    Yes____  No_____

Company Name

Card Number

Exp. No       CCV #

Address 

 Zip Code

Card Holder Name ___________________ Phone No. ___________

By signing this agreement I am authorizing Quick Signs,Inc. to charge my credit card.

Authorized Signature

422 Treasure Drive 
Oswego, IL 60543 
630-554-7370  Fax 630-554-7372 
www.QuickSignsinc.com

The Day Of The Move: Mission 
Accomplished 
When move day came, security personnel were in place at all 
three locations: Braddock, Memorial and the new medical center. 
Two staff members were assigned at each location to provide 
traffic and pedestrian control during the departure and arrival of 
ambulances, in addition to two other officers who were on duty 
at the existing hospitals and four on duty at the new facility.
    The day began at 5 a.m., he says, with the first patient trans-
port occurring around 6 a.m. By noon, Braddock was closed and  
the  Memorial move got under way. Memorial finished before 
4 p.m.  Emerick said they worked closely with local and state 
agencies on traffic movement, which included both ambulances 
and box trucks. Thirty ambulances, hired from a private company, 
were used to move patients. Through a command center in the 

Allegany County Incident Command Vehicle, he could watch 
“moment by moment movement.”
    “We were also able to monitor road and traffic conditions 
between the hospital sites.” Emerick says.  As the existing hos-
pitals were emptied, security staff worked with facilities staff to 
secure all exterior doors, remove existing signs and install signs 
noting the closure of the hospital.

FOR FURTHER INFORMATION, CONTACT: 
Glenn Emerick, CHPA, Director of Safety-Security Services, 
Western Maryland Health System, Western Maryland Regional 
Medical Center, 12500 Willowbrook Road, Cumberland, MD 
21502. Phone: 240-964-2999. Email: gemerick@wmhs.com

New Medical Center cont.
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IT’S HERE!
Order your 
copy today!
$59 per copy

The 4th Edition Basic 
Certification exam 
will be available until 
July 1, 2010.  Please 
plan according.

IAHSS Newsletter
3/31/2010
1617052-MIPC22943
SHAHEA
4.875” x 9.5”
Suzy Jackson v.2
JL

Achieve new heights of excellence in your career 
with a renowned health system admired nationwide. 
Team up with people who will respect and support 
you. And be rewarded with the kind of benefi ts and 
opportunities that really matter day after day. Here 
at Shands HealthCare in Gainesville, Florida.

SAFETY MANAGER
The selected candidate will manage the Corporate 
Environment of Care Program including Safety, 
Life Safety, Hazardous Material and Waste and 
Emergency Preparedness. Requires Bachelor’s 
degree in related fi eld and 3 years safety related 
experience with 2 years in a management position, 
preferably in the healthcare industry. Experience 
may be substituted for degree. Experience to 
include knowledge and application of The Joint 
Commission Standards, OSHA standards, NFPA 
codes, AHCA or equivalent state licensure agency 
standards and EPA requirements. Excellent 
communication and presentation skills are required, 
as well as competent computer skills. Certifi cation 
as Asbestos Contractor/Supervisor desirable.

This is where you can do your life’s work. And do it 
better than ever before.

Apply online, referencing job #5725, at: 

Shands.org

EOE M/F/D/V. Shands HealthCare supports a drug-free workplace. the BEST of LIFE

theBESTofLIFE.
MeansGoodWork.
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Have you ordered 
your copy?

Risk 
Assessment 
Toolkit

This Risk Assessment Toolkit and guide has sample 
forms to help you with the task of assessing risk 
within your facility.

$49.95 available 
on CD only Quantity  

Subtotal 
Shipping/handling 
9% of order 
7.75% tax (IL only)

Total 

IAHSS Risk 
Assessment 
Toolkit CD

Remit to: 
IAHSS 
P.O. Box 530 
Glendale Heights, IL 60139 

Ship to: (Please print clearly) 

Name

Title

Facility

Address

City/Province

State

Zip/Postal Code

Telephone

E-mail

888-353-0990 
Fax 630-529-4139 
ww.iahss.org

New Edition Of 
‘Classic’
Available From IAHSS 
At 30% Discount

Through special arrangement with 
the publisher, the new 5th edition 
of Hospital and Healthcare Security 
is available from the IAHSS store 
for $55.95, a discount of 30% off the 
list price.  The new 2009 edition, 
co-authored by Russell L. Colling, a 
founding member and past-president of 
IAHSS, and IAHSS past-president Tony 
W. York, contains some 50 to 60 percent 
new material than the 4th edition which 
was published in 2001, the authors 
report.
    According to the publisher, Colling’s 
foundational work, hailed as a classic 

by educators, healthcare executives, 
and security professionals since it was 
first published, has been reorganized 
and rewritten to cover new healthcare 
security topics and issues, particularly 
in licensing, regulatory requirements, 
litigation, and accreditation standards. 
    The authors have included a full range 
of corresponding examples, not only 
from the US healthcare system but also 
from national healthcare systems in UK 
and Canada. The 700-page hardcover 
text also expands Colling’s coverage of 
legal and operational issues. Also new 
to this edition is a quick-start section 
for hospital administrators who need 
an overview of security issues and best 
practices.
    Members can purchase the book from 
IAHSS online by credit card, check, or 
purchase order. Log in at www.iahss.org 
and go to IAHSS Store-Products.
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Order Today!
Basic Training Manual for Healthcare 
Security Officers – Canadian Version
ISBN #978-0-9742334-7-5
Manual and certification exam available only 
electronically, must be purchased as a package.

Package Pricing
Tier 1 – 1-9 @$110 per package
Tier 2 – 10+ @$99 per package

www.iahss.org

IAHSS Training Briefs

Remit to:
IAHSS
PO Box 5038
Glendale Heights IL 60139    
888-353-0990 
Fax 630-529-4139 
www.iahss.org

Ship to: (Please print clearly)

Name      Title

Facility     Address

City/Province    State              Zip/Postal code

Telephone    Email

$49.95 available on CD only
The IAHSS Trainings Briefs are 10-15 minute training segments for use alone, at 
department staff meetings, or any other presentation you choose. They can also 
be used as refreshers for staff to insure that competency is maintained.

      
Quantity             TotalIAHSS New Training Briefs

Subtotal
Shipping/handling 9% of order

7.75% tax (IL only)
Total



Purchase the 
5th Edition 
of the Basic Training Manual 
for Healthcare Security Officers
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1-24 manuals @ $43.95 each
25+ manuals @ $36.95 each

Go to http://www.iahss.org/PDF/IAHSS_Basic_Training_Manual_Contents.pdf 
for complete details.

For ordering information go to: 
https://www.iahss.org/Store/Products.asp#Prod0016

Been waiting 
for the updated 
Basic Training 
Manual?

The wait is over!
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healthcareconsultants.com

Independent Consultations:        Training Programs:
•	 Facility	Reviews
•	 System	Reviews
•	 Contract	to	Proprietary
•	 Contract	Specifications
•	 Transition	Management
•	 Management	Coaching
•	 Expert	Witness	Services

•	 “Best	Practices”	Workshop
•	 Terrorism	and	Healthcare
•	 Infant	Security
•	 Violence	in	Healthcare
•	 Risk	ID	&		Mitigation
•	 Customized	Programs

Healthcare Security Consultants, Inc.
Fred Roll, MA, CHPA-F, CPP, President/Principal Consultant

Associate Consultants
Bill Farnsworth MA, CHPA, Tom Smith, CHPA, CPP

Jon Lobaczewski, CHPA, Tom Griffin, CHPA
3535	Cottonwood	Circle,	Frederick,	CO	80504
Phone:		(303)	250-1479		Fax:		(303)	651-9481
Email:		FredRoll@RollEnterprises.com		

Web:		www.HealthcareSecurityConsultants.com

Healthcare Security Consultation/Training

Return Service Requested


