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Letter from the President:

Leading Excellence in Healthcare Security, Safety and Emergency Management continued on page 2

Fellow IAHSS members, partners and friends,

The 44th annual AGM and conference was fantas-
tic, and I wish to thank everyone who helped to 
make it such a huge success. The legendary Las 
Vegas Flamingo set the stage for another extraor-
dinary IAHSS event including nationally known 
speakers, incredible exhibits, and an amazing 
awards ceremony honoring the best of the best in 
our industry.  Attendees represented areas from 
across the US, Canada, Australia, the Bahamas and 
we are continuing to expand and have made the 
“I” in IAHSS an important objective as we con-

tinue to develop and evolve. To all those that were able to attend, thank you
so much for your support and dedication to the Association and for enriching
your own healthcare security, safety and emergency management careers. For
those that were not able to attend, I hope that you will be able to join us next
year at the 45th annual AGM which will be held in beautiful Myrtle Beach,
South Carolina. Our conferences continue to get bigger and better every year
thanks to our amazing members and dedicated partners and we are becoming
the “must attend” conference for those in the healthcare security and safety
profession. 

We have a lot of exciting things going on in the Association, including the new
Security Design and Renovation Guidelines for Healthcare Facilities, our new
Facebook and LinkedIn pages, several new innovative relationships with groups
such as the Emergency Nurses Association and Reed Expos and inventive
membership benefits such as a new affiliation with American Military Univer-
sity as a learning partner, adding to our already incredibly successful relation-
ship with Columbia Southern University. As an Association that is focused
upon our members and the improvement of the professionalism of our indus-
try, we are constantly researching new opportunities to increase our services
and benefits and expand our already impressive body of knowledge and influ-
ence in the realm of healthcare security and safety.

Bryan Warren, CHPA
President
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As I mentioned at the AGM, there are many, many peo-
ple that work very hard to make our Association suc-
cessful and without our volunteer leaders and partners
we could not hope to have achieved so much in the
way of accomplishments and advances that benefit us
all. I would like to thank all of our volunteer leaders
from my fellow Board members to our Councils and
Commissions to our Regional Chairs and Chapter offi-
cers, our wonderful partners and their incredible sup-
port and of course Evelyn Meserve and Nancy Felesena
without whom none of this would be possible.  I would
also like to thank and recognize all of our longtime
members and previous volunteer leaders, who laid the
foundation upon which we continue to build. 

Speaking of Foundations, I would be remiss if I did not
take the opportunity to remind everyone to continue
to support Ed Stedman and the Board of the IHSSF and
all of their amazing research and benevolent works.
Through their tireless efforts this group is truly making
a positive difference and they deserve all of our admira-
tion and respect. Simply being associated with the
Foundation and their incredible works encourages me
to be a better person. Their value is beyond measure.

I want to express my sincere gratitude to everyone for
their constant support and engagement and for making
the IAHSS such a thriving professional organization.  I
look forward to a very productive year as we work to-
gether to protect those that they may heal.

Respectfully,

Bryan Warren

Executive Director’s Letter
Can you believe we are at   
the half way point of 2012?    
The AGM in Las Vegas was a   
great event.  The attendees 
enjoyed professional speak-
ers, the latest technology and   
networking with colleagues.    
Planning has already started   
for 2013!

The release of the new Healthcare Safety Professional
Certificate Program was announced at the AGM.  The
electronic manual is available in the IAHSS store on the
website.  If you are new to healthcare safety or need a
reference book, this is for you.  We thank the authors
who contributed valuable time and energy to create
this fantastic program.

We continue our outreach to other organizations/asso-
ciations.  IAHSS will be exhibiting at the upcoming
WCDM (World Conference on Disaster Management)
and at the ASHE (American Society for Healthcare En-
gineers) annual meeting.  The collaboration with ENA
continues and we hope to see you at the Workplace Vi-
olence Summit in Chicago.

The new edition of the Advanced manual will be re-
leased later this year.  The updated manual provides the
latest training materials for your officers.

Have you joined our Facebook and LinkedIn groups?
Information is posted frequently at both locations and
our members are enjoying the networking opportuni-
ties.  We hope you will join them!

I hope you have a wonderful summer.  Remember to
enjoy family and friends, take time to celebrate the
beauty around us.

Always,

Evelyn Meserve, CHPA             
Executive Director

2012 IAHSS Board of Directors

President – Bryan Warren, CHPA

President Elect – Lisa Pryse, CPP, CHPA

Vice President Treasurer – Marilyn Hollier, CPP, CHPA

Vice President Secretary – David LaRose, CPP, CHPA

Member At Large – Roger Sheets, CHPA

Member At Large – Martin Green, CHPA

Immediate Past President – Jim Stankevich, CHPA
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KEVIN COX 
GREG CRIVELLO 
MATTHEW D. CROCKER 
MICHAEL CROSBY 
WILLIAM D. CUTTER 
JOHN D. D'AGOSTINO 
GLENN DAHIROC 
MATTHEW M. DANIEL 
TOM L. DAVIS 
REYNER DE ARMAS 
JOSEPH DELICATA 

JUSTIN DEMONE 
CHARLES E. DESROSIERS 
AMRINDER DHINSA 
MIKE DORRIS 
KEN DREPAUL 
THOMAS ECHSNER 
CHAD E. ELLIS 
REBECCA FALLON 
JEFF FLETCHER 
RICH GALLAGHER 
JAMIE GAYTON 
DOUG P. GOODE 
JONATHAN R. GRIFFITH 
WHITNEY GUERBER 
ADRIAN E. GUTIERREZ 
JASON HASTINGS 
WAYNE A. HEBB SR. 
JACK HENDRICKSON 
RAYMOND A. HITCHCOX 
STEVE F. HOFFMAN 
JASON A HRELEC 
GINGER HUNNEYMAN 
JAY T HUNTER 
JACKIE D JOHNSON 
TIM J. JONES 
NICHOLAS KACZOR CPP
SANDEEP S. KAHLON 
CHAD KALYK 
NICK KOITSOPOULOS 
DON R. LAIDLAW 
ARNOLD LEMAY 
JOSEPH J. LEONETTI SR. 
FRANCOIS LESSARD 
DAVID A. LESTER 
PETER LESTER 
JOHN LITTLEFIELD 
MATTHEW LITWIN 
KRISTINA MAIR 
MARC MALABANAN 
DENNIS P MATFUS 
STEVEN MAXWELL 
MARVIN J. MCCABE 
JEANETTE MENDOZA 
EDUARDO A. MONTEZ 
JOSE MORALES 
REUBEN MURTI 
VALERIE OBEN 
NICO OUD

JOEL P. PARK 
ROBERT A PASINGER SR. 
DAVE PATTERSON 
WILLIAM P. PENDLETON 
ADAM PEREZ 
MARK C. PETERSON 
SANDI PEVAC 
LAWRENCE R. PHILLIPS 
JOSHUA R. PHIPPS 
JAMES T. RADER 
MICHAEL REID 
RANDY RENO 
MATT RICE 
ROBERT E ROOT 
DAN ROY 
MICHAEL SAAD 
TOM SANDERSON 
MARC B. SANO 
ROBERT E.J. SCHUTTE 
DAVID W. SENIOR 
NAZAMODIN SHEHABUDDEEN SR.
CARLOS M. SILVA 
EDWARD SLOWEY 
MARK M. SMITH 
DANNY R SOLA SR. 
KENNETH J SOLOSKY 
ANAMARIA SPITERI 
JOSHUA A. SUTTON 
GARY H. SVANDA 
THOMAS TAGGART 
STIAN G. TAULE 
JULIE TAYLOR 
DANE TERRY 
MATTHEW J. UNDERWOOD 
DARRYL UPDIKE 
GENNARO V. VECCHIO 
CHRISTOPHER B. WADE SR. 
MICHAEL S. WEBER 
MARK WELDON 
MICHAEL F. WELLS 
ROBERT WHITFIELD 
THOMAS M. WIGGONTON JR. 
ALBERT WILLIAMS 
MARTIN WILLIAMS 
KIRK WOODRING 
ANDREA L. WRIGHT 
JOHN J. WRIGHT 
CRAIG T. YATS 

Welcome New Members

New CHPA’s
CHRIS ANDERSON
JOHN ANNESE
MICHAEL W. DUNNING
JOHN S. GASKILL

CHRISTOPHER HARPER
TERRY L. JONES
TIBOR KOVACS 
CHRISTOPHER SCOTT

MARK McCORMICK  
BRIAN W. RENNER  
ROY WILLIAMS III



4 International Association for Healthcare Security & Safety

directions IAHSS

Volume 25, Number 2

Insuring A Successful VIP Patient
Stay:  Planning And Teamwork

The birth of a daughter to two high profile celebri-
ties in January and the resulting negative publicity for a
world-renowned hospital has cast new light on the
problem of VIP patients and the special demands made
on hospital security to insure the protection of the VIP
on one hand, and maintaining the ebb and flow of the
hospital's orderly operation on the other. 

The providing of special services for the rich and fa-
mous will no longer be limited to a few hospitals like
the Cleveland Clinic, New York-Presbyterian/Weill Cor-
nell, or Cedars-Sinai, according to Nina Bernstein, writ-
ing in the New York Times on January 15, 2012. "The
phenomenon is escalating here and around the country,
health care design specialists say, part of an interna-
tional competition for wealthy patients willing to pay
extra, even as the federal government cuts back hospi-
tal reimbursement in pursuit of a more universal and af-
fordable American medical system," she writes.  As one
specialist in health facilities is quoted in the article as
saying, “these kinds of patients, they’re paying cash —
they’re the best kind of patient to have. Theoretically, it
trickles down.” 

Beyonce Gives Birth To A Daughter 
And Worldwide Media Coverage

The Times article followed local and worldwide cov-
erage of the birth to the Carters--superstar singer Bey-
once, and her husband, Jay-Z--of their first child,
daughter Blue Ivy, at the Lenox Hill Hospital in New
York City on January 7. This included complaints, ac-
cording to the Times, by a couple who were visiting
their twin daughters in the neonatal intensive care unit
at the hospital that, when they tried to leave the sixth-
floor unit to go home, a "burly" security guard suddenly
blocked their way. "The familiar area outside the neona-
tal unit had been transformed: partitions had been put
up, the maternity ward windows were completely cov-
ered, and even the hospitals’ security cameras had been
taped over with paper. Guards with Secret Service-style
earpieces roamed the floor."  This was allegedly the first
of a series of indignities that they and several other

non-celebrity maternity patients say they experienced
over the weekend, the article continued, as Lenox Hill
Hospital went all-out to protect the privacy the
celebrity patient and her family,.

In response to what he said was misinformation
being circulated in some news media reports, Lenox
Hill Hospital Executive Director Frank Danza said in a
statement that "the suggestion that the couple paid
$1.3 million to rent an entire maternity floor is simply
not true. The family is housed in an executive suite at
the hospital and is being billed the standard rate for
those accommodations… The family does have its own
security detail on site. However, the hospital has been
and continues to be in control of managing all security
at the facility. We have made every effort to ensure min-
imal disruption to other families experiencing the births
of their own children over the past three days. No se-
curity plan that we or the Carter’s security team put in
place would have prevented or delayed families from
gaining access to the Neonatal Intensive Care Unit
(NICU), and to date, no families have complained to the
hospital about being denied access to the NICU."

Scaglione: 'Planning' Is The Key

Bernard J. (Ben) Scaglione, CHPA, CPP, Director,
Health Vertical Market, G4S Security Solutions, Jupiter,
FL, says the formulation of a successful VIP risk assess-
ment program boils down to a single word--"planning."
Scaglione, who formerly was Director of Security at
New York Presbyterian Hospital-Weill Cornell Campus,
says his department participated in well over 100 VIP
patient stays--world leaders, celebrities, TV and movie
stars.  At G4S, he serves as an in-house consultant to
the company which has some 100  client hospitals
across the country. Scaglione is co-author of an article
in the Journal of Healthcare Protection Management
which provides details of the four phases of a VIP pa-
tient risk assessment survey-- Formulating the Pre-
Event Assessment; The Advance or Walk-Through
Survey; Developing the Security Services Needs Assess-
ment; and Framing The Contingency Plan. 

"Planning is the key," Scaglione says. "And it's not
just a security problem. It requires participation of
nursing, administration, and all the other support serv-
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ices necessary for a VIP stay.  When a VIP comes in, you
tend to move patients who may be in their rooms to
begin with. That's where you have difficulty. It's not only
unfair for those patients. It can produce bad publicity.
It's really planning on when they are coming in, how
they are coming in, and being willing to commit to it. In
the case of a baby delivery, you have a general idea of
when the baby's coming. What you need to do in that
window of time is leave those rooms empty. Of course,
you are losing revenue during that time, but you're not
shifting people around to accommodate the VIP.  Usually
you have a week to plan that the space is available, mak-
ing sure the area is secure, all the people that need to
be there are there, and all the people who shouldn't be
there are not there." 

It is really important, Scaglione adds, that you estab-
lish a relationship early with the VIP's people. "In some
cases, it's a private security company.  In other cases it's
a publicist or business agent. Hold a series of meetings
to talk about the details--where the security is going to
be, how much security is necessary. "There should be a
number of walkthroughs with the security company and
the security director, so that each understands the
other's needs and policies," he advises.

Coming Up With A VIP Security Plan In Three Days

Sometimes, however,  you do not get as much as a
week to prepare for a really important VIP. That was the
assignment given to David G. LaRose, CHPA, CPP, Man-
ager Of Education/Security, Memorial Hermann Health-
care System, Houston, TX, when he was given three
days notice to come up with a security plan for the ad-
mittance of Rep. Gabrielle Giffords (D., Ariz) on January
21, 2011. Representative Giffords had been shot in the
head on January 8, and was being transferred from Uni-
versity Medical Center, Tucson, to Memorial Hermann-
Texas Medical Center. She would be treated there and
at TIRR Memorial Hermann until June 16, almost five
months later. Although not on the VIP "Circuit", TIRR
Memorial Hermann has been ranked one of the top-five
rehabilitation hospitals in the country by U.S. News &
World Report for 21 years, specializing in the field of
head trauma. LaRose emphasizes that other MH System
officials may have had more advance notice than he had.

Once notified, La Rose says, he met with the system
executive of security to get answers to a number of
questions such as, "What is the mission of the uni-
formed security services? What was going to happen on
the medical side and on the facility side?  What would
security's role be in collaboration with the multitude of
agencies that would be involved?" 

Then, LaRose adds, he had to step back and ask him-
self what resources he needed.  "What do I need to es-
tablish guidelines and standard operating procedures?
Do I need to incorporate or develop?  I had to go back
and look at our staff and determine who had had expe-
riences with VIP patients or had had special training and
interpersonal skills. We pride ourselves on having a very
diversified staff and they were well-suited role we were
to play--basically to monitor and control access into
the facility."

Controlling Access

Rep. Giffords came with her own protective detail,

TIRR  Memorial Hermann Hospital, TX, where Rep. Gabrielle

Giffords underwent head trauma rehabilitation for several

months. The Memorial Hermann Healthcare System's uni-

formed security force was responsible for facility access con-

trol working with other law enforcement agencies to provide

VIP protection as well as insure uninterrupted services for

regular patients, families, and visitors. 
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LaRose reports.  "We were to be the first line for anyone
coming in.  From there, we began a visitor access control
procedure. We clearly set ourselves at security access
points at all the entrances. We were there in uniform to
meet and greet. A quick process was developed of check-
ing with security, letting us know what you're coming to
the building for. We signed everybody in and acknowl-
edged where they were going on a daily visitor system so
that way everybody had to be checked in with us. We
would clearly know with the visitor access badge that we
gave you where you should be in the building."

LaRose adds that "we not only were protecting the
congresswoman. We also tried to be respectful and ac-
commodating to all other patients that were there, as well
as the comings and goings of visitors and their friends. We
had to find a management style and a median that would
not impede upon anybody." It worked out very smoothly,
he reports. "It all comes down to providing a quality cus-
tomer service, be very empathetic to medical needs and
procedures and basically to our customers."

Working With The Press

Security's role was not to interact with the large press
and media contingent that came to the hospital, LaRose
says. "We have a public relations department which had a
Press Information Office. Basically everything that had to
do with press relations was funneled to those individuals.
The PR people told us where they were going to give
their daily briefings or their hourly briefings and we were
basically just guiding people to the right place. We also
pointed out to the press where they could set up their
trucks. We have a very good PR Department and like most
facilities had staging policies already developed. 

Dealing With The Fans And The Curious

You will always get the fans and curious, LaRose says.
"That's why we had our layer of security presence right
there at the entrances so that when they walked in and
said 'we would like to go up and show our respects,' we
would explain politely that was not possible. But we al-
ways had contacts for them, someone on her congres-
sional staff or aides or websites. We had things that were
left, like flowers and cards, and the family was always ap-
preciative. That was the value of close relations with her
staff."

Preventing Employee Breaches

LaRose is particularly proud that in the almost six
months of Rep. Giffords' stay, there wasn't a single incident
of unauthorized employees accessing her medical records
or otherwise invading her privacy. "That went from the
top down and the bottom up," he says.  "Everybody is em-
powered and entrusted to take on an area of moral obli-
gation to protect the culture of our hospital. You have to
credit the CEOs of all of the facilities. They were very
open with the information that they could provide to the
staff. They stressed that all of us were important to the
success of our mission, that somebody from housekeeping
was just as responsible as a nurse or a security officer. We
all had ownership and responsibility." 

LaRose: 'Teamwork' Is The Key

LaRose credits teamwork--clarifying and identifying
each entity's responsibility and establishing clear areas of
collaboration and communication--as the key to the suc-
cess of a VIP mission. "The Capital Police had their  re-
sponsibility. Houston PD had its responsibility. MH
Security had its responsibility.  Then we all worked to-
gether through  briefings and  points of contact. The lead
agents had all of our numbers. We had theirs. It became a
very tight group. They could call us any time day or night
and we could call them. It's very smooth when everybody
comes together and each one has their own area of re-
sponsibility and handles their own mission, from the secu-
rity officer walking the hallway to the CEO. "

FOR FURTHER INFORMATION, CONTACT:  

Bernard J. Scaglione, CHPA, CPP, Director,  Health Vertical Mar-
ket, G4S Security Solutions,1395 University Blvd Jupiter, FL
33458. Phone: 646-675-5956. E-mail bscaglio@gmail.com

See Vol. 27, No. 1, 2011, page 43, of The Journal of Healthcare
Protection Management, for the article, "Aspects of Hospital 
Security: Protecting the VIP, " by Bernard J. Scaglione, Anthony
Luizzo, and Michael Walsh.

David G. LaRose, CHPA, CPP, Manager of Education/Security,  
Memorial Hermann Healthcare System;  929 Gessner #2621,
Houston, TX 77024. Phone: 713-242-2764  fax: 713-242-2793. 
E-mail:  David.Larose@memorialhermann.org

See Vol. 24, No. 2, 2011, page 17 for an  interview with Harry 
Kirlin, Security Director, University Medical Center, Tucson, on
"Security’s Response Following The Shooting Of Rep. Gabrielle
Giffords."
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New Wireless Panic Alarm 
System Pinpoints Employee 
Location Anywhere On 
Hospital Campus

A wireless mobile duress system, that, with the
pressing of a pendant button, provides immediate notifi-
cation when help is needed and directs responders to
the exact location of the call anywhere on a hospital
campus, indoors or outdoors, has been introduced by
Inovonics, Louisville, CO, a leading manufacturer of
wireless pendants, transmitters, repeaters, receivers and
control modules.

Called Radius®, the system, according to Mark 
Jarman, president of Inovonics, offers complete campus 
coverage with its high power repeater wireless net-
work. With notification flexibility, it coordinates the de-
livery of the alarms to the right recipients, he says. "In a
transmission time of 20 milliseconds, it can send text
and voice messages to multiple modes of communica-
tions-- to security personnel or designated executives
and administrators via desktop computers, smart
phones, pagers, two-way radios or other devices."  It
can also be used to signal that a larger, more wide-
spread concern is taking place somewhere within the
hospital setting thus indicating an early warning/preven-
tion of a "lock-down" situation via the broadcast alert
function, he adds. Radius, Jarman, says can be integrated
with existing hospital networks and communications
platforms, or operate stand alone. It also offers easy re-
porting for regulatory compliance--i.e response times,
who responded, etc. 

One of the first users of Radius, he reports, is Avera
Queen of Peace Hospital, Mitchell, SD, a 120-bed,
300,000 square feet facility with 620 staff members,
which previously had a duress system in place in the
main hospital building. Glen Vilhauer, operations super-
visor at Avera Queen of Peace, reports that “with Ra-
dius, we have been able to expand the coverage of the 

duress system beyond the main hospital building to
outlying clinics and parking lots.  This means our staff 
reaps the benefits of Radius beyond the walls of the
hospital building.” Jarman sees current intrusion and
panic alarm systems as basically building based systems
and limited as far as personal security is concerned.
"Many hospitals have a panic alarm system for ER em-
ployees.  But if the employee goes to radiology or an-
other department on another floor, or is in a stairwell,
and sounded an alarm, responders would be sent to the
ER. With Radius, the alarm is identified with the em-
ployee and his/her actual location."

Cost of a hospital-wide system ranges from $200 to
$400 per panic button or covered individual, Jarman
says. Installation of the wireless system can take place
over a weekend once the persons to be notified have
been determined by the customer.

FOR FURTHER INFORMATION, CONTACT: 

Mark Jarman, Inovonics, 397 S. Taylor Avenue, Louisville,
CO 80027. Phone: 303-939-9336. Toll-Free: 800-782-
2709. Fax: 303-939-8977. E-mail: sales@inovonics.com

Glen Vilhauer, Operations Supervisor, Avera Queen of
Peace Hospital,525 North Foster, Mitchell, SD 57301-
2999.  Phone:  605-995-2000
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SECURITY OFFICERS CHARGED WITH
MANSLAUGHTER, SUED, IN FATAL TAKEDOWN 
OF PATIENT 
GRANITE CITY, IL. Two security officers who were re-
straining a patient at Gateway Regional Medical Center
have been charged with involuntary manslaughter in
connection with his death.  According to local news
media, the patient, 42, had been taken into custody by
sheriff's deputies after breaking down a door of a
home. He then was screened for medical problems and
given medication for anxiety in the emergency room at
Gateway Regional before a planned transfer to the hos-
pital's psychiatric unit. He reportedly was angry and un-
cooperative when the officers tried to move him and
was wrestled to the ground, then held there for about
four minutes until he quit resisting. Investigators at the
coroner's inquest said the officers thought the medicine
had taken effect but medical personnel soon recognized
that he was unresponsive. They said it did not appear
the guards wanted to hurt him.  The inquest termed his
death as accidental. The patient's wife is seeking a judg-
ment of more than $600,000, plus costs from, the two
officers, and a third who she claims suffocated her hus-
band after restraining him for too long. 

MEDICAL CENTER SETTLES LAWSUIT 
OVER DEATH OF MENTALLY ILL PATIENT
A woman who sued Cape Fear Valley Medical Center
last year after her mentally ill son died in the Emer-
gency Department has reached a settlement with the
hospital, according to local media reports. Terms of the
agreement were not disclosed. Her suit against Allied-
Barton, the company that employed the security offi-
cers, remains pending. The woman's son, a 27-year-old
schizophrenic, died after security officers in the Emer-
gency Department restrained him. One of the officers
put Andre in a choke hold, according to the lawsuit. A
medical examiner determined that he died of asphyxia-
tion, court documents stated. The incident triggered an 

investigation by CMS which withdrew a decision to ter-
minate federal insurance reimbursements after the hos-
pital made a number of security improvements.

SECURITY OFFICER INJURED 
IN HIT-AND-RUN OUTSIDE HOSPITAL
ST. LOUIS, MO. A security officer at Barnes-Jewish
Hospital was reportedly injured in front of the hospi-
tal's  emergency room after being dragged by a car, ac-
cording to local media. The car reportedly pulled up
with a badly injured man inside. After the injured man
was taken into the ER, the officer attempted to stop
the driver from leaving so police could inspect the car,
but the driver took off.   Police on the scene reported
they recovered the car and driver a couple blocks away. 

SECURITY OFFICER SUCCEFULLY APPLIES
HEIMLICH MANEUVER TO SAVE VISITOR
AURORA, IL.  A security officer at Provena Mercy Med-
ical Center is credited with saving the life of a woman
visitor when he successfully applied the Heimlich ma-
neuver to dislodge a piece of food from her throat. On
break from his 3 to 11 p.m. shift in the near empty pre-
dinner hospital cafeteria, 19-year veteran Christian Pfis-
ter acted when he saw a woman struggling to breathe
at another table. The woman, who had been visiting her
grandson, was choking on a piece of hamburger and her
daughter had unsuccessfully tried to apply an abdominal
thrust.  Pfister's actions restored normal breathing as a
Code Blue sounded and physicians and nurses rushed
to the cafeteria. Pfister said he has been certified in first
aid for 20 years and was re-certified a few months ear-
lier, but  this was the first time he had to test his skills. 

FIRED SECURITY OFFICER ARRESTED AFTER
THREATENING HOSPITAL 
BELLINGHAM, WA.  A fired security officer at St.
Joseph Hospital has been arrested after threatening to
use his knowledge of security weaknesses to "take out
the whole hospital and everyone in it." The officer, 28,
according to local media reports, had been employed at
the hospital for about four years, and had been notified
twice in two weeks that he was under investigation by

IN BRIEF:

OFFICER ACTIONS AND REACTIONS

continued on next page
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the hospital, according to charging documents filed in
court. The documents did not state what the investiga-
tion was about.  The officer was arrested after he told a
fellow employee that if he were fired, he would "take
out as many people as he could," including his security
supervisor, according to the charges. The accused offi-
cer put emphasis on his training with hazardous materi-
als, the documents also say. The officer also had a
concealed weapons permit. He told the fellow em-
ployee that he kept a gun in his car, according to the
charges. Security officers at the hospital are unarmed. In
a statement, a hospital official said, "as soon as we
learned of the potential threat we took decisive action
to safeguard our campus and have been working in col-
laboration with the police to provide enhanced secu-
rity."

SECURITY SUPERVISOR ARRESTED
AFTER DRUG RAID OF HOME
BAKERSFIELD, CA. A security supervisor for Kern
Medical Center has been arrested along with three
other men following a raid on his home by Sheriff's Of-
fice investigators, according to local media reports. The
investigators seized 12 pounds of metamphetamine,
plus guns, ammunition, and more than $3,000 cash. The
Sheriffs Office estimated the 12 pounds of meth to be
worth about $500,000. The supervisor worked for
Trans-West Security which is contracted by the hospi-
tal. Hospital officials said he had a clean background and
drug check prior to being hired. All three men face a
total of 18 counts of several charges including: conspir-
acy, weapons trafficking, transporting drugs, drug pos-
session and sales. Each suspect has a bail of a million
dollars.

HOSPITAL SECURITY OFFICERS TASER
PATIENT WHO ATTACKED SIX PERSONS
ST. CLOUD, MN. Security officers at St. Cloud Hospital
subdued a patient with a Taser after he assaulted six

persons in  the emergency room, two of them seri-
ously. The victims included a hospital security officer,
four patient care staff members, and a patient, according
to a police report. The patient, 28, became combative
and didn't care who he was striking, police said. Police
officers, who were called to assist security officers, ar-
rested the patient, who had a prior conviction for
armed robbery, according to local media reports. He
was charged with two counts of third-degree assault
and four counts of fifth-degree assault. 

SEARCH OF PATIENT'S BAG FOR DRUGS 
FINDS 'LIVE' BOMB
UNION, SC. Members of the Sherriff's Office bomb
squad, responding to a call by a security officer at Wal-
lace Thomson Hospital, removed and exploded a device
which the officer had found in a patient's bag.  The secu-
rity officer, according to local media reports, had been
called by nurses when they feared the patient was going
to become combative upon being confronted about
possibly self-medicating.  The officer called deputies
after finding the explosive in the man's bag, which he
had brought with him two days earlier.  A search of the
man's home uncovered seven pipe bombs, police re-
ported. The patient, 51, was placed under guard at the
hospital pending completion of his medical treatment.
He has been  charged with possession of explosive/in-
cendiary devices. Sheriff David Taylor reported that the
man said he brought the bomb to the hospital by mis-
take.  The sheriff described the device as a glass bottle
with sealant on top and gun powder inside. There was
also a firework fuse that had been removed from the
bottle by the time deputies arrived on the scene. While
small in size, Taylor said, had the bomb been detonated
it would have destroyed the entire third floor of the
hospital because of the oxygen systems in use.

TRAUMA CENTER REACTS TO 
‘SUICIDE’ BOMBER SCARE
LOMA LINDA, CA. A 58-year-old man walked into the
emergency room at Loma Linda University Medical

PATIENT VIOLENCE

In Brief cont.

continued on next page
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Center, one of the region's busiest trauma centers, and
said, "I have a bomb attached to my body. I need help,"
according to local media reports. Security officers at
the medical center contacted the Sheriff's Department
and escorted the man, who was cooperative, out of the
hospital to a nearby enclosed concrete parking struc-
ture. The hospital's ER was closed while clinical areas
remained open to staff, said a hospital spokesman. ER
patients were moved to the front of the hospital, and
new ER patients were diverted to other hospitals.
Buildings near the ER, including the Loma Linda Univer-
sity School of Nursing and Pharmacy, were evacuated.
The device, which had wires, was X-rayed and removed
from the man by Sheriff's bomb and arson personnel
who determined it wasn't an explosive. The man was ar-
rested and taken to Arrowhead Regional Medical Cen-
ter in Colton for a mental health evaluation. 

2 SECURITY OFFICERS, 2 POLICE OFFICERS IN-
JURED BY 'MENTALLY UNSTABLE' PATIENT
VALPARAISO, IN. A patient, 38, described as mentally

unstable by police who brought him to Porter Hospital
for treatment of an injured hand after an altercation in
his home, used that hand, which was not handcuffed to
his treatment room bed, to punch a security officer and
a police officer in the eye, and strike another security
officer several times in the shoulder, according to local
media reports. He also reportedly kicked a police offi-
cer in the hand. The patient stopped fighting after Tasers
were applied, but he resumed fighting a few minutes
later and tried to seize one officer’s gun from its hol-
ster, police said. He was charged with four felonies--
disarming of a law enforcement officer, intimidation and
two counts of battery to law enforcement officers; plus
four misdemeanors--two counts of battery, disorderly
conduct and resisting law enforcement.

PATIENT USES ARM CAST TO ASSAULT 
HOSPITAL SECURITY OFFICERS  
SELLERSVILLE, PA. A man with his arm in a cast who
was informed by nurses at Grand View Hospital that he
would not yet be given treatment struck a security offi-

In Brief cont.
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An Interview With:

Tzviel ''BK'' Blankchtein

on the Use of Pain

Compliance Techniques

in Healthcare Security 
(Tzviel ''BK''
Blankchtein is Owner
and Chief Instructor 
of Masada Tactical
L.L.C., Baltimore, MD,
which designs training
programs for military
and law enforcement
agencies and provides
security training for
hospitals. This training
includes use-of-force
policies and training
guidelines that are 
fully compliant with
Joint Commission
(TJC) and Center for
Medicare and Medicaid Services (CMS) standards and
differentiate a healthcare environment from a law en-
forcement intervention.  In this interview he focuses on
the proper use of pain compliance skills by security offi-
cers and clinicians to control a patient without causing
harm and using a minimum amount of force.)

Q. What are pain compliance skills?

A. Pain compliance refers to a series of skills used by
law enforcement to gain control over a subject.  The
term refers to two series of skills: Pressure Point Tac-
tics and Joint Manipulation.  These skills found their way
into the health care system security arena and have
since gained popularity and are often regarded as some
of the best practices for health system security depart-
ments and personnel. When discussing pain compliance

it is essential to explain a few attributes of these skills.
The goal, as the name suggests, is to gain compliance of
a resistive individual by applying temporary pain.  Pain,
or more accurately, disturbance to the brain process, is
designed to distract the resistive individual from their
actions and gain their cooperation.   This is often easier
said than done.  Both sets of tactics, pressure points
and joint manipulations, are fine motor skill oriented.  A
pressure point can be described as a nerve ending,
against which pressure is applied to cause temporary
pain.  Similarly, a joint manipulation is used on specific
joints, in a specific manner to gain control.   No two in-
dividuals are alike, and therefore fine tuning and adjust-
ments are often required.  In addition, not all individuals
are sensitive to certain pressure points, and some do
not feel them at all. 

Q.  When and why were they introduced in law en-

forcement?

A. Pain compliance techniques were introduced to
law enforcement about thirty years ago when public
outcry regarding police use of force, forced administra-
tions to seek alternative options to the baton and/or
striking.  One of the first and most recognizable sys-
tems on the market is Pressure Point Control Tactics
(PPCT).  PPCT is widely regarded as a pioneer system,
and one of the first to come with a comprehensive cur-
riculum and training program for police.  There are over
six hundred points on the human body that have been
identified as potential sites for the application of a pres-
sure point control tactic.  Joint manipulations have been
around for thousands of years and are widely used by
various martial arts such as Aikido, Jujitsu and Judo.  To
this day, these skills are used in competitions and sanc-
tioned fights to gain a "submission", which in essence is
an individual giving-up due to pain from the joint manip-
ulation.  If a joint is manipulated in a direction it is not
supposed to go, human instinct is try to get away from
the pain.  In order to avoid the pain or face the alterna-
tive of perhaps seriously injuring a joint, individuals on
which these tactics are applied, usually cease resistance
and comply. 

Q. What role can pain compliance techniques play

in healthcare?
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A. Pain compliance techniques do have a very appro-
priate place in the health care system. They allow con-
trol of an individual without causing harm, using the
least amount of force.  They can help keep patients
under control when applying restraints, or gain compli-
ance for the execution of a medical procedure (i.e.
when inserting an IV line).

When applying a pain compliance technique though,
one must recognize the level of aggression and the
threat posed by the attacker.  If the attacker is being as-
saultive, violent, or poses an actual threat of bodily
harm to the clinician, then escalation to a defensive
force option is necessary.  At the end of the day it is es-
sential that the clinician keeps his/herself safe.  No
nurse ever went to work signing off to be a punching
bag. However, when the subject in question is only
being resistive, or cognitively not quite aware of his/her
actions, use of a pain compliance technique is a useful
option.  It enables control and helps minimize risk of in-
jury to all parties involved, from the subject to the clini-
cian. 

Q. Where, then, in the escalation of violence in

healthcare does pain compliance fit?

A. Briefly the escalation of the use of defensive force
starts with an officer or a member of the clinical staff
or a guest getting verbally assaulted or the person is re-
sistant to treatment or requests but there is no contact
made at all. The level of force that the guard can use is
what we call presence . It's having a uniform in place or
a professional demeanor. Here is where all of the verbal
judo skills come into play. "I'm not being physically at-
tacked and I can't put my hands on another person."

From that point on we go into active resistance.
Here is where I want to escort a person out and he
pulls his arms away from  me. He is not actually strug-
gling or fighting me, but he is actively pulling away from
what I am trying to accomplish. This is the perfect appli-
cation for pain compliance techniques using pressure
points or joint manipulation. By doing so we hopefully
achieve compliance, without actively striking or causing
any personnel injury to the attacker, be it a patient or
guest. They may comply or go back to fighting. 

After this we have someone striking me or in a clini-
cal setting someone kicking or biting a clinical staff
member. It's not an all-out violent encounter, but this
where you have to differentiate between maintaining
the humanity aspect of treating the patient or maintain-
ing the safety of the clinical staff. This is where you can
go a little more hands on. Pressure points are still a
good tool, but motor skills can be used, like take down
holds.

Next we come to violence. This is an all-out com-
bat, like someone taking an oxygen tank and throwing it
at a clinician. Or acting out--like persons under the in-
fluence of drugs or alcohol brought in by police-- fre-
quently do. At this point security can use less than
lethal options, such as batons, or pepper spray if the vi-
olence  is taking place outside of the hospital, such as a
parking lot.  And lastly we have lethal, somebody is
coming at you with a gun, an active shooter, or a knife
or shears or whatever medical equipment is lying
around.  If somebody tries to attack in what is poten-
tially a life-threatening situation, this where you have to
escalate to the same level of defense. 

Q. What are the drawbacks of pain compliance

techniques?

A. There is no doubt that pressure points and joint
manipulations work.  The main issue that comes has to
do more with training than actual tactics.  When offi-
cers, or clinical staff, are introduced to pain compliance
techniques they tend to make those their "go to" skills.
One may think that making these skills the "go to" plan
of action is a good thing, however the problem is that
these are all fine motor skills, as described before.
Under extreme stress, such as when engaged in a vio-
lent situation, fine motor skills deteriorate drastically.
When pain compliance techniques are all one is taught,
or allowed to use, the individual trying to defend him-
self may be at greater risk trying to apply a technique
requiring fine motor skills, while being aggressively at-
tacked.  This may have drastic consequences. Pain com-
pliance techniques are an asset in a clinician or security
officer's tool box of defensive skills.  Executed under
the right circumstances and in the correct manner, they
can be a great way to deescalate a situation using the
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appropriate amount of force to maintain everybody's
safety.  However, a word of caution is in place: if a clini-
cian or a security officer is engaged in a fight, attempt-
ing to apply pain compliance techniques may prove
futile, and potentially fatal. When training various law
enforcement and hospital security officers, we found
that officers "forget" to defend themselves, and try to
apply techniques that are near impossible to execute
under stress.  As mentioned before, not all individuals
are as susceptible to the use of pressure points and
joint manipulations.  When considering the health sys-
tem and the increased potential of patients or guests
being under the influence of narcotics and/or alcohol
the sensitivity may drop even more, making it harder to
apply these skills.

Q. You mention that in healthcare, in addition to

security officers, you train clinicians in the use of

pain compliance techniques. What has been their

reaction to this training?

A. They are very receptive to it.  We teach what to
do if someone chokes them or pushes them against a
wall, when they can use pressure points and how to 
use them appropriately. They might not always have a
security officer available. There wasn't one available in 
a Baltimore County hospital recently when  a police 
officer dropped a suspect, but another guest, I believe
his girlfriend, joined in and at some point they over-
came the officer and tried to take his gun. Two 
physicians and two nurses in the ED intervened to 
control them until the officer was able to get up and
use his Taser and put handcuffs on them. Had they 
gotten the gun it might have been a very bad situation.

FOR FURTHER INFORMATION, CONTACT:
Tzviel ''BK'' Blankchtein,  Masada Tactical L.L.C., 1414
Resiterstown Road, 2nd fl, Baltimore, MD 21208. 
Phone: 443-739-1629. E-mail:  bk@masadatactical.com
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T
he years after September 11, 2001 have required
new measures on the part of security directors
to protect their hospitals and related facilities.

The attacks on the World Trade Center and Pentagon
and the casualties they produced; the deaths and de-
struction resulting  from Hurricane Katrina; and the re-
cent upsurge in killer tornadoes, have directly involved
hospitals as never before. In this report, we'll describe
what some security directors of healthcare facilities
have done to meet their new responsibilities. 

FORSYTH: GETTING FUNDS FOR 
UPGRADING PUBLIC SAFETY

Forsyth Medical Center is a 921-bed tertiary care
hospital located in Winston-Salem, NC.  It is part of
Novant Health, consisting of 13 hospitals in the Virginia,
North Carolina, and South Carolina areas, which em-
ploys 26,000 persons.  Forsyth, together with its affili-
ated Medical Park Hospital, directly across the street,
performs close to 40,000 surgical procedures a year.
According to Senior Director of Public Safety, Anthony
N. Potter, after 9/11, “we all had to think immediately
about the consequences of terrorist attacks and
weapons of mass destruction.”  “In the past,” he contin-
ues, “hospitals were considered sacrosanct.  We realized
that this was no longer the case.  Of course, in the Mid-
dle East, hospitals have never been considered sacro-
sanct, and now we had to rethink the safety of our own
hospitals.”

Potter thinks carefully about how to get funds for
upgraded safety.  “Every dollar we spend on public
safety is one less dollar the hospital has available for pa-
tient care.”  For this reason, Forsyth takes advantage of
Department of Homeland Security (DHS) grants that
filter down through the state level.

Taking Advantage of DHS Programs

One of the programs he is most enthusiastic about 

is the Noble Training Center (NTC), which he called “a
marvelous program,” available through the Office of
Domestic Preparedness of the DHS. Since 2003, NTC
has provided medical weapons of mass destruction
training at the fully-functioning, but inactive, Noble
Army Hospital at Fort McClellan, AL.  According to
NTC’s brochure, “For Healthcare training the NTC is
unique as the only hospital facility in the U.S. devoted
to medical training for weapons of mass destruction: bi-
ological, chemical, radioactive, and explosive.”  In addi-
tion, “The hospital areas can be used as a mock hospital
environment where students can carry out disaster ex-
ercises in real time without the problem of disrupting
patient care or the normal hospital routines.”  

Potter explained that, before attending the program,
there are three preparatory on-line courses offered
through NIMS (National Incident Management Sys-
tems), by the DHS’s FEMA (Federal Emergency Manage-
ment Agency). According to the FEMA website, “NIMS
was developed as a comprehensive national approach

SPECIAL REPORT:
Meeting The New Security Challenges 

Of Man Made and Natural Disasters

FEMA's Noble Training Center, Annistion, AL, a former 

hospital where training for weapons of mass destruction: 

biological, chemical, radioactive, and explosive, is offered to

hospital security personnel at government expense.
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to incident management . . . to further improve the effectiveness of emergency re-
sponse providers and incident management organizations across a full spectrum of po-
tential incidents and hazard scenarios. This national approach improves coordination
and cooperation between public and private entities in a variety of domestic incident
management activities.”

Once at the Noble Training Center, attendees take two days of HICS (Hospital Inci-
dent Command System) training, and then are “thrown into all kinds of emergency sce-
narios, and you have to deal with them,” says Potter.  “I send all my sergeants and above
there—and it’s all paid for by the Department of Homeland Security, including trans-
portation.”   Potter says that, after attending the NTC  program, “you come back and
look at your own hospital and say: ‘We’ve got to change this!’”  He also recommended
the DHS’s Managing Engineering Plan (MEP) training program to develop and imple-
ment disaster training.

Two Needs: Internal And External

An important point Potter makes was that there are two integral parts to making a
hospital safe. “First, a hospital needs a self-sufficient program, so they can handle an
emergency situation, but, then, the hospital must be integrated into the emergency
management system in the community,” he stressed.  He pointed out that, if you just
read the newspapers, you might think that hospitals that serve the same area must be
rivals.  “It’s not that way at all,” says Potter.  “In public safety, there is no rivalry.  I meet
with my counterparts every month.  Whenever something happens at another hospital,
we sit down and look at this so we can learn from it.”  In fact, Potter sends Forsyth’s
new Emergency Preparedness Managers to the nearby Baptist Hospital to learn what
their counterparts are doing there.

In addition, Winston-Salem has a county emergency management center.  When it is
activated during an emergency, people from each of the hospitals in the area come in
to staff it, so there is communication between hospitals.  Also, like most hospitals,
Forsyth has its own radio system, but there is also a county-wide radio communication
system. 

The center also carries out regular disaster exercises.  Recently, it held an all-night
exercise in a major mall across from Forsyth, in which over 400 people participated, in-
cluding hospital personnel, police, the fire department, and students from the Univer-
sity of North Carolina School of the Arts, who used their makeup skills to simulate
injuries.  One point that Potter makes is that “If an exercise goes perfectly, it’s a failure.
You have to find out how to deal with the things that don’t go right.”

Good interpersonal relations with colleagues, according to Potter, are “absolutely
essential. I know my counterparts by first name.  This is something that takes time to
develop,” but he couldn’t stress enough how important he thought it was to do so.
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“You have to ‘evangelize’ to get everyone involved,” he says.  “Everybody has to be
part of emergency preparedness.  Every department in the hospital has to have a seat
at the table.  Then you have to make sure you have liaison with other hospitals and
your government offices.”

ST PETER'S: PREPARING FOR TERRORISM 
AND TORNADOES

At St. Peter’s University Hospital, New Brunswick, NJ, after 9/11 the number of
cameras was increased and access control upgrades were put in place.  “It’s all about
being prepared,” says Gary T. Schuman, Director of Safety & Security.  “We deal with
65,000 patients a year and we realized we needed to limit access.” (According to the
hospital’s website, in addition to in-patient services, another 200,000 out-patients also
use the facility.)  “Readypoint software does all our emergency management and gives
everyone an assigned task,” explains Schuman.  “You have everything right there and it
does everything for you. This was an upgrade we were able to put in place from our
UASI (Urban Areas Security Initiative) 2011 grant.”

UASI will provide over 490 million dollars in grants in 2012.  The Department of
Homeland Security website describes the function of the Initiative as:  “UASI program
funds address the unique planning, organization, equipment, training, and exercise
needs of high-threat, high-density urban areas, and assists them in building an en-
hanced and sustainable capacity to prevent, protect against, mitigate, respond to, and
recover from acts of terrorism.” 

While St. Peter’s doesn’t belong to an official hospital team, they do meet infor-
mally with local hospitals to discuss grants. “Working with other hospitals means we
can share resources,” says Schuman. “In case of an emergency, suppose you have hun-
dreds of patients and others don’t have many, you can share resources, like drugs, if
you don’t have enough.”

Learning From Training Drills

St. Peter’s takes part in NIMS trainings.  “You do drills and you find mistakes.”  That
way, “in real life situations, it all comes together.  People know what to do,” says Schu-
man.  That came in handy in 2011, when the area had two blizzards, an earthquake,
and a hurricane.  “We hadn’t planned for an earthquake, but we figured it out.”  As
Schuman explained, “Don’t do any harm and use common sense.” For this reason,
they try to plan for all eventualities.  “We have security in place for tornadoes, which
probably won’t happen.”

FAULKTON: MAKING USE OF TRAINING SERVICES

Tomelyn Taylor is Bioterrorism Coordinator and Emergency Manager of the Faulk-
ton Area Medical Center, Faulkton, SD.  The Center consists of a hospital and clinic
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and serves a community of about 800 people in a county of about 4,500. “South Dakota
is very active in disaster planning,” says Taylor, whose degree is in criminology and who
continues to serve as an EMT.  “We are very proactive in South Dakota about training.”
The state is divided into four regions that meet monthly.  One important thing they do
is carry out radio drills to test community preparedness. “The number one issue for us
is communication,” she says. In addition to NIMS training, three resources Faulkton Area
Medical Center uses are HAvBED, EMSystems, and DQE-on-Demand.  

HAvBED (Hospital Available Beds for Emergencies and Disasters), a program pro-
vided through the U.S. Department of Health  and Human Services, allows the Center
to report their daily census, “so other hospitals can know what we have available in case
of an emergency,” says Taylor.  “For example, our region has 95 respirators and each day
we can check for availability.”  By checking other regions, state census information can
be accessed.

EMSystems describes themselves as a “leading provider of comprehensive and inter-
operable technology solutions for emergency preparedness and response within the
healthcare continuum.”  Claiming to serve “more than 70 percent of the nation’s popu-
lation, Intermedix EMSysterms’ solutions are used by thousands of hospitals, EMS
providers, fire department, law enforcement agencies, and state/local departments of
health” to “enhance emergency preparedness and response to medical emergencies,
mass casualty events, and public health incidents by providing comprehensive real-time
communications, multi-media alerting, inventory resource allocation, volunteer registry
management, patient and evacuee tracking, and pre-hospital patient care records.”

DQE-on-Demand, according their on-line information “is a subscription-based inter-
net training program that uses professionally produced animation to teach procedures
and demonstrate skills clearly and effectively.  Created in response to hospital requests
for more efficient and affordable training, DQE-on-Demand is a scalable alternative that
provides 24-hour access for ultimate flexibility.” 

Taylor emphasized that “It’s very crucial for us to work together with other hospi-
tals.  Ninety people work here, but in a major disaster, we could become exhausted
quickly.”  The area has regional caches that store overages for additional emergency
supplies.  When facilities in the region apply for Department of Homeland Security
grants, they work together to insure maximum coverage.  “We try to keep our grants
specific—maybe equipment only, while someone else asks for supplies only.”

“South Dakota has a wonderful team ready for emergencies,” says Taylor.  She 
spoke very highly of ServSD (Statewide Emergency Registry of Volunteers), of which 
she is a member.  ServSD is a program that registers volunteers, along with their spe-
cialties, carrying out credentials checks in advance “so they have a ready team to make
available in the case of need.”  As she put it, “We are a small state.  If you don’t know
somebody, you know their relative, and we have bonded well to serve the goal of 
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preparedness.”

Taylor summed up what many security personnel think 10 years after the events 
of 9/11when she said, “You can’t prevent disasters from happening, but you can be 
prepared for them.”

2012 TORNADOES: TWO MORE 
HOSPITAL DIRECT HITS

In mid-April, a series of tornadoes with winds as high as 130 miles an hour caused
severe damage, but relatively few casualties, in several midwestern and southwestern
states. The winds brought with them floods, downed trees and power lines, and in
some areas hailstorms which shattered windows and tore siding off homes. One tor-
nado scored a direct hit on the Greater Regional Medical Center and neighboring
Southwest Community College in Creston, IA. After the hit, the hospital was forced 
to evacuate its patients to other hospitals. According to press reports, dozens of am-
bulances from around Iowa raced to the hospital to evacuate patients to surrounding
communities. Hospitals in Des Moines also sent staff members to Creston to help
with the evacuation. Unlike the tornado that struck Joplin, MO, last May which killed
158 people in that city, including several patients at St. John's Regional Medical Center,
no deaths were reported.

According to Greater Regional Medical Center officials, the hospital was in the 
final construction stages of adding a new birthing and surgery center, and renovations
had been completed on patient rooms and in the rehabilitation center. The tornado
also struck the nearby hospice home. That facility’s five patients were transferred to a
local nursing facility. The hospital reportedly suffered significant damage, including 
parts of its roof being blown off, wind damage from pressurization in the hallways 
and windows being blown out. The carpet in the hospital hallways was wet, and there
was standing water in parts of the hospital. Water leaked from the roof and debris 
was in parts of the building. Wind could be felt blowing in some of the hallways.

A spokesman with the Iowa Homeland Security and Emergency Management 
Division, said his agency was investigating replying to reports that the Creston tor-
nado sirens did not go off.  Overall, however, the small number of weather-related 
fatalities and injuries indicated that most residents were prepared for the severe
weather, he said. "The National Weather Service very early on Friday had identified
that this was going to be a very, very serious storm with high winds, big hail and the
possibility of tornadoes. The vast majority (of Iowans), if not everyone, was paying at-
tention."

The Creston, IA, hospital was not the first hospital to sustain damage from a tor-
nado this year.  A month earlier a tornado touched down behind Louis Smith Memo-
rial Hospital, Lakeland, GA, caused light damage to the facility and its neighboring

SPECIAL REPORT

Learn more at

Radius Enterprise
Mobile Duress System

• Accurate Alarm Location
• Alerts Mobile Responders
• Dedicated Wireless Network
• Campus Wide Protection
• Adaptive Notification

www.inovonics.com



20        International Association for Healthcare Security & Safety

directions IAHSS

Volume 25, Number 2

nursing home, Lakeland Villa Convalescent Center. "Luckily, everyone is safe," reported
LSMH Administrator Neil Ginty. "We put our emergency operations plan into effect
and moved patients and staff to areas of safety." The bulk of the damage reportedly oc-
curred behind the hospital. Outbuildings, including the Emergency Medical Services
trailer, the materials management building and other structures were damaged or de-
stroyed by the tornado. No hospital patients or residents of the nursing home were
evacuated. Officials at the South Georgia Medical Center, which operates, LSMH, sent
EMS crews were and maintenance and security staffers to assist hospital workers.

PREPARING FOR "THE BIGGEST 
CYCLONE IN LIVING MEMORY"

In the Atlantic, they are called hurricanes, in the Pacific, cyclones.  In February of last
year, the biggest cyclone in living memory, Cyclone Yasi, a Category 5 storm, forged a
300-mile wide trail of destruction across the far north of Queensland, Australia.  Fortu-
nately the storm passed 90 miles south of Cairns, which with Townsville, is the largest
city in the region and, although there was widespread damage, there were no reports of
deaths or injuries. Thanks to advance warning, hundreds of thousands of persons had
been evacuated from low lying areas in the two cities and shelters set up. 

IAHSS member Oliver Gouverneur, Manager-Health Security for the Townsville
Health Service District, enacted his disaster management plan in advance of the storm
and recalls how the plan worked and what changes have been made since.

In preparation for an event such as a cyclone, security is usually tasked with several
duties, he says, including specific patrols of the entire campus to identify possible risks if
the storm does hit the location. These can include looking for unsecured items, over-
grown vegetation, loose signage and the like. They also confirm the availability of wet
weather protective clothing for the on duty health security officers (HSOs) and check
out the condition of the patrol vehicle, including having adequate fuel and suitable park-
ing.

In-house lists of staff willing to be called in, both during the lead up time and the af-
termath of the storm, were prepared, as well as those staff members who would need
to seek shelter for their family and pets at the Townsville Hospital. Gouverneur helped
determine staffing levels of HSOs, noting that additional duties would likely surface dur-
ing the storm.  And security also checked the functionality of the building lockdown sys-
tem and wind measurement system.

Townsville Health Service District has an extensive disaster management plan, says
Gouverneur. During the cyclone watch stage, the core team of emergency prepared-
ness and continuity management group met to gather information and assess the possi-
ble requirements in case of an actual event. At the stage of cyclone alert, all key
stakeholders met to identify the required actions.

SPECIAL REPORT
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Gouverneur reports the biggest security issue during the cyclone was that there
was no access to the hospital for anyone seeking medical attention because they were
in lockdown. But with the redevelopment of the new Emergency Department, the ED
is now an independent unit with its own airlock and ventilation system—even though
it is still connected to the hospital—so it can allow access and egress for emergency
patients, even during a cyclone.

Gouverneur: The Complexities of Staffing 
During A Disaster

Staffing is always an issue during a disaster, he notes, because employees have their
own homes and families to watch out for. So the hospital opened its auditorium so
staff could bring their families—and even some pets—to be sheltered during the
storm while they worked. “The knowledge that their families are safe does put staff at
ease and supports an increase in staff willingness to work during an event,” he says.

Preparing for and reacting to the cyclone, says Gouverneur, “was a great way to put
our recently updated emergency preparedness and continuity management plans to
the test and we could confirm the effectiveness.” After Cyclone Yasi, Townsville Hospi-
tal began work on and recently completed construction of a new security control
room. The control room is detached from the emergency control center, but stays in
constant communication with it. New features to the room, says Gouverneur include
increased space and equipment for an additional operator, “which will strongly com-
pensate for the additional workload a natural disaster creates.”

The new CCTV system, he says, is more user friendly and has additional features to
increase its effectiveness. The upgrade of the emergency warning and intercommunica-
tion system allows faster and more accurate response to alarms through a graphic in-
terface, he explains. And more intelligent software allows differentiation among faults,
false alarms and real events, which decreases unnecessary alarm activations and the at-
tached costs.

Additionally, says Gouverneur, with a new center to work from, and new systems to
deploy, in-depth training on all details of the new systems has been top of the list for
the 40-person security team. 

WINDOW FILM MINIMIZES DISASTER DAMAGE

As weather changes across the country bring tornadoes and other extreme condi-
tions to areas where they were less common before, the installation of security win-
dow film has become a consideration for reducing casualties and damage caused by
shattered glass. According to Darrell Smith, the executive director of the International
Window Film Association, if a building is completely destroyed in a natural disaster or
terrorist attack, "it doesn’t matter what is on the windows." However, he pointed out
that most of the damage to buildings that are left standing "is after the glass breaks."
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With security film in place, if "anything impacts the win-
dow, like flying debris, the window film takes over."
"Rather than letting the fragments explode into the in-
terior" it can "hold them in place."  

Mark Carlson, Business Development Manager of
HanitaTek, a major supplier and installer of security
window film, explained some of the advantages of the
company’s film, which is manufactured in Israel. Hanita
Coatings (the Israeli parent company) has been using
security window film for the past 20 years in a wide va-
riety of situations.  Only months ago, Carlson said, the
film performed successfully in Israel against glass dam-
age from a Kassam rocket attack.  According to Carl-
son, "preparing for a probable glass breakage scenario
means that after the glass breaks, you need to be able
to go back to work as quickly as possible. We know our
solutions help minimize the time it takes for a hospital
to be back up and running after an event.”

In order to accommodate different disaster scenar-
ios, HanitaTek carries out extensive testing, simulating
hurricanes, bomb blasts, and smash-and-grabs.  Different
thicknesses, types of film, and methods of attachment
are hand-tailored to specific buildings, building codes,
and particular needs. The company recently installed se-
curity window film at Via Christi Hospital in Pittsburg,
KS, in the aftermath of 2011 tornado threats, which
alerted hospital security to the dangers posed by their
extensive glass exposure. In Via Christi’s case, 12-mil
(0.012”)-thick film was first applied to the windows,
then frames were clamped to the windows, with screws
at six-inch intervals holding the frames in place. 

The film comes in thicknesses ranging from 4-15
mils and the tensile strength is a consistent 25,000-
35,000 pounds per square inch.  It can be clear or
coated.  In Pittsburg, Carlson says, “you wouldn’t even
notice it.”  In other cases, the film can incorporate solar
heat rejection, which does not require a dark or shiny
finish to the film.  “People heal better in natural day-
light,” he pointed out, and “the solar security films can
be very light and still result in significant energy sav-
ings.”  

Carlson stressed that HanitaTek is very aware of
the complexities involved in working in hospitals, where
there is a 24-hour day and no down time.  “In one hos-
pital, we installed window film only two rooms at a
time over a period of two years to minimize any dis-
ruption in day-to-day operations.

FOR FURTHER INFORMATION, CONTACT:  

Anthony N. Potter, CHPA-F, FACHE, Senior Director of
Public Safety, Forsyth Medical Center, 333 Silas Creek
Parkway, Winston-Salem, NC 27103.  Phone: 336-718-
5537. E-mail: apotter@novanthealth.org 

Gary T. Schuman, CPP, Director Safety & Security, St.
Peter’s University Hospital, 254 Easton Avenue New
Brunswick, NJ 08901. Phone: 732-745-8596. E-mail:
gschuman@saintpetersuh.com

Tomelyn Taylor, Bioterrorism Coordinator and Emer-
gency Manager, Faulkton Area Medical  Center, P.O. Box
100, Faulkton, SD 57438. Phone: 605-598-6262.  E-mail:
tomelyn.taylor@faulktonmedical.org

Security personnel interested in U.S. Department of
Homeland Security FEMA training opportunities can
visit their website at:www.fema.gov/prepared/train.shtm
Type ‘Noble Training Center’ in the Search window 
for specific information about the Alabama training 
facility.  A fact sheet about NIMS can be found at:
www.fema.gov/pdf/emergency/nims/NIMSFactSheet.pdf
In-depth information about NIMS training is found 
at: www.fema.gov/nims/nims_training.shtm. 
Information about the U.S. Department of Health &
Human Services’ Agency for Healthcare Research 
and Quality HAvBed system can be found at:
http://archive.ahrq.gov/prep/havbed

Oliver Gouverneur, Manager-Health Security, Townsville
Health Service District, 100 Angus Smith Drive, 
Douglas, Queensland 4810. Phone: 07-4796-1102. 
E-mail: oliver_gouverneur@health.qld.gov.au

Mark Carlson, Business Development Manager, 
HanitaTek, 4010 La Reunion Parkway, Suite 100, 
Dallas, TX 75212.  Phone: 480-264-4863. E-mail: 
macarlson@hanitatek.com
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Dirty Bombs 
And ATM Machines 
(This article is written by Dr. James Blair, President,
Center for HealthCare Emergency Readiness
(CHCER), Nashville, TN.  He is a frequent contributor
to the IAHSS Journal of Healthcare Protection 
Management and author of two books on healthcare's
lack of readiness for man made or natural disasters.)

The question: What does the following report from
local news media have to do, if anything, with the explo-
sion of a so-called dirty bomb?

On September 9, 2009, at 8:30 p.m., two men,
armed only with a clipboard and dolly, made their way
to the ATM machine in the cafe area of Delaware
County Memorial Hospital in Upper Darby, PA, and in
less than two minutes, cut the machine's wires, loaded
it onto the dolly, and wheeled it to the parking garage
elevators.  In the garage, they loaded the machine into a
white van and, and after paying for parking, drove off
$100,000 richer. The van was found the next day by
Philadelphia Police in Southwest Philadelphia, It was
torched with the empty ATM inside. The men have not
been captured. The ATM was not bolted to the wall, but
did have an alarm. Upper Darby Police Superintendent
Michael Chitwood said the suspects were able to by-
pass it by tripping the machine's power failure safety
feature first. 

The answer: Everything.

The average ATM machine weighs about 200 pounds, 
as does a Cesium-137 machine used by an estimated
1,000 hospitals for blood irradiation. Containing over
1,000 curies of radiation, the Cs-137 when exploded 
by TNT, fertilizer, or other available explosive, becomes
a dirty bomb dispersing radiation over a wide area. In
its 2007 Summer Study, the Defense Science Board, a
federal advisory committee established to  provide in-
dependent advice to the Secretary of Defense, charac-
terized the over 1,000 cesium-137 in blood irradiators,

research irradiators, and calibration irradiators, mostly
in hospitals, as "low hanging fruit" for terrorists. "Viola-
tion of anyone of these sources could shut down 25
square kilometers anywhere in the United States for 40
or more years," making that area uninhabitable. 

And, according to testimony in March before the
Senate Homeland Security Subcommittee by Gene
Aloise, an official of the Government Accountability Of-
fice, current "flexible" rules written by the Nuclear Reg-
ulatory Commission, which is in charge of regulating
radioactive materials used for medical diagnoses and
cancer treatment, have resulted in “a mix of security
controls and procedures that could leave some facili-
ties’ radiological sources more vulnerable than others
to possible tampering, sabotage or outright theft.”
Aloise  cited  one hospital where cesium was kept in a
padlocked room but the combination to the lock was
written on the door frame and another where radioac-
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tive material was in a room with unsecured windows
that looked out on a loading dock.  “Red Teams,"
friendly forces challenging the security of these sites,
found that they are able to defeat existing weak de-
fenses within five minutes, and the report cites several
instances of mobile, weakly-secured devices which
could be expected to be removed with relatively little
effort by a group intent on inflicting a huge amount of
health-related and economic damage.

What is being done about this threat? In the US, the
National Nuclear Security Administration (NNSA) has
been given funding to harden buildings and retrofit radi-
ological equipment in hospitals and research facilities.
Basically the cost is $320,000 per facility with $10,000 a
year required for upkeep, according to the GAO. But
the program is voluntary. That is what Mr. Aloise meant
when he termed the rules for securing such equipment
"flexible." Currently some 300 irradiators have been
retrofitted since 2007 with the rest projected to be
completed by 2025!  On the other part of the combi-
nation, in the US, at least 25% of physicians are Foreign
Medical Graduates (FMGs), a large percentage of whom
have unrestricted access to equipment with dangerous
amounts of cesium-137 and cobalt-60, in many cases
without proper background checks. Here, a higher level
of vigilance is required.

In the UK, MI5 revelations on terrorists seeking
these materials as ½ of the dreaded “dirty bomb” at
the same time they identified physicians willing to be
suicide bombers and suffered terrorist attacks from Is-
lamic extremist physicians MDs. This was perceived by
the U.K. as a potentially potent combination. According
to MI5 reports, separating the two became a priority 

action, hardening or removing the equipment and re-
stricting access to the equipment. This was accom-
plished, primarily because UK hospitals are under the
control of the National Health Service and no special
legislation was required to take the necessary action.

Clearly, it is in the interest of every hospital with ir-
radiators and other radiological devices to take the
necessary steps to secure its "low hanging fruit" as
soon as possible, if that has not yet been done. For risk
managers,  security directors and emergency managers,
immediate  answers to the following questions are
mandatory:

What radiological devices do we have?

Where are they located?

Are they adequately secured against internal and exter-
nal actions?

If not, what must we do to achieve the kind of security
such devices demand?

If past history is a guide, our government won't take
any further action until a disaster strikes. You don't
want it to strike in your city or your hospital.

FOR FURTHER INFORMATION, CONTACT:  Dr.
James Blair, Center for HealthCare Emergency Readi-
ness  (CHCER), 2200 21st Avenue South, Suite 221,
Nashville, TN 37212.  Email:  info@CHCER.org 
Phone: (615)385-3200. Fax: (615)386-9094

For information about the services offered by NNSA 
to better secure hospital radiation devices, see the 
article beginning on page 35 of Volume 23, Number 4 
of Directions.

Upcoming Events

June 22, 2012 ENA and IAHSS Workplace Violence
Summit in Chicago

October 30 & 31, 2012 IAHSS @ ISC Solutions in New York

May 5-8, 2013 45th AGM in Myrtle Beach
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cer in the face with his arm cast and then proceeded to
strike a second officer in the head with the same cast,
according to local media reports.  Both officers were
treated at the hospital. The patient was taken into cus-
tody and charged with aggravated assault, simple assault
and harassment.

DECISION TO WITHDRAW HOSPITAL'S MEDICARE
FUNDING REVERSED
CHILLICOTHE  OH. The Centers for Medicare and
Medicaid Services (CMS) has  reversed a decision stat-
ing it no longer would reimburse Adena Regional Med-
ical Center for services for Medicare patients at unless
the hospital made changes to its security procedures.
The removal of the "Immediate Jeopardy Status" desig-
nation followed a survey by the Ohio Department of
Health. According to a  hospital spokesperson, the med-
ical center started implementing new security rules in
response to a  list of corrective measures from CMS.
The hospital has hired a security consulting firm to as-
sist it in compliance, she said, and employs new sign-in
procedures for all visitors. Security has also been in-
creased in all areas of the hospital. Some areas of the
hospital are now closed at certain times. More security
officers have also been hired.  According to local media
reports, a prior investigation by CMS had determined
that a lack of security allowed an emergency depart-
ment patient to steal a nurse's identification card and
wander through secured areas, stealing a laptop com-
puter, drugs and supplies. The survey also determined
that some drugs and medical supplies were left unse-
cured and expressed alarm about a lack of pharmacy
policies and documentation. 

HOSPITAL AVOIDS FUNDING LOSS
FOLLOWING OK OF CORRECTION PLAN
BURLINGTON, NC.  Alamanc Regional Medical Center
has been informed that it is no longer in danger of los-
ing its Medicare and Medicaid funding, hospital officials

announced, following a four-day visit by seven state sur-
veyors. The surveyors sought to validate a plan submit-
ted to the Centers for Medicare and Medicaid Services
to correct  five areas found to be out of compliance.
The placing of Medicare reimbursement in jeopardy fol-
lowed the report of a rape of a patient by another pa-
tient in the patient's room last February and a
subsequent CMS investigation which found deficiencies
in governing body, patient rights, quality assessment/
performance, nursing services and physical environment
Following the investigation, it was determined that the
hospital was considered to be in immediate jeopardy of
losing that funding if conditions weren’t fixed with a 23-
day timeframe.

PHONY DOCTOR STEALS POTENTIALLY LETHAL
DRUG FROM HOSPITAL
PERTH, AUSTRALIA. Royal Perth Hospital has launched
an internal investigation after police arrested a teen
who allegedly posed as a doctor and stole potentially
lethal drugs. According to local media reports, a 19-
year-old man, dressed in scrubs and wearing a stetho-
scope, entered the hospital, getting through security,
and allegedly stole Propofol, a drug used for general
anaesthesia which killed pop star Michael Jackson. The
man has been charged with several counts of stealing,
trespass and burglary. 

EMPLOYEE FOILED IN ATTEMPT 
TO STEAL SAFE FROM HOSPITAL 
ARLINGTON, VA. A cafeteria worker at Virginia Hospi-
tal Center has been arrested after a failed attempt to
steal a safe from the cafeteria office, according to local
media reports. The employee, 48, arrived at the hospital
at 3 p.m. by taxi. Asking the driver to wait, he entered
the cafeteria and asked a manager to accompany him to
a back office, police said.  In the office, he flashed a knife
and when the manager said she didn't know the combi-
nation to the safe, bound her with an electrical cord,

In Brief cont.
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and rolled the safe on a chair out of the cafeteria, down
a long corridor, to the sidewalk where he loaded it into
the trunk of the taxi. He then jumped into the driver's
seat and attempted to drive off. The driver, however,
shut off the ignition switch of the car, a hybrid vehicle,
through the passenger door.  The alleged robber fled
and was captured by police after a chase across hospital
grounds. 

X-RAY THEFT BY PHONY VENDORS REPORTED BY
SEVERAL HOSPITALS
HUNTSVILLE, AL. Men posing as vendors are reported
to have successfully stolen two barrels of used X-rays
from Huntsville Hospital. The barrels, holding 1,200 X-
rays each, were waiting for collection by actual vendors
to whom they had been sold. The thieves, it is reported,
melt the X-rays to extract the silver in them. The scam
was also attempted, according to press reports, at a
number of other hospitals, but the perpetrators were
arrested by police. In Toronto, Canada, a man has been
charged with fraud after nearly 30,000 X-rays were re-
portedly stolen from hospitals and clinics across On-
tario province. In Lowell ,MA two Florida men were
charged with stealing a 50-pound barrel of used X-rays
from Lowell General Hospital and stealing a barrel of
used X-rays from Anna Jaques Hospital, Newburyport,
MA.

THIEVES STEAL EMPLOYEE AUTOS 
FROM HOSPITAL GARAGE  
Using an unusual method, thieves broke into and later
stole cars of two employees from the parking garage of
Memorial Health Care System in four days, security of-
ficials reported. The thieves reportedly take out parts of
the ignition. The driver comes out and can't start
his/her vehicles and leaves it. The thieves then come
back and steal the car. Hospital security has increased
patrols in the garage and are working with the Col-
orado Springs Police Department to find the car
thieves.  A surveillance video which provides a descrip-
tion of the car the thieves are using has been furnished

police.

HOSPITAL SECURITY, POLICE SOLVE
MYSTERY OF CASH THEFTS FROM ATM
ALLENTOWN, PA. An investigation by police and hos-
pital security into mysterious money losses from an
ATM located outside the hospital cafeteria has resulted
in the arrests of two employees of Lehigh Valley Hospi-
tal-Cedar Crest who police say stole as much as $7800
from the machine in a six-month period. Using one of
the employees debit card, according to police, the two
had devised a method of shutting down the machine
after withdrawing cash without the transaction being
recorded. A camera, set up by hospital security, found
that the suspects were the last to use the ATM before
it was disabled, police said. Confronted by hospital se-
curity, both admitted making the deceptive cash with-
drawals. 

HOSPITAL: EX-INTAKE COORDINATOR MISUSED
PATIENT INFORMATION
HOUSTON, TX. IntraCare North Hospital has notified
741 patients that their personal information has been
compromised by a former employee who worked there
as an intake coordinator from to March 15 to Aug. 18,
2011 and had access to patients’ personal information
before she was fired. The hospital did not find out
about the security breach until April 18, according to
local media reports, when several former patients re-
ported false income tax returns were filed using their
personal information. The hospital, which is working
with the Harris County District Attorney’s Office, be-
lieves the employee had information on 741 patients in
a binder. 

FORMER JANITOR, GIRLFRIEND GUILTY OF STEAL-
ING, USING PATIENT PRINTOIUTS 
NEW ORLEANS, LA. A former janitor at Ochsner
Medical Center and his girlfriend have pleaded guilty to
charges they used stolen patient information for their
personal gain. According to a court filing, prosecutors
said the stolen documents contained the names and in-
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formation of about 156 patients. The "intended loss"
from the scheme was an estimated $82,310. The ex-
employee, 50, who worked at the hospital from No-
vember 2008 to June 2009, reportedly stole printouts
containing patients' names, social security numbers,
dates of birth and other personal information, accord-
ing to federal prosecutors. He gave the sheets to his
girlfriend who allegedly used the data to open online
accounts with retail and financial companies under the
patients' names. 

LAB EMPLOYEE ARRESTED 
FOR PAYING BILLS IN PATIENT NAMES
CHICAGO, IL. A lab employee at Northwestern Me-
morial Hospital has been charged with identity theft
after allegedly using the personal information of pa-
tients for the past four years to pay her personal bills,
according to local media reports. Police in the village
where the employee, 35, lives, reportedly began investi-
gating after municipal officials reported suspicious activ-
ity in payments for her water bill. Some of her bill
payments were traced to the hospital lab where gas,

electric or phone accounts had been opened in the
names of over 50 patients. 

PATIENT FINANCIAL COORDINATOR 
CHARGED WITH USING PATIENT IDENTITIES 
IN ID THEFT  SCAM
QUINCY, MA.  A patient financial coordinator, 25, at
the Massachusetts Eye and Ear Infirmary has been dis-
missed after a police investigation uncovered that she
and her brother used stolen patient information to
open fake National Grid accounts to avoid paying for
their electricity usage.  The two have been charged with
identity theft and larceny.  According to local media re-
ports, the hospital has offered one year of free credit
monitoring to potentially affected patients, and sent
mail notifications to about 3,600 patients whose Social
Security numbers the former employee was able to ac-
cess.  In a statement the hospital said it has taken steps
to further restrict its staff members’ access to com-
plete Social Security numbers, and will regularly rein-
force the importance of safeguarding patient
information.

In Brief cont.
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Wi-Fi Monitor Tracks Infant 
Outside of Maternity Unit

New technology to track infants on a campus-wide
basis, instead of only in specified units within a hospital,
has been announced jointly by AeroScout, a leading
provider of healthcare industry products, and
McRoberts Security Technologies, a company that has
been producing custom-integrated security for 20
years. Together they have developed a Wi-Fi based mon-
itor to protect infants outside of dedicated neonatal
units.

The Umbilical Cord Wi-Fi Infant Tag is connected di-
rectly to the newborn’s umbilical cord clamp and the
technology is leveraged into the hospital’s existing Wi-Fi
network to provide low-cost, continuous infant tracking
on a hospital-wide basis.  

As Gabi Daniely, Vice President of Marketing & Prod-
uct Strategy at Aeroscout, explained, “Most solutions
today lose visibility of the infant and nurse when the in-
fant is being transported or transferred.”  Because ab-
ductions can occur beyond the Labor & Delivery or
mother-baby units, the new technology “enables full
coverage throughout the hospital, without any dead
zones.”  As he described it, “This allows infants to be
monitored 100 percent of the time and quickly located,
even during transport, transfer, and treatment in ancil-
lary departments.”

According to statistics compiled by the National
Center for Missing and Exploited Children, of the docu-
mented abductions of newborns and infants (from birth
to six months) between 1983 and 2011, 46 percent
were abducted from healthcare facilities.  While 58 per-
cent of these infants were taken from the mother’s
room, the remaining 42 percent were abducted from
other locations within the hospital.

According to an Aeroscout press release, “If anyone
attempts to leave the monitored area with a protected
child without authorization, the system will set off an
alarm, activate magnetic door locks, and hold specified
elevators.”  In addition, “The solution can be integrated
with security and access control systems, such as card

access, video surveillance, public address systems, and
pagers.”

Daniely points out that the Umbilical Cord Wi-Fi In-
fant Tag solution “runs at a similar cost to existing
neonatal unit tracking systems,” but “with much more
added value and less maintenance,” since the system
works with existing Wi-Fi networks.  The system also
supports other AeroScout Wi-Fi-based applications, in-
cluding Asset Management and Temperature & Humidity
Monitoring.

The system uses a low frequency signal for egress-
point detection, which means that it is difficult to
tamper with the tag.  “Even if the tag is covered,” says
Daniely, “detection of the tag as it crosses the egress
point is certain.”  In addition, “a local Wi-Fi receiver at
the egress point ensures that signals are received, even
if the Wi-Fi network is down.”

McRoberts systems are currently deployed in over
600 hospitals and AeroScout Wi-Fi solutions are in use
in over 500 hospitals. The Umbilical Cord Wi-Fi Infant
Tag is available for order now, and will be in production
deployments this summer.  

FOR FURTHER INFORMATION, CONTACT:  Gabi
Daniely, VP Marketing & Product Strategy, AeroScout, 1300
Island Drive, Suite 202, Redwood City, CA 94065.  Phone:
1-415-992-4400.  E- mail: shahirah.isahak@lewispr.com. 

AeroScout's Wifi Tags, small, battery-powered wireless 

devices can now locate and track an infant in any hospital

location and are not limited to the maternity unit.
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Hospital Upgrades to LED Lights 
For Security, Environment

A combination of a need for better lighting for secu-
rity camera usage and a decision to become more
“green” in its energy consumption and the types of
products it installs resulted in Kingman Regional Med-
ical Center, Kingman, AZ, upgrading its lighting for the
hospital’s parking area.

 Jamie Taylor, Director of Development and Public
Relations at Kingman says there wasn’t a specific 
security-related incident that sparked the department 
to request upgraded lighting, but rather a need for bet-
ter illumination to improve the picture quality coming
from the security cameras.  Kingman Regional Medical
Center is a 235-bed healthcare facility in northwestern
Arizona’s high desert country.

Working with Howard Industrial Sales, Chandler, AZ,
the hospital initiated an energy savings comparison and
a lighting upgrade proposal to improve lighting for the
employee and visitor parking lot. The medical center
was using 250-watt HPS lamps in 88 fixtures through-
out the campus. Most were on 16- to 20-foot poles
spaced 40- to 60-feet apart in the parking lot.

Howard Industrial’s demonstration used 88-watt
LEDtronics LED luminaries, which improved the clarity
of details for the security cameras while also reportedly
saving 202 watts per fixture. According to information
from LEDtronics, the shoebox-style LED luminaries use
more than 60 percent less energy than conventional
HPS lamps and require less maintenance in terms of
bulb and ballast replacement. Taylor says the idea to ex-
plore lighting alternatives was a joint one between plant
operations, which oversees hospital facilities, and secu-
rity, which works closely with plant operations. The cost
savings over a five-year period using the LED lights is
estimated at $100,000.

FOR FURTHER INFORMATION, CONTACT:
Jamie Taylor, Director of Development and Public Rela-
tions, Kingman Regional Medical Center, 3269 Stockton
Hill Rd., Kingman, AZ 86409. Phone: 928-757-0664.
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New Fingerprint Readers 
Improve Biometrics Performance
In Hospital Applications

Fingerprint  readers specifically designed to over-
come the challenges of a hospital setting have been in-
troduced by Lumidigm, Albuquerque, NM.  Frequently
washed hands or those covered in gloves are poor con-
ductors for traditional fingerprint readers. according to
Bill Spence, Vice President-Transaction Systems at Lu-
midigm, and most fingerprint readers have been built for
the consumer market as means to log onto laptops and
other devices. In those settings, he says, having to make
multiple attempts to log on can be annoying, but it isn’t
life threatening. That’s not the case, however, in a hospi-
tal where time is often critical.

Spence says as more hospitals seek ways to eliminate
paper and institute systems that are electronic in nature,
biometric access is gaining importance. Medical records
and medications are often accessed now through a bio-
metrically controlled system. And in some cases, a bio-
metric, such as a fingerprint, is a secondary means to
determine authentication of the person accessing a
room or supplies.

The challenges within a hospital, says Spence, center
around the dry, controlled air climate that dries out skin
and makes it difficult for traditional fingerprint readers
to get a positive reading on the first try. Error rates in
this setting, he says, can be as high as 20 percent. While
acknowledging that the multispectral fingerprint sensor

technology used by Lumidigm can be twice as expensive
as traditional technology, Spence says markets such as
hospitals are focused on accuracy because of the critical
nature of the business.

With regular fingerprint reader technology, he ex-
plains, good contact is required as well as the ability to
trap air in the valleys of the fingerprint. With both elec-
trical and optical readers, there needs to be good con-
tact to pick up the nuances of the ridges and valleys in
the fingerprint, he says, but an overly dry finger won’t
produce that.  With the multispectral sensor technology,
the focus isn’t on contact, but on capturing multiple im-
ages from different angles using the different wave-
lengths of light. The green spectrum, says Spence, can
capture the fingerprint below the skin level, so even if
the top layer of skin is dry, a clear fingerprint exists
below the surface. That’s why the reader works even
when people are wearing gloves, he says, because it
doesn’t rely on contact to capture the image.

Spence says while initial applications have centered
on drug dispensing machines and computer access, such
as is the case for Genesis HealthCare, Zanesville, OH,
fingerprint readers are also found on server rooms,
medical records storage areas and classical access con-
trol settings used by security personnel. In some in-
stances, he says, the technology is adopted by the IT
department for logical access and then migrates to the
physical security side, or vice versa. 

“Everywhere you use a key or a card, you have the
opportunity to implement biometrics,” says Spence. Still,
he acknowledges that the existing infrastructure, which
is lock and key based, isn’t going away, so many hospitals
see biometrics as a means to enhance traditional secu-
rity, not replace it. 

Enrollment for the fingerprint sensor can take place
at the device itself, he says, or in some instances, hospi-
tals go around with a separate reader to enroll employ-
ees or have them do so in the human resources
department. 

FOR FURTHER INFORMATION, CONTACT:  Bill Spence, Vice
President-Transaction Systems, Lumidigm, 801 University Blvd.
SE, Suite 302, Albuquerque, NM 87106. Phone: 408-891-4091. 
E-mail: bspence@lumidigm.com

A new technology from Lumidigm which differs from 

traditional biometric technology, can capture the fingerprint below

the skin level, so even if the top layer of skin is dry, 

a clear fingerprint exists below the surface, according to 

the manufacturer. That’s why the reader works even 

when people are wearing gloves because it doesn’t rely 

on contact to capture the image.
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The purpose of the summit is to bring together a multidisciplinary team of experts to stimulate collaboration 
in mitigating workplace violence in the emergency department setting. Learn how to change the equation 
and reduce violence in your facility at this one-day summit.

View the program and  
register today at www.ena.org Sponsored by
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