
directions
Publication of the International Association 
for Healthcare Security & Safety

In this issue 
•  President’s Message  p. 1 
•  Executive Director’s Letter  p. 3
•  AGM Awards  p. 4
•  Center for Domestic Preparedness  p. 5
•  Question & Answer Corner p. 6
•  Fact or Fiction?  p. 7
•  Capture of  Two Robbers  p. 10
•  Mission to Haiti  p. 11 
•  Book Review  p. 13 
•  Interview with Steven Storbakken  p. 15
•  Alberta Health Services  p. 18
•  Watch Out For  p. 19  
•  Record Flooding in Nashville  p. 20
•  In Brief p. 22
•  Special Report  p. 30
•  IAHSS & CSU Partnership  p. 37
•  Illinois Nursing Home Task Force  p. 38

Advancing Excellence in Healthcare Security and Safety Worldwide

   HEALTHCARE  SECURITY & SAFETY

Volume 23, Number 2 
2010

Welcome
Letter from the President:

Joseph V. Bellino 
CHPA, HEM
IAHSS President

Advertisers
•   HPM Parking  p. 2
•   Help Alert  p. 6
•   Security Risk Management  p. 18
•    ADT  p. 22
 •  HealthCare Parking Systems 
     of America  p. 30 
•   Kaba p. 32
•   Software House p. 32 
•   Masada Tactical  p. 35
•   ED Safe  p. 36 
•   Help Alert  p. 37
•   ACEP  p. 39
•   Security Week  p. 40
•   Call 24  p. 41
•   Stopware  p. 43
•   Back Page - Healthcare Security   
     Consultation/Training

As we draw a close on the Memorial Day weekend hol-
iday let us not forget those who have sacrificed so much 
for us. To include our international partners who have also 
sacrificed alongside so many of our heroes, they too have 
many heroes that we are thankful for as well.  The other 
significance of the Memorial Day weekend is the signal to 
start summer activities; which include family vacations and 
time off to rejuvenate ourselves so that we may continue 
to do the work that we do. Often times, after the AGM - 
successfully held this year in Myrtle Beach, South Carolina 
– we tend to slow down our activities as an association. 
However, this year we cannot slow down, we have many 

initiatives on the table as a result the work which was completed at our last Board 
meeting.   Councils, commission, and task forces have all been tasked with specific 
goals and objectives along with timelines. They have also been asked to review and 
align their work with the broad tenants’ of the IAHSS Strategic Plan with a report 
due to the Board no later than July 1st.  The Board will meet in August to review the 
comments submitted and revise/update the Strategic Plan for the future of our orga-
nization.  There is much to be done.

As I complete 1 year of my 18 month term as your President, we have completed 
many initiatives with much success.  We could not have done so successfully without 
the commitment and dedication of so many who volunteer their time and talents to 
this organization. I would be remiss if I did not recognize Evelyn Meserve and Nancy 
Felesena, our extremely hardworking staff.  My challenge to you, get involved.  I did 
and it has been one of the most rewarding parts of my professional and personal 
life to date.  We need your input and expertise to keep moving this organization for-
ward. Secondly, we need to grow our organization. I challenge each of you to ask a 
colleague who is not a member to join our association and get involved.  

Make a contribution and have a place in the history of this outstanding association.  
Many have done so, and continue to do so. We are all busy; we cannot use this as an 
excuse with respect to our responsibilities to our profession and its growth, which we 
all have been entrusted.  We have an obligation to those who came before us and to 
those who will come after us. We have set in motion the professional standard and 
guidelines for the present and future leaders of our profession. 

Joseph V. Bellino, CHPA, HEM

Thank you,
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Welcome New Members 

The 42nd AGM held in Myrtle 
Beach the first of May was 
a tremendous success!  
Attendees participated in an 
excellent educational program 
and reviewed the latest tech-
nology.  The networking was 
fantastic and attendees rated 
the event as one they are glad 

they did not miss.  An excellent blend of education, net-
working, technology, sun, beach and fun!

IAHSS and the Florida Hospital Association will be hosting 
a joint event on November 4 & 5, 2010 at the Gaylord 
Palms resort in Orlando, Florida.  The two day event will 
provide educational opportunities as well as display the 
latest in technology.  Please plan on joining us!

The IAHSS Board voted at its’ May meeting to discontin-
ue the printing of the membership directory.   The 2010 
Handbook Membership Directory will be the last printed 
version.  The online directory provides the most cur-
rent membership information and allows members quick, 
accurate contact.

We continue to look at the website and improve it.  Visit 
often as we add items on a regular basis.  If you have sug-
gestions of items you would like to see on the site, please 
let me know.

How can I help you?  Email me at evelyn@iahss.org and 
I’ll get back to you.

Always,

Evelyn
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Chapter of Distrinction – Connecticut Chapter Russell L. Colling Medal for Literary Achievement

 Cleveland Clinic, Cleveland, OHNew Hampshire Veterans home, Tilton, NH

Lindberg Bell Program of Distrinction 

IHSSF Foundation Annual Awards 
presented at the 42nd AGM
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Medal of Merit: – John Kornock, Parker 
Adventist Hospital, Parker CO

Distinguished Medal of Lifeworks:
Edwin Stedman, CHPA – South Easton MA
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A recent survey of the IAHSS membership indi-
cated at least 63% of members have some involve-
ment in the emergency management processes 
within their facility and 96% have response respon-
sibilities.  Additionally, more than 70% indicate they 
expect their emergency management responsibili-
ties will increase in the near future.  The survey 
also revealed training opportunities and access to 
resources as primary obstacles to building an effec-
tive emergency management program.  One of 
the primary goals of the Emergency Management 
Task Force is to provide members with information 
that will help them access resources and training 
opportunities. 

One such resource is FEMA’s Center for 
Domestic Preparedness (CDP) in Anniston, 
Alabama.  The CDP is the United States 
Department of Homeland Security’s (DHS) only 
federally chartered Weapons of Mass Destruction 
(WMD) training center (an all-hazards training facil-
ity).  The CDP began operations in June 1998 as 
the only all-hazards training center offering train-
ing on chemical, biological, radiological, nuclear and 
explosive (CBRNE) weapons. The CDP training 
programs provide the very best in advanced hands-
on training for America’s emergency responders.  A 
valuable resource on the CDP campus is a former 
military hospital that is dedicated to training physi-
cians, hospital and healthcare professionals in disas-
ter preparedness and response.  The Noble Training 
Facility offers eight (8) courses in the healthcare 
curriculum.  

Not only does the CDP offer some of the best 
hands-on training available, it also provides the 
training at “no charge” for state or local emer-
gency responders. Emergency responders from 

all 50 states, the District of Columbia, and all U.S. 
territories have trained at the CDP.  The CDP pro-
vides airfare, lodging, food and transportation to/
from the Hartsfield-Jackson International Airport in 
Atlanta, GA making this not only some of the best 
but also the most affordable training available.   

Although space is limited for classes at the CDP, 
often times they go unfilled due to lack of aware-
ness by potential students as the CDP if not 
allowed to advertise. Word of mouth is the prima-
ry mechanism used to get information to potential 
students and former students are strongly encour-
aged to share their experience and encourage col-
leagues to take advantage of what the CDP has to 
offer.  Courses are available for personnel in any of 
the following disciplines:  healthcare, public health, 
emergency management, emergency medical ser-
vices, fire service, governmental administration, 
hazardous materials, law enforcement, public safety 
communications, public works, and other skilled 
support personnel that provide support during 
prevention, response, and recovery operations.  

If you are a state or local emergency responder 
training at the CDP is completely funded by DHS.  
All federal, civilian and international requests for 
training should be directed to the Center for 
Domestic Preparedness, P.O. Box 5100, Anniston, 
AL 36205-5100 or contact the Training Hotline at 
(256) 847-2132 or 1-866-213-9553.

 The CDP also conducts nonresident training that 
is designed to provide challenging and safe training 
applicable to the emergency response community 
in their home jurisdictions. A complete list of these 
courses and all other courses offered at CDP as 
well as additional information can be obtained on 
their website at http://cdp.dhs.gov/.  

Center for Domestic Preparedness
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IAHSS Question and Answer Corner
How long is the certification exam for 
the 4th Edition of the Basic Training 
manual going to be available?
Officers have until July 1, 2010 to complete the 
certification exam.  If you have scheduling issues 
due to vacations, please let us know.

What is the partnership between IAHSS 
and CSU?
 IAHSS and Columbia Southern University have 
partnered together and all IAHSS certifications 
receive college credits when enrolled in one of 
their degree programs.  Members receive 10% 
discount on tuition.  

Do I need a proctor to take the CHPA 
certification exam online?
Yes, you need a proctor to take the CHPA exam 
online.  Complete proctor guidelines are on the 
website.

How do I contact a new member that 
is not listed in the printed membership 
directory?
 The most up-to-date information can be found 
online in the member’s only section.  The online 
membership directory contains the current infor-
mation that members have provided.

New Edition Of 
‘Classic’
Available From IAHSS 
At 30% Discount

Through special arrangement with the publisher, 
the new 5th edition of Hospital and Healthcare 
Security is available from the IAHSS store for 
$55.95, a discount of 30% off the list price.  The 
new 2009 edition, co-authored by Russell L. 
Colling, a founding member and past-president 
of IAHSS, and IAHSS past-president Tony W. York, 
contains some 50 to 60 percent new material 
than the 4th edition which was published in 2001, 
the authors report.
    According to the publisher, Colling’s 
foundational work, hailed as a classic by 
educators, healthcare executives, and security 

professionals since it was first published, has 
been reorganized and rewritten to cover new 
healthcare security topics and issues, particularly 
in licensing, regulatory requirements, litigation, and 
accreditation standards. 
    The authors have included a full range of 
corresponding examples, not only from the 
US healthcare system but also from national 
healthcare systems in UK and Canada. The 700-
page hardcover text also expands Colling’s 
coverage of legal and operational issues. Also new 
to this edition is a quick-start section for hospital 
administrators who need an overview of security 
issues and best practices.
    Members can purchase the book from IAHSS 
online by credit card, check, or purchase order. 
Log in at www.iahss.org and go to IAHSS Store-
Products.
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Q. This novel, which could be made into a 
scary disaster movie,  differs from those  
based on the Mayan calendar, Martians invad-
ing earth, or an asteroid hitting  the planet.  
In this disaster, nuclear devices are exploded 
in two  of our major cities. You say this is 
very likely to happen in the near future, with 
terrible consequences. because the country is 
naively unprepared to prevent it, and  its sup-
plies of burn dressings, radiation antidotes, 
and pain killers are woefully inadequate. Why 
did you cast your scenario in a fictional form? 
A. My intent wasn’t to scare people. My intent was to 
give emergency managers in jurisdictions and health care 
emergency managers and executives some kind of sense of 
what this could be like. All my life I have been in healthcare 
disaster preparedness. That, and managing very large inven-
tories in support of medical operations. 
    The big hurdle we have in health care is that we have 
so many things going on. There are so many things tugging 
at the shirtsleeves of executives, that in our past in the 
last 30 years, disaster preparedness was just not a prior-
ity at all. Disaster preparedness was an exercise that they 
would go through twice a year and was more just filling 
in the requirements – do the exercises, document them 
in a half hour and you’re done. We didn’t have to worry 
in a children’s hospital in Baltimore about 5,000 casualties. 
There was nothing on the horizon that was going to cause 
that. The worst that we would be planning for would be a 
pileup on Interstate 95 or Interstate 83. Oh yes, in Florida 
would be hurricanes and on the West Coast, earthquakes. 
There were some pockets in the country that took emer-
gency management seriously. Most of the country did 
not and unfortunately most of the country still does not.  
When it comes to health care there are so many priorities 
that trump it. 

Q. You say that jihad groups are already in 
place. In the novel, Hezbollah moves the 
two 10 kt. nuclear bombs devices in the 

An Interview With Jim Rush, 
Co-Author Of UNPREPARED.

Fact or 
Fiction?

‘90 ‘s through the Port of New Orleans and 
stores them undetected “in plain sight.” Why 
Hezbollah?
A. I think that we have been concentrating on Al-Qaeda 
even though former homeland security director Chertoff 
told us on TV that the A team  of terror is Hezbollah.  
There is a lot of money and a lot of organizational depth 
behind them. Hezbollah is a real true organization with a 
hierarchy, funding sources from Iran, and really took seri-
ously what they were doing. This has been a movement 
that has been fomenting over the years. It is now just 
coming up to the operational level. The two professors 
I have coming in from Canada in the 1978, 1979. That’s 
time frame when the Shah was kicked out of Iran. They 
were kids then. They went to relatively radical mosques 
in Canada and went through the university system there. 
These guys were being groomed by regional vice presi-
dents for Hezbollah. That’s how they see themselves in 
Canada. The farm team.  Hezbollah looks at Al-Qaeda like 
they’re cowboys. These guys do stupid things. They get 
picked up at traffic stops. They look at 9/11 as something 
that was sheer dumb luck, It worked, but on paper it had 
no reason to work because there was so many opportuni-
ties to catch them. 

Q. Why did you single out two universities as 
the conduits for such an attack?
A.  I picked universities because universities are the least 
judgmental elements of our society, and if you can imagine 
a physician, a psychiatrist saying wild things, and not being 
picked off in the army, you can imagine what you could get 
away with in a university setting. I’m not trying to disparage 
universities. I think that universities see themselves as free 
thought centers and they tend not to be a good organiza-
tion to pick off somebody and say, “this guy is actually talk-
ing about killing people, so we should go to the police.”

Why did I bring the bombs in there? Because they’re both 
very big research entities, and you have a lot of professors 
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who are doing research for the government. You apply 
for a grant and the grant gets funded.  Now you have the 
money but you don’t have the equipment. So you place on 
order for all the pieces of equipment and supplies, hire staff 
and everything to get that project up and running. It takes 
a long time to get that project completely equipped and 
ready for installation in the scientific labs. They have project 
warehouses and the equipment will be in a certain position 
in the warehouse and it will be marked for, say, Dr John 
Smith. It will be the EPA contract or the Department of 
Energy. And nobody will take a second look at it, including 
the government which loses track as soon as they give the 
money. The next thing they are looking for are deliverables, 
but they also understand that projects can take three or 
four years to ramp up all their equipment before they get 
started. In this case they were very easily disguised.

Q. In the novel, the bombs get through the 
port of New Orleans without a hitch. Could 
this happen today? 
A. It would be 10 times more difficult.  Before 9/11 port 
security was a farce. That’s like closing the barn door 
after… We are looking outward from the Pacific and the 
Atlantic. We should be looking inward. But that would be 
considered a witch hunt.

Q. How real is the threat of terrorists truck-
ing a 10 kt. nuclear bomb in the heart of a 
city and exploding it? 
A. One of things that the Russians stole from us during 
the cold war was miniaturizing things so we could lift them 
into space.  The bomb would be something that you could 
get into crate – if you could imagine something the size of 
a coffin packed into a big crate. These things are about 4 
feet wide and 8 feet high. Packed in there would be a con-
tainer for the rods – any of the radioactive materials would 
be shielded with lead.

Q. In the 50’s, 60’s, and 70’s in the cold war 
with the Soviet Union, we prepared for a 
nuclear attack. What has happened since 
then?
A. That is the reason why I wrote the book. Back in the 
60’s we took the threat seriously. Today we’re having a hard 
time taking that threat seriously.  We had 2,600 packaged 
disaster hospitals.  They were prepositioned all over the 
United States. Each of these packaged disaster hospitals 

had 200 beds, three operating tables and suites, an anes-
thesia machine, x ray machines, high output generators. 
That’s 520,000 beds, 7,800 operatories and 2.600 genera-
tors. They had  morphine, bandages, needles, syringes – 
enough for each of 2600 hospitals to operate for 30 days. 
They were in mothballs. The only thing they didn’t have 
was structure, but they could have been set up in hours. 
Today we have none. 

Q. In the book the hospitals ran out of sup-
plies and medicines immediately. Isn’t there 
some sort of central depot somewhere?
A. There used to be.  I worked that in the book. The 
president asks, “what about our medical depots?” There 
really aren’t any.  In ‘92, as part of the “peace dividend” the 
politicians who were reinventing government asked, “why 
do military hospitals get supplies from medical depots 
in Mechanicsburg, PA, and Tracy, CA. Why don’t they use 
Owens and Minor? Baxter Medical? Cardinal Health? Every 
other hospital gets their supplies from the health care dis-
tributor. Why does the army or air force have to have their 
own depots? “

I left Germany right after the Gulf War of 1991 on medical 
leave. When I came back in early 1992, they started closing 
army depots that year and said “we’re going to patch in the 
army to the civilian hospital distribution system.” Somebody 
should have stepped up and said “the Defense Logistics 
Agency does not want to compete with civilian suppliers. 
The purpose of the depots is to keep our war reserve 
medical material stock rotated.” Otherwise we would be 
losing tens of millions of dollars with obsolescence. On the 
shelf we had huge quantities of morphine and other medi-
cines. We dropped the levels down. The only things that 
are in military depots now are things which have no civilian 
application like nerve gas antidotes. 

Today, essentially our supply chain is based on how many 
gall bladders are going to be done in the next two weeks. 
They can do this the same way any statistician does. It’s 
like actuarial tables. They can be extremely accurate. They 
can know almost exactly what the use of morphine will be. 
Since the development of the minicomputer, we have got-
ten more and more power in our demand forecast models. 
That’s the advent of supply chain management. But there 
is no way a system can forecast the need after something 
like a nuclear bomb. The civilian sector was never designed 

Interview cont.
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to support a huge spike in demand. That was the reason 
for the Defense Logistics Agency. We not only had sup-
plies in the U.S. to the tune of a couple of billion dollars, 
but in Germany and Korea as well. I had in Germany about 
$200 million worth of medicines. Now they are all gone, 
too.  That’s the situation today. There are wars in Iraq and 
Afghanistan. People are getting wounded, but the numbers 
are relatively small.

Q. Since the medical community – hospitals, 
public health, emergency  responders – will 
bear the major responsibility of dealing 
with victims of such a catastrophe, what can  
healthcare security and emergency manage-
ment do now to influence healthcare manage-
ment, and homeland security to act? 
A. The worst thing they can do is for each hospital to 
increase their stockpile by 300% if they could afford it.  If 
hospital started to stockpile like that it may help them stay 
operational for a couple of hours in a disaster. But it will 
screw up the supply chain, because when they’re stuck with 
it. It will have nothing to do with usage.

The number one federal planning scenario is the 10 kiloton 
bomb. I’m not talking about the so-called dirty bomb. A 
dirty bomb is a fear thing terror weapon. It doesn’t put out 
much radiation. A dirty bomb could go up outside your 
building and you would be unharmed. The detonation of 

a nuclear bomb is something else because the radiation 
levels are huge. What you really want to have is a really 
well developed medical system such ambulance trains that 
would take people upstate say from New York City.  In the 
book we didn’t have any way to get in and rescue the peo-
ple and if we did, we didn’t have any place to bring them. 

We need a well developed national disaster system, a very 
responsive aero -medical evacuation network where we 
can get people to an airport staging area set up to take 
care of their level of illness. We really have to start doing 
things for hospitals, not just doing things on paper, have a 
good patient tracking system, have a good patient regulat-
ing office which would send you to an appropriate hospital 
for treatment. 

The best thing to do is to elevate the concern of the exec-
utives in the hospitals in a way that they understand if we 
have a high medical supply consumption event – such as a 
coordinated attack on the subways, Grand Central Station 
and suburban rail lines – I’m not even talking nuclear – it 
would overwhelm New York City. The role of security 
today is to encourage management to put pressure on 
Congress, politicians, and Government to change public 
policy.  

Jim Rush may be contacted by phone at  at: 
254-947-8118. E-mail: jim.rush@jvrhr.com  
Web: www.jvrhr.com 

Order Today!
Basic Training Manual for Healthcare 
Security Officers – Canadian Version
ISBN #978-0-9742334-7-5
Manual and certification exam available only 
electronically, must be purchased as a package.

Package Pricing
Tier 1 – 1-9 @$110 per package
Tier 2 – 10+ @$99 per package

www.iahss.org
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Capture Of Two 
Alleged Robbers Ends 
Six-Week Hospital 
Theft Spree 

When two alleged robbers waged a crime spree in eight 
Toronto-area hospitals, they not only victimized patients, 
including an 83-year-old woman who died shortly after 
she had $7,000 in jewelry taken from her bedside, but 
also brought to light the challenge hospitals face as public 
places.

“Hospitals are public buildings and, in most parts of 
the world, people can just walk in,” says Martin Green, 
Manager-Security and Parking at Rouge Valley Health 
System, Toronto. “Our biggest challenge is educating the 
public about not bringing in items of value.”

Unfortunately, says Green, minor thefts do happen in 
hospitals, where vulnerable and often confused patients can 
become prey for others. “What is uncommon is the value 
of the items, like the woman whose jewelry was taken 
from her death bed,” he says. 

The major theft occurred at Toronto East General 
Hospital. Other hospitals that were allegedly hit by the 
duo included Etobicoke General, Brampton Civic, North 
York General, York Central and St. Joseph’s Health Centre. 
According to news reports, Marcos Marinoni, 26, and Isaac 
Lewkowitz, 29, were arrested and faced 237 charges in 
connection with crimes committed over a six-week period.

According to police reports, the men entered Toronto 
East General on Tuesday evening, allegedly made their way 
to the palliative care unit and stole the jewelry from the 
bedside of the elderly woman. Through the hospital e-mail 
network, a similar case was reported by Brampton Civic 
Hospital, which had video of the men. Police published a 
photo from the video and were able to arrest one of the 
men on Wednesday and the other on Saturday. Tips from 
the public were instrumental in the arrests, a police official 
said.  

Green, who oversees security at Rogue Valley Ajax and 
Rouge Valley Centenary, says through the hospital associa-
tion and networking affiliations, information on the thefts 
was sent to the various hospitals, so they could be on the 
lookout for suspicious behavior. After the jewelry theft, 
Green says email alerts and photos were circulated.

And although the two alleged thieves were caught on 
camera within one of the hospitals, Green says it is difficult 

A photo from a camera 
of one of eight Toronto 
area hospitals reported 
victimized in a six-week 
robbery spree was cred-
ited with the arrest of 
two men. Police released 
the photo to the media 
and tips from the public 
were instrumental in the 
arrests, a police official 
said.  

to watch all the cameras that hospitals have in use and 
expect to see a crime being committed. “It’s like channel 
surfing,” he says, “you tend to miss the good parts.” TEGH, 
where the theft occurred, has more than 250 cameras in 
operation.

And even with all the advancements in technology, such 
as intelligent video that can help pinpoint anomalies in 
behavior, Green says not every hospital is equipped in such 
a manner. “We do watch cameras, but mostly it’s to dis-
cover things afterwards,” he says.

What can make the biggest impact, he says, is if people 
coming to the hospital, either as patients or visitors, leave 
valuables at home. “We ask people not to bring anything of 
value into the hospital,” he says. Canadian hospitals haven’t 
gone to in-room safes as some U.S. facilities have done, he 
says. And while some are set up to take and store valu-
ables, it’s still best if they are left at home.

Hospital staff members are asked to reinforce this mes-
sage with patients, he says, and also to be on the lookout 
for suspicious behavior and report it to security. A thief 
isn’t likely to make a move in front of a security officer in 
uniform, he says, but they may act suspiciously around staff. 

Crimes such as those occurring at the hospitals, says 
Green, are “a kick in the chops, because it gives the impres-
sion hospitals aren’t safe.” But if there is an upside, he says, 
it’s that the attention by the media given to such actions 
serves as an educational tool for patients, visitors and staff. 

“I don’t think it’s an epidemic,” he says, “but there will 
always be ‘criminal lowlifes’ who look to commit crimes of 
opportunity.” 

For further information, contact: Martin Green, 
CHPA, Manager-Security and Parking, Rouge Valley Health 
System, 2867 Ellesmere Road, Toronto, ON M1E 4B9. 
Ph: 416-281-7324. Email: mgreen@rougevalley.ca.
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When a 7.0 magnitude earthquake rocked the island 
nation of Haiti on Jan. 12, killing thousands of people and 
injuring 100,000 or more, many U.S. hospitals responded 
with teams of doctors, nurses and other medical personnel. 

The University of Maryland Medical Center, Baltimore, 
made a six-month commitment to send members of its 
Shock Trauma Center team to help out at St. Francois 
de Sales Hospital, where it already was active in an HIV/
AIDS program through a partnership with Catholic Relief 
Services.

Accompanying the 25 trauma team members on its ini-
tial trip to Haiti was Stephen T. Moyer, security director for 
UMMC. Moyer says they traveled via a C-130 transport 
plane with five pallets of supplies, making their way to the 
hospital in downtown Port-au-Prince. While in Haiti, Moyer 
says they stayed in a Port-au-Prince elementary school 
about 45 minutes away because so many of the nearby 
buildings in the nation’s capital city were damaged. Since his 
trip there, staff are now staying in a rented house.

The hospital at which they worked is about a city block 
in size, says Moyer, with an open outdoor courtyard in the 
middle where the trauma team set up its triage, operating 
room and hospital beds.

Providing Security For Doctors, Nurses, 
Medical Supplies 

Moyer’s role, he says, was to coordinate with Catholic 
Relief Services’ existing security personnel to set up a 
place for the doctors and nurses to stay and provide safe 
transportation to and from the hospital. He also set up the 
logistics to build a secure room for housing medications, 
supplies and equipment.

Moyer’s trip, which ran from Jan. 30 to Feb. 13, was 
voluntary for him as it was for all those participating in 
the relief effort. “I asked to go,” says Moyer, who felt his 
background as a veteran of the Maryland State Police and 
as the liaison with Homeland Security for the state police 
would help him navigate security issue in Haiti. In the past, 
Moyer says, he had worked with the FBI and had partnered 
with the 82nd Airborne, so he could call upon those estab-
lished relationships if needed. Initially, he says, U.S. military 

Healthcare Security 
Director Completes 
Mission to Haiti

personnel, who provided screening, secured the airport 
and identification checks for those entering and leaving the 
country.

From 2006 to 2008, Moyer notes, there were problems 
in Haiti with Americans being kidnapped, and the FBI had 
played a role in reducing these incidents. While no such 
events occurred with Moyer was in Haiti, he says a couple 
of kidnappings did take place in late February and early 
March.

Providing Safe Transportation
To ensure the safety of medical personnel in Haiti, Moyer 

says they traveled in caravans from the school to the hos-
pital. Drivers, hired locally, were vetted, and medical staff 
operated under a buddy system so no one ever traveled 
alone. 

Trauma personnel were easily recognizable in their pink 
scrubs, which Moyer says made them popular among the 
Haitian people. They also wore badges issued by Catholic 
Relief because these were already well known among the 
locals.  

“Catholic Relief Services has worked on the HIV/AIDS 
effort for years,” explains Moyer, having established a busi-
ness office in Port au Prince. “They are so well-known 
down there,” he says.

UMMC medical personnel shared the elementary school 
space with members of the 82nd Airborne, so Moyer says 
that site was already well secured when he arrived. CRS 
also provided local armed guards, although Moyer was in 
charge of securing the medications they brought with them 

Patients at heavily damaged St. Francis de Sales Hospital in Port-
au-Prince, Haiti, were  treated under tents and tarps since the 
Jan. 12 earthquake. (Catholic News Service/Bob Roller)
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until a secure place was created. Moyer says the 2-foot 
box that housed those supplies traveled with him wher-
ever he went.

At the hospital site, security was provided, but not on 
the same level as personnel is used to at American hos-
pitals, notes Moyer. A local security guard, Frank, checked 
people into and out of the hospital. “But it was nothing 
like we have here in the United States,” says Moyer. In the 
evenings, hospital personnel go home, and the families of 
patients come in and provide care.

The Biggest Lesson Learned
After his two-week stint had ended, Moyer says the 

group felt the situation was stable enough that a dedicat-
ed security person wouldn’t be necessary. Instead, Moyer 

turned over the security duties to technicians who traveled 
with the different medical teams.

For Moyer, the biggest lesson learned during his time 
in Haiti was that while he expected to encounter many 
challenges, he was surprised by the ability with which they 
could get things accomplished and the resiliency of the 
Haitian people, many of whom had little or nothing before 
the earthquake hit.

For further information, contact:
Stephen T. Moyer, Security Director  University 
of Maryland Medical Center, 22 S. Greene Street, 
Baltimore, MD 21201-1595. Ph: 410-328-3102
Fax: 410-328-2373. Email: smoyer@umm.edu

Congratulations NEW CHPA’s 
Joseph Daniel  
Dan Dilling  
Bruce T. Blackburn  
Edward M. Bortone  
Justin Clark   
Henry A. Dondlinger  
Peter J. Fee  
Robert Hoefs 
Steven Hobart   

Jamie L. Holt   
Paul J. Johnson   
Gary W. LaClair   
Charles G. Murray   
Shawn Reilly   
Richard C. Sparks   
John N. Talijan  
Curt L.  Whitlock  
Craig A. Woodruff   

Enloe Medical Center, Chico, CA Security has all its staff IAHSS certified. Enloe Security 
is a leader in staff development and training in the northern California region.  

CHPA Renewal: If you received your 
CHPA in 2007 you must recertify in 2010.  
To obtain an application contact the IAHSS 
at 888-353-0900 or visit the website under 
certifications.
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UNPREPARED 
by D.A. Ramsey and Jim Rush

Reviewed by Dr. James D. Blair, 
President,  Center For HealthCare Emergency 
Readiness (CHCER) 

Jim Rush, a former Air Force Medical Service Corps 
(MSC) officer and Readiness expert, has amassed an 
interesting combination of Armed Forces, Public Health, 
Private Healthcare and Federal grant oversight experi-
ence. He authored a book on disaster preparedness for 
the American Hospital Association’s personal member-
ship group, the Association for Healthcare Resource 
and Materials Management (AHRMM).  Jim also has had 
articles published in healthcare magazines and in an on-
line publication “Big Medicine.” Recently, he teamed up 
with a writer in Atlanta, DA Ramsey and using Jim’s plot 
line, they wrote a book consisting of equal parts fiction, 
horror and plausibility. This book is a “must read” for all 
those responsible for planning and preparing for what 
many feels are certain attempts on America in the very 
near future. 

The book UNPREPARED follows Tim Rausch an “out-
of-favor” CIA counterterrorism expert as he stumbles 
across two disgruntled Russian nuclear scientists in the 
early 1990’s as the former Soviet Union is crumbling 
into pieces. Anatoly Buskeyev is a Deputy Commander 
of Russia’s primary nuclear weapons depot and his wife 
Irena is a nuclear engineer. Offering gifts and money, a 
cunning and manipulative Hezbollah operative “Mussari” 
convinces the Buskeyevs to sell three nuclear weapons to 
Iran, under the guise that they are providing deterrence 
to a peace-loving society afraid of Israel’s nuclear capabil-
ity. Once the weapons are in Mussari’s hands, he quickly 
transfers one to the Becca Valley in Lebanon, to be used 
against Israel. The other two go through a port of entry 
in New Orleans for further distribution by Hezbollah 
cells deep within the American university system.

Targets: Washington, DC, and Las Vegas
Two Canadian professors who had been part of the 
Iranian exodus in the early 1970s as the Shah of Iran fell 
from power are radicalized and recruited by an operative 

BOOK REVIEW
high in the Hezbollah ranks. Through his influence and 
contacts in universities in America, this operative is able 
to get one of the professors a faculty appointment in at 
a university in Nevada while the other professor turned 
terrorist leader receives his appointment to a university 
in Washington D.C. As the professors await their call to 
glory, they blend seamlessly into American society, mar-
rying American woman working in respective universities’ 
human resources offices.  The professors arrange the 
hiring of young, discontented and angry Muslim youth to 
aid in their jihad against the West. They build their ware-
housing and logistics terror cells right under the noses of 
prominent university researchers.  They hide the smuggled 
nuclear weapons in plain sight as Department of Energy 
grant equipment and maintain the weapons in University 
warehouses while awaiting the Jihad D-Day.

The war starts when Iran, through increasingly bellicose 
remarks, provokes Israel into attacking Iranian nuclear 
facilities. Hezbollah immediately launches nuclear attacks 
against Israel and the United States. In trucks belonging to 
the respective universities, the professors drive the 10 K 
bombs, unnoticed, through city streets unleashing holy fire 
in downtown D.C. and Las Vegas, while a country, com-
pletely unprepared, watches in shocked horror. 

The tragic scene in Washington and Las Vegas finds over 
one and a half million dead and even worse, critically 
injured with radiological burns and acute radiation sick-
ness.  There is no ability to get those who could be saved 
out of the DC area. Interstates-495, 395 and I-95 become 
radiological parking lots.  People in Las Vegas fared better, 
since most died in the nuclear attack moments after the 
detonation in the middle of Las Vegas Strip toppled build-
ings and incinerated most of the local population in the 
flat Las Vegas area.

An Overwhelmed Medical System
Over the subsequent days, the country’s medical sys-
tem finds itself overwhelmed and depleted of the most 
basic supplies. Doctors, and emergency medical response 
teams, are stretched thin as the influx of sick people hit 
an already overcrowded hospital system. Radiation anti-
dotes, burn dressings and prescription pain killers are 

continued on next page
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in high demand, but quickly become unavailable, as the 
first arrivers take the bulk of the meager on-hand stores. 
Make-shift hospitals are set up in stadiums, churches, 
and gymnasiums, each without the basic necessities. As a 
result, tens of thousands of people die an agonizing death 
as the medical industry desperately tries to keep up with 
the grim task of treating the walking dead.

The CIA agent Tim, who has spent a good deal of his 
career being ridiculed by his superiors as a “doom and 
gloomer,” is the only intelligence agent to successfully 
connect the dots back to Iran. He finally gets his redemp-
tion when he receives a communiqué from an associate 
in Dubai. It’s the smoking gun he has been waiting for. 
It fingers the Russians and their ties to Hezbollah. Tim 
gets called in to brief the President in the new American 
capital in Colorado and presents his entire file, mak-
ing an airtight case against Iran. The President contacts 
friendly countries, South Korea, China and Russia, and 
advises them of upcoming attacks against Iran, as well as 
Syria and North Korea, for having provided aid to the 
Iranians. He then warns China and Russia of the most 
severe reprisal should they attempt to intervene in 
American actions against the nations who participated in 
this American holocaust. A new day dawns in a different 
America with a new reality of life, struggling to survive as 
a nation and a society.

Realistic Problems; Real Concerns
Although presented as fiction, the logistics problems 
described in the book are most realistic and have been a 

key concern for planners for years.  Security and safety 
of limited supplies are key to any mass casualty opera-
tion. The “just in time” movement was adopted by the 
federal government as part of the post cold war divi-
dend.  The robust depot system we had two decades 
ago is gone. The magnetic pulse would deny all rolling 
stock in the area, military and civilian. Landline and cell 
tower communication would be gone. Blast and thermal 
injuries will produce walking dead and there is little time 
for compassion with exhausted supplies of pain killers.  
Triage and security are vital to any salvage of human 
life. The most sophisticated mass casualty plan is only as 
good as your ability to secure people and supplies. 

Many experts think that some type nuclear device 
explosion is in our future. Dirty bombs will create a 
mini-event with the same combination of blast and ther-
mal effects. and depending on size, the effects follow the 
pattern in the book. CHCER has a scenario with a one 
Kt bomb. Use of a 10Kt is counterproductive because 
today it seems hopeless to prepare for such an event.

For further information, contact: 
Dr. James D. Blair, CHCER, 715 Combee Way, 
Roswell, GA 30076-5119. Ph: 770-649-9126 
Fax: 770-649-9972 E-mail: drjdblair@comcast.net

UNPREPARED, by D.A. Ramsey, and Jim Rush is 
available from Amazon and other booksellers.
 

UPCOMING EVENTS

November 4 & 5, 2010 – IAHSS/FSHSSEMP 
Joint Conference

Gaylord Palms, Orlando, FL

May 22-25, 2011 – 43rd Annual General Meeting
The Royal Fairmont, Toronto, Canada
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An Interview With: 

Steven Storbakken On 
Involving Hospitals In 
Statewide Public Emergency 
Preparedness Drills

Steven Storbakken is the Director of Safety and Emergency 
Preparedness for Providence San Fernando Valley Service Area, 
which serves 452-bed St. Joseph’s, 254-bed Holy Cross and 
254-bed Tarzana medical centers The three medical centers 
employ about 7,500 employees and more than 2,000 physi-
cians. Storbakken is a former Los Angeles and California State 
Chapter chairman for IAHSS. In March, Storbakken, along 
with Connie Lackey, Manager of Emergency Preparedness, 
received the U.S. Geological Survey’s Eugene M. Shoemaker 
Award for their work on The Great Southern California 
ShakeOut Campaign. The award recognized extraordinary 
effectiveness in communicating complex scientific concepts 
and discoveries to capture the interest of the American public. 
The ShakeOut became the largest drill of its kind, with more 
than 5 million people participating in the initial drill in 2008, 
and about 7 million in 2009.  In this interview, he discusses 
the award, the ShakeOut drill, and emergency preparedness in 
general.

Q. How did you get involved with the U.S. 
Geological Survey and the ShakeOut cam-
paign?

A. We (Connie Lackey and I) had gone to a U.S. 
Geological earthquake conference in 2008, where we met 
Dr. Lucy Jones, the USGS’s  multi-hazards project chief. We 
talked about emergency preparedness and the drill sce-
nario, and Connie and I jumped in with both feet, especially 
to make sure our hospitals were included. The team, which 
encompassed about 13 participants, met on a regular basis 
and looked at how to get the information out to the local 
sectors, such as government, business, schools and hospitals. 
The scenario was written by USGS earthquake experts 
and described a magnitude 7.8 earthquake impacting 
Southern California along the San Andreas Fault.

Q. What were the mechanics behind the 
ShakeOut drill and the exercise?

A. The team created The Great California ShakeOut 
web site through which people could sign up to partici-
pate. The first year, 2008, 5.4 million people agreed to 
take part. Those who signed up were asked to simulate 
a response to an earthquake by doing the “drop, cover 
and hold on” protocol. This means at the first signs of 
an earthquake, people should drop to the ground; take 
cover by getting under a sturdy desk or table and hold 
on until the shaking stops.  In that first year, we had 150 
medical organizations as participants.

Another part of that first year’s program was a large-
scale exercise at Providence Holy Cross in Mission Hills, 
California. The city of Los Angeles approached us about 
the exercise, and we invited Bishop Alemany High School 
to participate with us. They provided 200 student “vic-
tims” for the exercise on the athletic field. We had more 
than 40 types of traumas to treat, including penetrating 
glass injuries, head traumas, cuts, scraps and compound 
fractures. It was pretty much everything you can think of 
to test the entire police, fire and medical response sys-
tem capabilities.

Outside of the portable hospital, the fire department 
was triaging, treating and transporting victims. Participants 
included trauma surgeons, hospital command center and 
emergency department staff, multiple levels of fire and 
law enforcement personnel, a strike team of ambulances 
and the air national guard to control the air apace for 
helicopter traffic. We also had visits to the site from Gov. 
Arnold Schwarzenegger and members of his cabinet, the 
Los Angeles mayor and City Council members, who held 
multiple press conferences. 

Q. What was the role of security during the 
exercise?

A. Security personnel were needed to secure the entire 
area, and they worked with the Los Angeles Police 



Department to make sure only victims were in the treat-
ment area. As with a real event, there were large numbers 
of onlookers and lots of press. This was the most realistic 
exercise in which I’ve been involved.

Q. After successful first and second year 
ShakeOut drills, what are the ongoing plans?

A. The ShakeOut drill was such a huge success that it is 
now and annual event and occurs every year in the fall, 
with participants signing up through the web site. They 
need to do the drop, cover and hold drill or they can build 
on it from there with full exercises and simulated patients. 
This year the drill will be at 10:21 a.m. Pacific Time on Oct. 
21. In 2008, the drill was focused on Southern California, 
however now it’s been expanded to statewide. Last year I 
flew to Anchorage, and one of the things we talked about 
was the ShakeOut exercise because their earthquake risk 
in Alaska is even higher than ours in California. I’ve also 
spoken with a hospital that is on a fault line in Tennessee. 
What’s scary is that other states don’t have the seismic 
standards for hospitals that we do in California. 

In our exercise this year, we’ll be coordinating with Disney 
and their emergency preparedness people. We’re going 
to invite them to lunch and find out what their plan is 
in case of an earthquake. We’ll also share our plans with 
them and get some feedback. This drill will be coordinated 
with Burbank Emergency Preparedness, Fire and Law 
Enforcement.

Q.  When you witness disasters in other areas 
of the country, or even the world, how does 
that impact what you do with the ShakeOut 
campaign?

A. Every time there is a catastrophic event, like the earth-
quake in Haiti, it makes you take a look at your plans and 
ways to make improvements based on the lessons unfold-
ing in the media. We’re fortunate in that we have high 
standards for buildings and under Joint Commission stan-
dards, we have plans for 96 hours of critical supplies in our 
hospitals. It’s a hard thing to be prepared for what might 
not happen, but I believe luck always favors those who 
are prepared. We want to be as prepared as we can be 
with back-up fuel, back-up generators, Kitty Litter, cases of 
Ensure, water, outdoor BBQ’s and the like.
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One system we created was an emergency oxygen back 
up system. Oxygen is a critical utility. We already had back-
up H and E tanks for emergency use, but if the under-
ground oxygen lines ruptured, we’d have no way to use 
the thousands of gallons of liquid oxygen remaining in the 
holding tank. The most likely point of failure is the under-
ground oxygen lines going into the hospital, so we created 
an oxygen lifeline, which is hundreds of feet medical grade, 
stainless steel hose line on a cart that can be connected to 
create a back-up oxygen system. The liquid oxygen tanks 
are built so they are likely to stay intact, so the main weak-
ness in system, which have failed in hospitals in previous 
California earthquakes, has been resolved with a simple, 
affordable back-up system.

We also have a mobile emergency trailer that serves as 
not only a back-up for supplies, but can be used as a com-
mand and communication center in the event of a disaster.

Q.  How are these back-up systems financed?

A. Los Angeles County Emergency Medical Services 
Authority is one of four municipal areas to receive direct 
funding from the National Hospital Preparedness Program 
for all hazard mitigation.  As part of this all three of the 
Providence facilities have received this funding. The major-
ity of items have been purchased through this funding, but 
we’ve also done some things on our own. For most hos-
pitals in Southern California, earthquakes are the number 
one risk. 

Q. Having seen on the news or read about 
what happened in Haiti, what lessons can be 
learned from that situation?

A. What we have learned from Haiti is to keep your sys-
tems and responses as simple as you can. They had issues 
with supplies coming from many countries not being able 
to work in concert. It’s important to remember that when 
you send supplies, or for those helping out. In most cases 
it is better to send or donate money to organization like 
the Red Cross who know what is needed locally and have 
systems in place to buy and send what is needed. Also, we 
have an overreliance on systems for what can be simple 
clinical processes. Newer doctors and nurses in particular 
are used to automated or technologically advanced systems 
that were not available in such austere conditions and that 
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caused some people difficulty. We can use those lessons 
for how to train and then respond in the future.

We also learned about the importance of testing parts 
of your plan, so you can get the scope of what is needed. 
You may need staff to help you with security, or you may 
want to make sure to meet with local law enforcement 
before a disaster so you know them. This includes local 
businesses as well.

Q. How does the earthquake drill cross over 
into your everyday security planning?

A. We know that during an earthquake, physical plant 
people will be busy, so we’ll have to draw on a pool of 
people to fill some security roles. This can include people 
who already are familiar with security because they 
respond in Code Gray events. Through technology, we 
can restrict areas of the building with our access control 
system, and we have a mass notification system that we 
can use to get in touch with all staff or individual depart-
ments.

In the event of an earthquake or other emergency, we’ve 
already talked with Burbank Police about using their heli-
copters to help transport our staff. We’ve met with the 
special response team, showing them our CCTV system, 
and discussing with them doing a drill or simulation of an 
active shooter in the hospital.

Within the medical centers, we talk about prepared-
ness on the first day of orientation and throughout their 
careers at the hospitals. Our goal is to have training and 
an increased awareness level to sustain and build on. We 
use drills as an opportunity to take a closer look at pre-
paredness, and at innovative ways to get the word out. 
What we all want is for people to be prepared. You can 
choose to be a victim, or you can choose to be prepared: 
I believe this is choice we all have to make.

For further information, contact: Steven 
H.  Storbakken, Director of Safety and Emergency 
Preparedness, Providence San Fernando Valley Service 
Area, 501 S. Buena Vista, Burbank, CA 91505. Ph: 818-
847-3866. Email: steven.storbakken@providence.org
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In a move referred to as “shuffling 
the deck,” Alberta Health Services, 
Edmonton, has reconfigured its 
protective services strategy to pro-
vide provincewide coverage, while 
reportedly saving about $3.5 mil-
lion in annual security costs. for the 
$11 billion organization. 

Anthony Weeks, Executive Director 
of Security and Parking Services 
at AHS, acknowledges one of the 
biggest changes is the move to a 
50/50 mix of community peace 
officers and contract security per-
sonnel, the latter provided through 
Paladin Security.  AHS had used 
contract employees in Edmonton in the past, he says, but 
the majority of security personnel had been in-house 
staff.  Paladin has absorbed some of the former AHS 
security employees, says Weeks, while others chose to 
take a severance package.

Mobile Police Offers Hired
AHS employs about 600 security workers and managers, 
says Weeks. “We use special constables, also known as 
community peace officers, who have the ability to make 
arrests and issue fines,” he explains. These peace officers 
are able to act on specific provincial statutes, such as the 
Gaming & Liquor Act, Mental Health Act, Trespass to 
Premises Act and the Tobacco Reduction Act. In addition, 
he says, 15 mobile peace officers will provide coverage in 
the most remote areas of the province.

Dispatch Centers Consolidated
Another major part of the realignment of protective ser-
vices involved the consolidation of the dispatch centers. 
Originally, AHS operated seven centers, but now works 
from a single center based in Edmonton. The 1,000-plus 
cameras at all the facilities report back to Edmonton for 
monitoring. Within the dispatch facility, the province is 
divided into six sectors with personnel watching cameras 
and monitoring alarms for specific areas. By consolidating 
the operation, Weeks says, AHS saved about 15 positions. 

The latest technology allows dispatch center personnel to 
not only record and watch past events, but also monitor 
high-risk patients or isolate on an incident as it happens, 

says Weeks. The plan is for emergen-
cy rooms at all 130 hospitals to have 
cameras, he adds. 

Determining Needs of Urban 
and Rural Facilities
When the restructuring plan was first 
announced in June 2009, Weeks says 
one of the key focuses was the level 
of staffing within urban areas. “When 
we started, the majority of resources 
were focused in the South. We took 
existing resources and moved them 
to make it fair and equitable through-
out the province.”

He says while it was felt that it was a 
low risk move to do that, they have now “put a pause on 
that, and we’ll take a closer look.” However, because there 
are no new funds for protective services and there exists 
the need to cover the entire province, including 72 sites 
that weren’t covered before, Weeks says they have had 
to “shuffle the deck” to put people into position.  By using 
15 mobile community peace officers, AHS is now able to 
provide security access to all its hospitals.

Union Protests Considered
Decisions on how to staff facilities was made based on a 
comprehensive review of community crime data, patient 
volumes, health and safety needs and specific security 
incidents. The plan also took into account feedback from 
rural areas and unions.

When the plan was first announced, and some rural 
areas were scheduled to be left without security cover-
age at certain times, union officials launched protests. The 
revised plan, which contracts out positions but provides 
coverage, still isn’t considered ideal by union officials.

Weeks acknowledges that while the union isn’t happy 
about contracting out the security jobs, “the dust has 
settled a bit” since the plan took effect May 1.

For further information, contact:  Anthony 
Weeks, Executive Director of Security and Parking 
Services, Alberta Health Services, 700 Manulife Place,
10180 -101st, Edmonton, Alberta, Canada T5J 3S4. 
Phone: 780-342-2000. Fax: 780-342-2060.

Alberta Health 
Services 

Implements 
New Security 
Strategy To 

Maintain 
Coverage While 
Cutting Costs
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WATCH OUT FOR:
THE DANGERS OF USING 
PEPPER SPRAY IN A 
HOSPITAL ENVIRONMENT
Citing an incident in the ER of a hospital when a police 
officer used pepper spray in an attempt to subdue an 
adult  female he had brought for evaluation for risk of 
suicide, Joel Lashley, Treatment and Outreach columnist 
for Corrections One.Com,, urges police and corrections 
officers and security officers not to use pepper spray to 
subdue forensic patients or other persons acting up in a 
hospital environment. In the incident related by Lashley, 

Clinical Violence and Crisis Management Consultant 
for Children’s Hospital and Health System, Milwaukee, 
WI, the patient cut her wrists with shards from test 
tubes in a suicide attempt. “Angry that she’d been 
discovered,” Lashley writes, “the patient resisted the 
attempts to save her life. The officer attempted to use 
pepper spray to subdue the now enraged and bloody 
patient. The spray seemed to have no effect on her 
but it worked well on the nursing and medical staff. 
The officer managed to clear the emergency room of 
many bystanders, including the patient’s nurse, who ran 
out into the parking lot to regain her sight and clear 
her lungs, but did little to subdue the suicidal woman. 
Fortunately, there were no cardiac or respiratory cases 
nearby to send into unrecoverable distress.” Fortunately, 
Lashley  also  relates, the remaining emergency medical 
staff that could still function sprang into action, subduing 
the woman and stabilizing her for emergency surgery. 

“Keep the spray holstered, Lashley advises. “First, if 
you’re a police or corrections officer don’t use Mace®, 
pepper spray, pepper foam or pepper balls inside a 
hospital. If you’re a security director of a hospital, don’t 
issue aerosols to your officers. If you’ve already done 
so, get rid of it.”  Hospitals attract patients with car-
diopulmonary diseases and they are supposed to be a 
safe environment for them, he adds, so chemical agents 
should be considered unusually high-risk options in hos-
pitals.  “If you fill the ventilation system of a hospital with 
pepper residue or tear gas, it can have serious results. 
It just isn’t possible to quickly evacuate someone who’s 
hooked up to a maze of tubes, wires, and other life-
sustaining equipment.”

DOOR-TO-DOOR 
FUNDRAISING SCAM

Bakersfield Memorial Hospital, Bakersfield, CA, has 
discovered a fundraising scam targeting local neighbor-
hoods.  According to reports from homeowners, one 
or more young women who claimed to be raising 
funds for the Pediatrics Department at Bakersfield 
Memorial Hospital were soliciting money through 
door-to-door magazine sales.

In a statement released to news media, the hospital 
said that it and the BMH Foundation did not engage 
in any fundraising activities involving magazine sales or 
door-to-door solicitations and warned residents not 
to make any cash or check donations to such scams.  
It further warned residents not to share any personal 
information such as credit card or social security num-
bers with those individuals.

At the same time, the Bakersfield Police 
Department announced it was investigating the case 
and encouraged homeowners approached by anyone 
soliciting funds through magazine sales on behalf of 
the hospital to contact Department.

BOGUS GIRL SCOUT 
NURSING 
HOME SCAM
A woman, who was not wearing a uniform and was 
believed to be in her 20s, visited Hillcrest North 
Nursing Home, Knoxville, TN, and persuaded four 
residents, one 92, that the Girl Scouts were cleaning 
jewelry as a fundraising project, police reported. She 
promised to return the jewelry within half an hour, 
then disappeared. No arrests have been made so far.  
Hillcrest officials said policy requires visitors to sign in 
at the front desk, although they don’t have to present 
identification. Security cameras in the hallways failed to 
capture an image of the thief, they said. 
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Flood waters pour into basement of Monroe Carrell 
Children’s Hospital, Nashville, as pictured by local TV 
station. The main lobby, grand staircase and base-
ment of the hospital were reported  flooded. Water 
has also flooded into the main hospital’s dock area, 
sub-basement, and emergency room.

Record Flooding Puts
Nashville Hospitals
Security To The Test

When more than 13.5 inches of rain fell on Nashville, 
Tenn., on May 1 and 2, flooding became a significant issue 
around the area, including  some of Nashville’s hospitals.

At Centennial Medical Center, a 615-bed facility, the 
heavy rains caused 3 to 4 feet of water to collect on 
the first floor of the Women’s Hospital. In addition, the 
pressure of the water broke several first floor windows.

Ernest Plus, Security Director at Centennial, says an 
incident command process was put in place beginning 
Sunday, May 2, and continuing through Friday, with three 
briefings per day. The incident command center was located 
on the second floor of the Women’s Hospital, where 
members could oversee damage and mitigate any other 
flood-related issues.

As safety officer, Plus says his role was to ensure overall 
safety and to monitor logistics, life safety and the security 
structure. “We had to secure the facility,” he says, making 
sure to keep unauthorized people out of the damaged 
area.

The parking structure also became flooded, so security 
staff members made sure vehicles were moved. Several 
nearby roads were also compromised, and that needed 
to be a consideration for patients and staff. Plus says he 
initiated a callback to his staff of 22, many of whom worked 
on the perimeter of the building directing both car and 
foot traffic.

Making Sure Staff Morale Stays High
During an emergency such as this one, Plus says a major 

concern is how staff holds up under the long hours and 
added stress. It was important, he says, to be prepared and 
listen to staff members’ concerns. Just ensuring that people 
had adequate meals, breaks and a dry, clean uniform 
improved morale, he says. Some officers, he says, had been 
at work when the flooding started and didn’t know the 
condition of their own homes.

According to Jenny Barker, Centennial’s PR and market-
ing manager, 40 of the hospital’s 3,000 staff members either 
lost their homes or were displaced by the flooding, while 
many others experienced some flood damage and loss of 
power.

Unlike some parts of the country, flooding hasn’t been 
a big issue for Nashville, so Plus says it was “a minor con-
tingency of ours. But if you do general training, you can be 
prepared for anything.”

The security staff, he says, participates in incident com-
mand training, through both tabletop exercises and live 
drills. During an actual emergency, he says, it provides the 
opportunity to test those skills and work together with 
other departments.

Operating A Command Center
At Vanderbilt University Medical Center, a twin-towered 

facility with more than 600 beds, patients in the adult 
emergency room had to be evacuated from the A side 
to the B side because of flooding, explains Pam Hoffner, 
RN, MSN and emergency preparedness coordinator for 
Vanderbilt.

The emergency response team opened the hospital’s 
incident command center Sunday morning, she says, assign-
ing roles to members from security, plant services, emer-
gency response and administration. The command center 
had already been activated for a time the day before, as 
they evaluated the potential for flooding based on weather 
reports. In addition to internal meetings, the team was in 
communication with a regional coordinator through daily 
conference calls to get updates on the situation around the 
city and area.

She says plant services staff dealt with flooding in the 
emergency room, three parking garages, the basement, sub-

continued on next page
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basement and on-site clinics. Safety officers were charged 
with doing a safety analysis, especially of electrical issues 
because of the flooding, and documenting the damage with 
photos.

Manning The Barricades And Directing Traffic
The Nashville Fire Department provided a pumper truck 

to assist plant services personnel, who were also pumping 
out water from the hospital. Hoffner says they were able 
to keep the hospital open, while evaluating the damage. 
Water was a foot deep in some areas, she says, but it didn’t 
compromise power, computers or phone service. The pres-
ence of the fire truck, however, did spark several media calls 
and reports that there was a fire at the hospital, when that 
wasn’t the case, she says.

Some roads around the hospital had to be closed, she says, 
and security staff manned the barricades. They also assisted 
with getting people into the hospital and provided traffic 
reports. Because of the ER flooding, ambulances had to be 
directed to a different entrance, and that information was 
communicated through security to area EMS teams.

Debriefing: Communications Still A Problem
Hoffner says anytime the incident command center is acti-

vated, there is a scheduled debriefing. Everyone who worked 
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in the center files a report, as do the various departments 
and key personnel. Staff members are also surveyed elec-
tronically so the emergency preparedness staff can gather 
information about what worked well and didn’t, and then 
form a list of action items to be followed up on.

Although she didn’t have her action item list yet, Hoffner 
says early assessments showed “we still struggle with com-
munication issues.” She says she planned to change some of 
the scripted paging messages.

Staff members do train for many types of emergencies, 
says Hoffner, and, in fact, just the week before they had 
a major disaster drill in which the scenario was receiving 
patients after a mass evacuation caused by a hurricane in 
the Gulf. 

FOR FURTHER INFORMATION, CONTACT:
Ernest Plus, Security Director, Centennial Medical 
Center, 2300 Patterson St., Nashville TN 37203. Ph: 615-
342-2830. Fax: 615-342-2836. Email: ernest.plus@hcahealth-
care.com.

Pam Hoffner, RN, MSN, Emergency Preparedness 
Coordinator, Vanderbilt University Medical Center, 1161 
21st Ave. S., Nashville, TN 37232. Ph: 615-322-0242.
Fax: 615-343-9956. Email: pam.hoffner@vanderbilt.edu. 
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IN BRIEF:
TERRORIST ATTACKS

ON HOSPITALS
Iraqi Hospital Attacked
In Suicide Bombing
BAQUBA, IRAQ. An attacker wearing a police uni-
form entered a hospital on foot before blowing himself 
up during a triple suicide bombing that killed dozens 
in the run-up to Iraq election March 7, according to 
media reports. At least 30 people died and dozens were 
wounded. The three-pronged attack struck at carefully 
chosen points around the city, about 35 miles northeast 
of Baghdad. One attacker drove a car full of explosives 
into the headquarters of a police rapid reaction force, 
while a second set off a car bomb at a police checkpoint 
near a main provincial building. A third attacker struck 
shortly after the first two blasts, targeting a city hospital 
where victims had been taken for treatment. 

Terrorists Attack Hospital, 
Kill Two Security Officers
MOGADISHU, SOMALIA. At least four people 
were killed and 10 others injured in fighting between hos-
pital guards and Somali insurgent fighters in the outskirts 
of Mogadishu.  According to news reports, witnesses said 
fighters from Hizbul Islam attacked Hawa Abdi Hospital, 
located in the road that connects Mogadishu to the 
Afgoye town in central Shabelle Region.  Four people,  
including two hospital officers, were killed in the fight-
ing. The hospital was attacked and subsequently captured 
by Hizbul Islam after killing and injuring the security offi-
cers. The fighting erupted after insurgents’ attempts to dis-
arm the security personnel was met with stiff resistance, 
causing the death of the insurgent official.  Many patients 
were evacuated from the hospital, which also suffered 
great damage from the gunfire. 

DRILLS
Hospital Drill To Simulate
Response To Car Bomb At 
Local Factory

BRISTOL, CT.  Bristol Hospital, along with represen-
tatives from healthcare, police, fire and EMS agencies, 
planned a drill June 5 at a local building products factory, 
according to media reports.  In the scenario, a car bomb 
will strike the factory and spew hazardous chemicals 
that cause respiratory distress. Laura Nagle, emergency 
management coordinator at the hospital, told local media 
that the mock disaster will help with the training emer-
gency responders and getting various departments and 
agencies to work together. The situation isn’t so different 
than the explosion that rocked the natural gas plant in 
Middletown, CT. earlier this year, she said. Besides Bristol 
Hospital, the coordination includes the John Dempsey 
Hospital and the Hospital of Central Connecticut’s New 
Britain and Southington campuses.  The hospitals are test-
ing their ability to communicate, using online emergency 
sites and other means. The drill coordination will involve 
vehicles, mobile command posts and on-scene communi-
cations systems that keep in touch with other emergency 
responders around the state. Part of the drill will be de-
contaminating people at the scene so they’re not taken 
into hospital emergency rooms and spreading the toxic 
material even further. 

ER VIOLENCE
Policeman, Security Officer
Injured in ER Altercation
HYANNIS, MA. A Barnstable, MA, police officer in 
the Cape Cod Hospital emergency room used a Taser 
twice to subdue a 17-year-old patient during an alterca-
tion there. A hospital security officer also was injured 
after the youth allegedly placed him in a headlock and 
repeatedly punched him in the face, according to newspa-
per accounts. The young man was being treated for cuts 
to his hand, received earlier when he allegedly punched a 
mirror. According to the police, a physician told the officer 
a man she just sent for an X-ray was agitated. A hospital 
security officer came to talk with the policeman and dur-
ing their conversation, the 17-year-old, his wrist bandaged, 
passed by and stared at them. A few minutes later, he 
passed again, and made comments. Police then told the 
youth to leave the hospital two or three times when the 
young man came at the officer, swearing and with closed 
fists. He allegedly hit the policeman in the shoulder and 



23International Association for Healthcare Security & Safety

directions IAHSS

Volume 23, Number 2

In Brief cont.

continued on next page

tried to grab him. The hospital security officer grabbed 
the assailant, who pulled away and punched the security 
officer in the forehead, then wrestled him into a headlock 
and began punching him in the face. After being ordered 
to stop and warned about the Taser, the police officer 
used the stun gun to no effect once, then used the Taser a 
second time and the youth dropped to the floor, releasing 
his hold on the security officer. The police found a folding 
knife in his pants pocket during the pat down after he was 
handcuffed. 

Convicted Killer Charged 
In Assault On Security Officer
STATEN ISLAND, NY. A convicted killer was 
charged with second-degree assault for his alleged attack 
on a security officer April 12 at Staten Island University 
Hospital, Ocean Breeze. The 34-year-old, who went to the 
hospital to visit an acquaintance, spit in face of a security 
officer who asked him to stop and show identification dur-
ing a routine check outside the emergency room, then 
punched him and knocked out his two front teeth. In July 
1997, the man was sentenced to three to nine years in 
prison stemming from the shooting death of a Silver Lake 
man in May 1994, but last July a jury in State Supreme 
Court, St. George, acquitted him. Since the hospital inci-
dent, the man has also been arrested on misdemeanor 
charges of criminal possession of marijuana.

FINES/REGULATIONS
Hospital Fined 
For Security-Related Risks
BALTIMORE, MD. The Maryland Department of the 
Environment fined the Johns Hopkins University and Johns 
Hopkins Hospital $370,000—the largest such penalty ever 
paid by Hopkins —after finding problems related to how 
the university and hospital handled radiation materials, 
maintained radiation machines and administered radiation 
to one patient, according to reports in the Baltimore Sun. 
The bulk of the 19 alleged violations, found between May 
2007 and September 2009, deal with security issues, not 
public health, said a spokeswoman for the Department 
of the Environment. For example, state inspectors found 
containers of solutions used for research weren’t properly 
labeled or securely stored, resulting in a security risk. 

University Hospital Updates 
Security Procedures; Retains 
Medicare Funding
LOUISVILLE, KY. After a review prompted by one 
patient’s sexual assault of another, federal officials have 
cleared University Hospital to continue treating Medicare 
patients. Since the incident occurred March 11, hospital 
officials have tightened procedures for handling emergency 
patients who need extra security, according to a correc-
tive plan the hospital filed with state officials. Changes 
included assigning a security officer to the emergency room 
and making monitoring of security patients the officer’s 
primary responsibility, according to the plan obtained by 
the Louisville Courier-Journal. The hospital also conducted 
education sessions  with staff on procedures for handling 
patients on security hold, meaning they need extra moni-
toring to keep them from harming themselves. The incident 
that sparked the Medicare review involved a female patient 
who told emergency room staff she had drunk 30 beers 
that day. She was ordered to be kept in bed to prevent her 
from falling. Under a hospital policy for handling patients 
who may need to be kept against their will, the patient was 
put on security hold. That meant she should have been 
equipped with an electronic bracelet and checked every 15 
minutes by a security officer. But neither of those actions 
reportedly were taken. Later that night, a second patient 
also on security hold because of suicide threats, confusion 
and other factors was found in the first patient’s room 
performing a sex act. The March 18 report said University 
Hospital failed to protect patients from abuse, a condi-
tion for receiving Medicare funds. Based on the report, 
Medicare told the hospital it would soon stop paying it for 
treating patients in the program. However, the hospital’s 
response and the follow-up inspection findings lifted that 
threat.

KIDNAPPING
Woman Caught Trying
To Abduct Baby At Hospital
DURHAM, NC. Duke University police arrested a 
28-year-old woman after an attempted child abduction at 
Duke North Hospital nursery April 21. The hospital cred-
ited its high-level security system, including electronic moni-
tors and a vigilant staff, for thwarting the abduction. As part 
of an elaborate ruse to get the mother out of the hospital 
room, the woman bought balloons and a gift card from 
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the hospital gift shop, then told the mother that she would 
stay with the infant while the mother attended a special 
luncheon in the hospital cafeteria. After the mother left, the 
baby’s ankle bracelet was cut off, triggering an alarm and 
prompting nurses to detain the woman, according to news 
reports. She was carrying a bag containing a change of 
clothes for a newborn girl. Previously, the woman allegedly 
surveyed Parham Medical Center, Henderson, NC, in an 
effort to steal a child. Security officials contacted investiga-
tors after seeing media reports of the woman’s arrest to 
report that she had donned surgical scrubs at that hospital 
and tried to pass herself off as a nursing student. She had 
also asked questions about security, where the exits were 
located and ways to the maternity ward. The woman’s sus-
picious behavior attracted the attention of hospital security, 
which prompted her to leave. 

Mother Cuts Child’s Ankle 
Bracelet, Triggering Security 
Alert
MOUNT VERNON, WA.  A  17-day-old baby boy 
was taken from Skagit Valley Hospital by his mother, despite 
efforts by nearly two dozen nurses, doctors and security 
staff to convince her otherwise. The 24-year-old mother 
cut the child’s ankle ID bracelet, which triggered a secu-
rity alert. While no crime was committed, the child was 
born with multiple conditions that required treatment in a 
hospital. Later, the child was brought to Mercy Medical in 
Nampa, ID, by the woman’s sister.

RESTRAINTS
Hospital Cited in Man’s 
Death by Restraint
CAPE COD, MA.  Cape Cod Hospital has been cited 
by the Massachusetts Department of Public Health for 
federal violation of patient rights in the death of a 35-year-
old Mashpee, MA., man in October 2009. According to 
reports in the Cape Cod Times, state investigators said 
hospital workers pinned Daniel Ryan on the ground after 
he tripped during an altercation in a hallway. The agency 
claimed that security personnel and other staff on the 
scene were not trained in the safe use of restraint and did 
not know how to watch for signs of patient distress. The 
hospital responded to those findings with changes to staff 

training for aggression management. However, hospital offi-
cials also disagreed with the state investigator’s interpreta-
tion of events and said “every effort was made to follow 
all guidelines recommended for manual restraining and we 
have no evidence that manual restraint was inappropriately 
applied.” The staff involved in the incident, including three 
security officers, a security supervisor, nursing supervisor 
and two others. refused to be interviewed by the DPH. 
According to the DPH, Ryan was visiting his wife at the 
hospital when he began to behave strangely. He bolted 
from the emergency room, traversed hospital hallways and 
eventually had to be restrained. 

Altercation at Hospital
Leaves Man Dead
MONMOUTH, NJ. A 43-year-old Manchester man 
who was brought to Monmouth Medical Center in critical 
condition from Community Medical Center in Toms River 
died from injuries he allegedly sustained in a physical alter-
cation with security officers at the Toms River medical facili-
ty. Toms River police confirmed the altercation, but declined 
to release further information because the investigation 
is ongoing. According to a family member speaking to the 
media, the man went to Community Medical to get stitches 
for a cut lip he suffered during a dispute with his girlfriend. 
When he attempted to leave the hospital before the staff 
officially discharged him, the altercation occurred, witnessed 
by several people. 

ASSAULTS BY 
PATIENTS

Hospital Sees Patient Assaults
Rise by 300 Percent
NEW YORK, NY. Patient assault on St. Barnabas 
Hospital staff  reportedly jumped more than 300 percent 
to 44 assaults in 2009 from 14 assaults in 2008. The hos-
pital told WABC-TV that  44 assaults is low when con-
sidering it handled more than 100,000 emergency room 
patients last year and that the figure was due partly to 
improved reporting. A former St. Barnabas security officer 
told the station  he quit last year after he was attacked 
by a violent AIDS patient, which required the officer to 
undergo 28 days of HIV treatment. St. Barnabas, part of the 
New York City Municipal Hospital System, has seen a 10 
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percent increase in ER patients in the past three years, but 
hospital officials said its level of security  with 62 security 
officers, was “robust.” Additionally, St. Barnabas officials said 
this sudden security concern was an attempt to embarrass 
the hospital in the middle of a dispute with resident doc-
tors pushing to unionize. 

ROBBERY
Elderly Security Officer
Injured by Robber
DOTHAN, AL. Police arrested a man on charges he 
beat a 75-year-old hospital security officer during an armed 
robbery. The 33-year-old suspect was charged with felony 
first-degree robbery. The robbery happened around 7 p.m. 
Dec. 9 in the parking lot of the Doctor Center at Flowers 
Hospital. The man was allegedly armed with a wrench 
wrapped in a rag. The 75-year-old security officer, who was 
not armed, suffered a broken nose, cheekbone and orbital 
bone during the robbery. The officer’s assailant demanded 
his wallet, and then struck him at least once with what 
police later found out to be a wrench. 

SECURITY OFFICER 
CRIMES

Former Security Officer Pleads 
Guilty to Hacking Computer
DALLAS, TX. A former security officer has pleaded 
guilty to charges he broke into his employer’s comput-
ers while working the night shift at a Dallas hospital. The 
25-year-old pleaded guilty to two counts of transmitting 
malicious code, according to news accounts. He reportedly 
posted videos of his misadventures on YouTube.  Online he 
was known as Ghost Exodus, a member of a hacking group 
known as the Electronik Tribulation Army. He reportedly 
installed the botnet code to help take down the Web site 
of a rival hacker group. Prosecutors say he broke into more 
than 14 computers, including a heating, ventilation and air 
conditioning computer at the North Central Medical Plaza, 
the Dallas surgical center where he worked the 11 p.m. to 
7 a.m. shift. He had been employed by a local security firm, 
United Protection Services.

Child Pornography Sentence
Given to Former Security Officer 
LARGO, FL. A former All Children’s Hospital security 
officer was sentenced to a year in prison for possessing 
child pornography. The 61-year-old pleaded guilty to four 
counts of possession during a hearing April 26. In August 
2009, the Pinellas County Sheriff ’s Office received a tip the 
man was distributing child pornography. The next month, 
sheriff ’s deputies found sexually explicit material involving 
children on his computer when they served a search war-
rant at his home in Clearwater. He was downloading more 
when deputies arrived, sheriff ’s officials said. The man was 
hired by the St. Petersburg pediatric hospital in 2005. He 
passed all background checks and had a good work history 
as a full-time security officer. Detectives found no evidence 
that the man acted inappropriately at the hospital, and 
hospital officials never received any complaints about his 
behavior before or after his arrest.

RECORDS THEFT
Hospital Clerk Accused
In Identity Theft Cases
ALBANY, NY. An East Greenbush man who worked as 
a medical records clerk at St. Peter’s Hospital is accused of 
stealing personal information from patient files, the Albany 
County Sheriff ’s Office says. The 23-year-old allegedly stole 
Social Security numbers and other personal information 
from patient’s records, then used the data to open credit 
card accounts for making personal purchases online. He 
managed to make one purchase, but the item was sent to 
the residence of one of the identity theft victims. He also 
used computers at the hospital in the fraud. He had been 
working at St. Peter’s for just under a year, according to 
news accounts.
    St. Peter’s Hospital officials said they suspended him 
and have subsequently fired him. Investigators and hospital 
security staff are working together to determine how many 
patients may have been affected. They say it appears there 
were only three victims.
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Fired Hospital Radiologist 
Accused Of Stealing Patient 
Records 
DERBY, CT. A radiologist fired in February from a 
medical group that contracts with Griffin Hospital here 
reportedly hacked into the 160-bed hospital’s records for a 
month following his termination. Using passwords belong-
ing to other employees—who said they had not given the 
physician permission to use their logins—the radiologist 
scanned through records of 957 patients and downloaded 
image files from 339 of the patients, the hospital says. The 
downloaded files contained numerous patient identifiers, 
but not Social Security number or financial data, radiology 
news site AuntMinnie.com reports. The radiologist lost 
his hospital privileges Feb. 3, but continued to access the 
records from Feb. 4 until March 5, according to the hospital. 
Griffin officials grew suspicious Feb. 26, after patients com-
plained that they had received unsolicited calls from the 
physician for radiology services at a competing hospital. 

SMOKE-FREE 
VIOLATIONS

Hospital Visitor Triggers
Sprinklers, Floods Rooms
YORK, PA. A visitor to York Hospital set off the hospi-
tal’s sprinkler system in a bathroom while trying to smoke 
a cigarette. While visiting a patient, the man tried to disarm 
what he thought was a smoke detector so he wouldn’t 
get into trouble for having a cigarette, police said. He dis-
covered that the smoke detector was actually a sprinkler, 
he told police, when he heard a loud pop and saw water 
spraying. The water flooded the third floor of the hospital’s 
south side wing, including about 10 rooms. He wound up 
covered with water and soot, and was detained by security 
until police arrived.

HOSPITAL SHOOTINGS
Hospital Shooter Fires At Three 
Workers, Kills One
KNOXVILLE, TN. A mentally ill convenience store 
operator took a revolver with him to look for the doctor 
he believed implanted a tracking device in his body during 
an appendectomy in 2001. Told the doctor wasn’t at the 
hospital, he went to a nearby parking lot and opened fire 
on three hospital workers he apparently didn’t know, kill-
ing one of them. The gunman had entered a medical tower 
near Parkwest Medical Center before the attack and asked 
for the doctor who performed the appendectomy, accord-
ing to newspaper reports. Unable to find the doctor, he 
went to another area where patients are discharged and 
opened fire on three women as they walked out of the 
building. Investigators found a note his Knoxville apartment 
in which the gunman said the doctor had implanted a chip 
that was being used to track his movements. Haloperidol, 
an antipsychotic medication used to treat schizophrenia 
and Tourette syndrome, was also found at the apartment. 
The two women who survived the shooting were taken to 
the trauma center at the University of Tennessee Medical 
Center. 

Elderly Patient Shoots
Nursing Supervisor, Wounds Self
HARTFORD, CT. An 85-year-old patient shot himself 
once in the leg during a scuffle in Danbury Hospital’s car-
diac unit, police told news media. A 35-year-old nursing 
supervisor who is a former Marine, jumped in to disarm 
the man when he pulled the gun out of his gown and 
pointed it at another staff member. Police say the nursing 
supervisor was shot three times. A motive for the shoot-
ing has not been established, but Danbury Police said that 
the elderly man “may have had some psychiatric issues,” 
and that they are looking into whether that was a factor. 
The man was charged with first-degree assault, first-degree 
reckless endangerment, unlawful discharge of a weapon 
and carrying a pistol without a permit, police said. 

In Brief cont.
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Man Dies in Shooting 
Outside Hospital
DURHAM, NC.  A 25-year-old man was killed during 
a shooting outside the front entrance of Duke University 
Hospital. Authorities told a local TV station the man was 
fatally shot by Duke Police after he tried to grab an officer’s 
handgun. The incident happened shortly after 1 a.m. at the 
main entrance of Duke North. Police Chief John Dailey 
says two officers were involved. Officials say the incident 
has the university taking a closer look at its policies and 
procedures making sure protocol was followed and inno-
cent bystanders were never in harm’s way.

Man Shoots Wife, Then Self
at Hospital
WINTER HAVEN, FL. A central Florida man appears 
to have fatally shot his ill wife at Winter Haven Hospital 
and then killed himself. Police say the 77-year-old man was 
visiting his wife, 76-year-old wife in the hospital’s medical 
surgical unit. Workers heard gunshots from the room and 
called hospital security and the police. No one else was in 
the room at the time of the shooting. Both were dead by 
the time hospital workers found them.
     The hospital was never placed on lockdown, and police 
said there was never a danger to anyone else.

THEFT/LARCENY
Nurse Caught Stealing Morphine
From Hospital Patients
COON RAPIDS, MN.  A 26-year-old registered nurse 
impersonated a nursing student and stole suspected mor-
phine from at least three patients at a Coon Rapids hos-
pital by siphoning the medication with a syringe from their 
IV bags, a hospital official and the Anoka County Sheriff ’s 
Office told the Minneapolis Star-Tribune. The woman, who 
was wearing nurse’s scrubs while in Mercy Hospital, was 
arrested in the building as she tried to flee. Hospital officials 
found three IV bags that had been punctured and/or tam-
pered with, and the suspect had syringes in her possession 
that had a clear fluid in them. The woman was booked on 
suspicion of committing three felonies: drug possession, 
second-degree burglary and theft. The woman tried to 

In Brief cont.
pass herself off as a nursing student but that it wasn’t a 
day when nursing students were scheduled. A suspicious 
nursing assistant notified her superiors, prompting security 
to be called. The woman tried to run but was nabbed and 
handcuffed outside the cafeteria. 

‘Locked Up” Hard Drive Stolen 
From Mammography Suite
BOWLING GREEN, KY. The Medical Center at 
Bowling Green has notified 5,418 patients whose
medical information may have been breached when a 
computer hard drive was stolen. The computer hard drive 
was taken from the hospital’s mammography suite and 
contained information from patients who underwent bone 
density testing between 1997 and 2009. Hospital officials 
learned the hard drive was missing on April 1. The hard 
drive contained documents with the patients’ names, date 
of births, addresses, medical record numbers and physician 
names and some record contained Social Security num-
bers. The information on the hard drive was not encrypted. 
It was maintained in a locked, non-public, private area, 
according to information provided by the hospital. In addi-
tion to notifying patients via letter, the hospital also set up a 
toll-free number for patients living outside Warren County 
and a local number for patients living in the immediate 
area. Since the theft occurred, hospital officials have taken 
steps to strengthen the security of patient information and 
that includes linking to a secure network eliminating the 
need for computer hard drives, such as the one that was 
stolen.

Hospital Hit With Penalties Over 
Stolen Narcotics
PARKLAND, TX. Parkland Health & Hospital System 
has agreed to pay $20,000 in state penalties for failing to 
prevent massive narcotics theft by employees at outpatient 
clinic pharmacies, according to news reports. Texas State 
Board of Pharmacy officials said the fines were among the 
largest they’ve ever imposed. Since discovering the prob-
lem, the hospital implemented more than $1 million in new 
security measures. An audit and an ensuing criminal investi-
gation found at least five technicians at outpatient pharma-
cies had been stealing for years, supplying street dealers 
with painkillers and tranquilizers. Pharmacy board records 
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say about 370,000 pills were stolen during a one-year study 
period. Dallas County prosecutors have pursued criminal 
cases against four of the technicians. Two others recently 
pleaded guilty to organized crime and theft charges in 
exchange for probation. Also pending are pharmacy board 
cases against three supervising pharmacists, two of whom 
Parkland promoted after the thefts were discovered. The 
third was fired.
 

SEXUAL ASSAULTS
Doctor Who Fought Off Rapist
Sues Hospital For Lack Of 
Security 
CHICAGO, IL.  A physician at St. Joseph Hospital who 
was attacked by an intruder in her office last summer, is 
suing the hospital’s owners, Resurrection Health Care 
Corp., accusing them of negligence for failing to provide 
adequate security in the building.  According to media 
reports, attorneys for the 36-year-old doctor claimed that 
at the time that there were no security guards at the front 
desk when the attacker walked in to the facility. Security 
cameras showed the man, who was later arrested, wander-
ing around the hospital, according to the suit filed in Cook 
County Circuit Court. The woman alleges the hospital 
“failed to provide sufficient security by way of personnel 
and/or barriers on the upper floor where the defendant 
knew or, in the exercise of reasonable care, should have 
known that plaintiff was providing care after normal work-
ing hours.” The attacker made his way to the doctor’s sixth-
floor office, where he pulled a 13-inch knife on her, authori-
ties said.  The woman suffered a knife wound to a thigh, 
among other injuries as she tried to fight him off and resist 
being raped.  The accused, a convicted felon who was on 
parole for armed robbery at the time of the attack, report-
edly has confessed.

LTC Facility Sued For Failing To 
Protect Patients From Registered 
Sex Offender
MARYVILLE, TN.   A continuing care retirement com-
munity is facing a multi-million-dollar lawsuit after a resident 
who was a known sex offender reportedly abused another 
resident. The accused, James Strickland, according to media 
reports, who was elderly and in need of care, checked 
into  the facility, Asbury Place, in 2009. He also was a reg-
istered sex offender who was convicted of rape and incest 
in 1992.  According to David Boyd, the attorney who filed 
the lawsuit on behalf of the daughter of the victim, “Asbury 
Place knew this when they allowed him into the nursing 
home, but they didn’t do anything to put everybody else 
on notice. None of the other residents knew, none of the 
residents’ families knew, and Asbury did not develop a plan 
or develop a policy or procedure to address this situation.” 
He adds that federal guidelines require that any nursing 
homes accepting such patients be able to protect the other 
patients.  The suit is asking for $13 million in compensatory 
and punitive damages from Asbury Place and James 
Strickland.  

In Brief cont.

28

Website 
Looking for best practices, common resource web-
sites, products with member discounts or numerous 
other pertinent information?

Visit the members only section today 
and browse the information available 
to you as a member of IAHSS.
 



29



International Association for Healthcare Security & Safety30

directions
IAHSS

Volume 23, Number 2

SPECIAL REPORT

continued on next page

In early February of this year, the Mid-Atlantic region and 
parts of the Northeast experienced back to back to back 
blizzards that buried areas that normally were used to just 
a dusting of snow under as much as three feet. Added to 
this were high winds and falling temperatures. Of course, 
hospitals in the region were expected to keep their doors 
open and their units staffed with doctors and nurses as 
well as everyone else needed to run a hospital, from the 
cafeteria and housekeeping staffs to administration and 
security. As a result, hospitals opened their command cen-
ters and used a combination of well-rehearsed plans and 
on-the-spot decision-making to keep things running.

In this report we’ll present accounts from security and 
emergency management personnel who weathered the 
blizzards of 2010--how they fared and what they learned 
about dealing with the challenges of this unusual emer-
gency.
 

WEBSTER, BEEBE MEMORIAL: 
COMMUNICATION AND 
COOPERATION
When more than three feet of snow blanketed Delaware 
over a two-week period, Ron Webster, Safety and Security 
Manager, Beebe Memorial Hospital, Lewes, DE, and 
Cheryl Littlefield, the hospital’s Emergency Management 
Coordinator, found themselves at Hospital Incident 
Command System (HICS) Level 1, attempting to keep their 
hospital open and run the business as usual.

While the hospital itself stayed operational, Webster says 
for at least three days some satellite facilities such as labo-
ratories, X-ray, the cancer center and physical therapy were 
closed down. During the height of the storms, about 150 
employees were housed at the hospital, and Webster says 
he slept in his office chair for five days.

Despite the stormy weather, Littlefield says the census 
at the hospital was high – about 145 patients –  in part 
because it was difficult for people to be discharged and 
sent home. 

Putting Emergency Plans To Work In Unforeseen 
Situations: The Snowstorms And Blizzards Of Winter 2010

Getting People To And From Hospital: A 
Critical Security Job
Getting staff to and from the hospital was one of the most 
critical jobs, and security was a major part of that effort, 
says Webster. “The security command center was manned 
24 hours,” he says, with officers in charge of taking calls 
from the employees. Of his 23-person staff, Webster says 
there were at least five security officers on site throughout 
the storm. Both security staff members and volunteers 
from the community served as drivers, picking up hospital 
employees as well as returning some discharged patients to 
their homes. 

“A lot of people were dropped off at the ER,” explains 
Webster, “and my guys were taking ER patients home in 4 
x 4s.” While taking patients home wasn’t part of the hos-
pital’s emergency plan, Webster says it was an example of 
having to make some decisions on the fly.  Drivers were 
assigned sectors, so they wouldn’t have to drive too far. 
Some hospital staff members lived up to 30 miles away, 
says Webster, so it was important to streamline the volun-
teer driving process. 

Maintaining Constant Communication
To make employees aware of what was going on, Littlefield 
says they were sent automated messages via cell phone, 
text message, email or voicemail via the Everbridge emer-
gency notification system. The messages notified them 
about the current weather conditions, what facilities were 
open and closed, and what they should bring with them 
when they reported for work, such as extra clothes if they 
were staying overnight. The messages went out to every-
one on staff, and all doctors affiliated with the hospital.

Webster notes that while Beebe Medical Center has 
owned this technology for about two years, “we had never 
used it to this extent before.”

In addition to keeping staff informed, Webster, Littlefield, 
the nursing supervisor and the administrator on call at the 
hospital conducted meetings hourly or every 90 minutes 
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to determine the needs of employees and patients. When 
news of the impending storm first came to light, Littlefield 
says they met in advance to determine if they had ade-
quate supplies and staff. This meeting included personnel 
from the emergency team as well as plant engineering, 
kitchen, facilities and patient care managers.

Dealing With The Patient Population And 
Staff Morale
Fortunately, says Webster, the city of Lewes was able to 
keep the power going, although they did have to use the 
backup generator system a couple of times. But the biggest 
issue, he says, was dealing with the patient population. Even 
with some non-critical surgeries delayed, “the ambulances 
still come in. You can’t get away from that,” he says.

Visitors were at a minimum, although security staff paid 
extra attention to people seeking shelter from the storm at 
the hospital, such as the homeless or vagrants.

Both Webster and Littlefield note that staff morale 
remained high throughout the blizzards, and those who 
found themselves at the hospital for medical reasons stayed 
calm. “People were very receptive, and the employees were 
upbeat,” says Webster. Littlefield notes the kitchen crew 
went seven days without a delivery, and still managed to 
prepare proper meals.

Lessons Learned: ‘No Plan Is Perfect.’
As a learning experience, Webster says the blizzard taught 
him that no plan is perfect. “There are things that come 
up. Lots of things worked, but some didn’t.” From a secu-
rity point of view, Webster says taking on new volunteer 
drivers during the storm meant they weren’t able to do 
a complete background check. But now that the crisis has 
passed, those who volunteered and want to do so in the 
future have been given background checks and their names 
are added to list of volunteers.

Beginning three days before the first storm hit, says 
Webster, volunteers were calling in to offer their services. 
In all, about 20 volunteers helped drive.

Littlefield notes that staying in business was especially criti-
cal for Beebe, which is just one of five major hospitals in 
the entire state. Both Webster and Littlefield communicated 
with the other hospitals via email and phone, “but there 

was very little actual support that we could offer each 
other,” says Webster.

Littlefield says all the information they gleaned during 
the snowstorms will be reported during meetings of the 
Delaware Emergency Management Agency. The group 
meets monthly, she notes, to share ideas and information.

BERTOLOTTI, GEORGETOWN 
UNIVERSITY HOSPITAL: 
PREPARATION AND PLANNING 
THE KEY
In Washington, DC, John Bertolotti, Director of Protective 
Services at Georgetown University Hospital, planning for 
the snowstorm and the needs of hospital and security staff 
made weathering the blizzard an easier task.

“We learned to believe the weatherman,” says Bertolotti, 
who adds key hospital staff members had meetings in 
advance of the storm “so we were pretty much planned.”

As part of the pre-planning, there was at least 96 hours 
worth of supplies, says Bertolotti. Meals were provided to 
the staff, which could claim meal tickets from the security 
office.  Bertolotti says he had worked at hospitals in the 
past that relied on security staff to transport employees in 
four-wheel drive vehicles. But for the storms in Washington, 
he relied on the hospital’s existing shuttle service. The 
limo service was able to provide four vehicles with driv-
ers working 12 hours a day, he says. These hired drivers 
shuttled people from nearby hotels and subway stations, he 
says.

“The roads were treacherous, but our campus had good 
snow removal,” says Bertolotti, as well as good access. And 
while many roads remained open, most people chose to 
travel to and from work by subway or bus, he says.

Housing Security Officers Working 
12-Hour Shifts
Security staff worked 12-hour shifts as well, he says, but 
rather than going home, which was difficult because of con-
ditions, many stayed at local hotels, with the rooms provid-
ed by the hospital. Security maintained the 12-hour shifts 
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for about four or five days, he says. Bertolotti says his staff 
included about 40 officers, most of whom worked during 
at least part of the storm. He also came back and forth 
to the hospital, although the operations center has staffed 
with a lieutenant on every shift.

While patient transportation wasn’t a focus for security, 
Bertolotti notes they did make an effort to assist those in 
need. He recalls a call coming in to the command center 
from a man whose wife was a patient, and he wanted very 
much to be with her. Security arranged from him to be 
picked up and transported to the hospital. The man was 
then able to be with his wife, who passed away a short 
time later.

After the storms, Bertolotti says he gave each of his officers 
a gold coin in commemoration of surviving the blizzards of 
2010.

CORRIGAN, NORTHERN 
VIRGINIA HOSPITAL ALLIANCE: 
COORDINATING THE 
RESPONSE
While individual hospitals plan for emergencies such as bliz-
zards, so too do other organizations, such as the Northern 
Virginia Hospital Alliance (NVHA). Created to deal with 
medical response to terrorist acts and other disasters, the 
alliance operates a Regional Hospital Command Center 
(RHCC), which coordinates activities of all the member 
hospitals.

This RHCC was activated during the blizzards, says Zachary 
Corrigan, executive director. He served as the on-call inci-
dent commander, passing along pertinent information to 
state and local agencies via a Web-based system.

For example, says Corrigan, when one of the Fairfax, Va., 
fire stations suffered a roof collapse from the weight of the 
snow, information was sent out on that, but also on roof 
collapse dangers in general, so hospital facility engineers 
could watch for similar problems.

Preparing For A Possible Patient 
Evacuation
The 13 member hospitals and medical facilities also provid-
ed status updates that could be shared with other alliance 
members. During the second blizzard, says Corrigan, Inova 
Alexandria Hospital lost all its power and was 100 percent 
on generator. Meanwhile, the intake fans on the roof were 
pulling in snow and melting it, so the area where the gen-
erators were housed was getting wet. Now the concern 
turned to generator failure, he says. The RHCC was noti-
fied and worked with local emergency management per-
sonnel on a plan for the facility. This included finding backup 
power, possible evacuation and even mobilizing ambulances 
to transfer critical patients to another facility.

As part of the plan, he says, the hospital would conduct 
a patient census and arrange to transfer critical patients 
to nearby hospitals or those facilities that could fill special 
needs, such as neonatal intensive care beds for infants.

Corrigan says during the activation of the RHCC, both an 
incident commander and chief are on call. For the most 
part, he says, they are able to work remotely, although he 
did arrange in advance for a 4-wheel drive vehicle to get 
him into the office. The RHCC uses a radio system that 
piggybacks on the Fairfax County emergency system, he 
says.

Maintaining Emergency Stockpiles of 
Supplies
In addition to coordinating for its members, Corrigan says 
the NVHA “tries to build in individual self resiliency for 
each facility.” Hospitals maintain 72-hours of supplies and an 
additional emergency stockpile to cover an additional three 
days. There is also a regional stockpile that could be tapped 
into, says Corrigan.

“Before the snow even fell, we made sure they doubled up 
on deliveries,” notes Corrigan, “so they didn’t have to tap 
into on campus or other stockpiles.”

The RHCC didn’t get involved with volunteer drivers, but 
rather left those arrangements to individual hospitals, says 
Corrigan. “We did get out the message to them about 
available resources, such as the National Guard, to help 
with critical infrastructure and transportation.”
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FEMA Reimbursements And Future 
Strategic Planning
And afterwards, the NVHA worked with the state on 
possible FEMA reimbursements to the hospitals for the 
cost of snow removal, de-icing, equipment rental, and 
possibly staff overtime. 

Corrigan says the blizzards coincided with a strategic 
planning process by the NVHA in which the organiza-
tion reviewed the past seven years of operation as well 
as planned for the next five. Part of that strategic plan-
ning involves reviewing after-action reports for different 
events, says Corrigan, including the snowstorms, H1N1 
response and the inauguration of President Obama.

The alliance hadn’t done any tabletop exercises or 
built a regional plan specific to coping with blizzards, 
he says, “but we probably will do one now” focused on 
a weather emergency. However, he says, “the systems 
we’ve set up can respond to this type of event. These 
are the types of things we did plan for.”

ROSENSTEEL, EXCELA 
HEALTH: COOPERATION 
WITH LOCAL AGENCIES
Excela Health, which operates three hospitals in 
Pennsylvania, battled more than 20 inches of snow 
during the early February blizzard. According to Mike 
Rosensteel, Manager of Emergency Management for 
Excela, planning began on Feb. 3 when local fire chiefs 
were contacted and instructed that transportation 
memorandum of understanding would be used if 
needed. Meanwhile, Excela’s transportation department 
prepared its own driver and vehicle schedule and secu-
rity officers were asked to cover all shifts from Friday 
through Sunday. Extra radios were borrowed from the 
Greenburg Fire Department and distributed to security 
departments so they could communicate with drivers. 
The volunteer drivers list was reviewed and an email 
sent soliciting help for the weekend.

Rosensteel says Excela set up its emergency opera-
tions center at the 316-bed Westmoreland Hospital 
in Greensburg, Pa. Excela also operates Frick Hospital, 
a 102-bed facility in Mount Pleasant, Pa., and 196-bed 

Latrobe Hospital in Latrobe. The incident command center 
was used to coordinate communications among all three 
hospital security departments, says Rosensteel, as well as 
nursing supervisors and external emergency partners such 
as the fire departments and Westmoreland County EMA. 
The day after the initial meeting, an email was sent to all 
Excela Health leaders requesting they review the current 
adverse weather policy. 

Meeting Transportation Issues
During the storm, the security departments had responsi-
bility for logging and coordinating transportation requests, 
maintaining accountability and communications with drivers 
and communicating with the emergency operations center, 
says Rosensteel.

One of the toughest challenges was the volume of staff 
needing rides vs. the number of transportation vehicles. 
Rosensteel says because of this the MOU with the fire 
departments was activated and fire personnel helped 
transport hospital staff for the Saturday daytime shift, along 
with volunteer drivers.

Congested Phone Lines And Power 
Outages
In addition to the transportation issues, Rosensteel says 
other issues that arose during the height of the storm 
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included large volumes of calls to the security and com-
mand center that congested the phone lines; power out-
ages in the surrounding communities; planning for the pos-
sible evacuations of two nursing homes, one of which had 
lost its emergency generator, that would then transport 
residents to one of the hospitals; and calls for and coor-
dination of a delivery of oxygen to a shelter in Hempfield 
Township. Neither nursing home had to be evacuated, says 
Rosensteel. The hospitals were also busy providing free 
meals to staff and using their own ambulance service to 
transport patients to their homes.

A Key Lesson Learned
One of the key takeaways from the experience, says 
Rosensteel, was the need to decrease unnecessary calls to 
the security departments. By the time the next snowstorm 
came four days later, Rosensteel says they had instituted a 
Fax sheet that was more effective and easier for security 
to maintain then the log they had been using. It was easier 
for security to maintain an accurate record of completed 
and pending trips, he says, and decreased phone calls by 90 
percent. 

Otherwise, says Rosensteel, “I would not change anything 
else.  (There were) no accidents or damage to transporta-
tion vehicles (and) safe staff to patient levels were main-
tained.” Overall, he says, there was minimal impact on hos-
pital operations “due to actions taken and preplanning.”

FOR FURTHER INFORMATION, CONTACT:
Ron Webster, Security and Safety Manager, and Cheryl 
Littlefield, Emergency Management Coordinator, Beebe 
Medical Center, 424 Savannah Road, Lewes, DE 19958
Ph: 302-645-3708. Fax: 302-645-3899. 
Email: rwebster@bbmc.org.
John Bertolotti, Director of Protective Services, 
Georgetown University Hospital, 3800 Reservoir Road 
NW, Washington, DC 20007. Ph: 202-444-4729.
Fax: 202-444-2104. Email: jjb58@gunet.georgetown.edu
Zachary Corrigan, Executive Director, Northern 
Virginia Hospital Alliance Ph: 703-894-8110.
Fax: 703-783-0550. Email: Zachary.corrigan@novaha.org.
Mike Rosensteel, Manager of Emergency Management, 
Excela Health Corporate Services, 134 Industrial Park 
Road, Suite 1000, Greensburg, PA 15601. Ph: 877-771-1234.
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IAHSS and Columbia Southern University 
(CSU) Partnership Creates Member Opportunities

Columbia Southern University has designated IAHSS as an Academic and Learning partner.  IAHSS members receive 
a 10% discount in tuition when pursuing a degree with CSU. It is a great opportunity for members to get that degree 
they have been thinking about.
     IAHSS Certifications can be transferred to Columbia Southern University.  Columbia Southern University will 
accept the below listed IAHSS Certifications as indicated for equivalent major courses or electives. CSU units are 
referred to as credit hours.

IAHSS Certifications CEU CSU Course Hours
Basic Healthcare Security Officer 5 Upper level elective 3
Advanced Healthcare Security Officer 5 Upper level undergrad elective 3
Supervisory Healthcare Personnel 5 Upper level undergrad elective 3
Health and Safety Certification 5 Upper level undergrad elective 3
Certified Healthcare Protection Administrator 5 Upper level undergrad elective
Or graduate elective 3   3
Certified Healthcare Protection 
           Administrator - Fellow 8 Upper level undergrad elective
Or graduate elective 6   6

CSU has also partnered with the IHSSFoundation and will match one scholarship (maximum $2000) per year for 
members awarded a scholarship from the Ken and Ellie Christian Scholarship program.

“Healthcare
workers are
more likely�
to be attacked
than prison
guards or police
officers.”
– Emergency Nurses Association
   2008 Annual Conference.

Immediate help is
now within your reach.

                                   Our wireless staff duress
                                   solution puts help within 
immediate reach, so personnel can move throughout 
the enterprise with greater confidence. 
Easy to usE
• Discreetly send a wireless distress call with the

touch of a button.
• Detailed location information means help can get

where it’s needed efficiently.

Easy to ImplEmEnt
• PinPoint RTLS (real time location system)

platform enables Help Alert to be deployed via
existing Wi-Fi infrastructure.

• Battery-powered reference tags eliminate the need
for additional access points, power or data cabling.

Easy to apprEcIatE
• Helps you attract and retain highly skilled staff.
• Minimizes interruptions, improving productivity.
• Helps your security staff be more efficient and

effective.

Help Alert from RF Technologies®. For immediate help, 
visit www.pinpointrtls.com or call 800-669-9946.
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Prompted by investigative news accounts 
of patient on patient violence within 
Illinois nursing homes, Gov. Patrick Quinn 
formed a special Nursing Home Safety 
Task Force last fall that delved into the 
problems and came forth with a set of 
recommendations listed in a 52-page 
report presented Feb. 19, 2010. Both the 
Illinois House and Senate have passed 
legislation based on the recommenda-
tions, and at press time the law was 
awaiting the governor’s signature.

Under the direction of  Chairman 
Michael Gelder, the task force conducted 
public meetings, taking testimony from 
more than 50 nursing home residents 
and owners, along with researchers, 
advocates and experts.

While the image of nursing homes has 
been one of a residence for the frail 
elderly, Gelder says in Illinois, about 
one-third of nursing home residents are 
under age 65, and often find themselves 
within this setting as they recover from 
drug and mental illness-related issues. 
The deinstitutionalization of the mentally 
ill beginning in the 1970s has moved 
many people from state-run mental 
institutions to nursing homes. As a result, 
there has been an increasing problem of 
younger people with behavioral prob-
lems acting out against vulnerable nursing 
home residents, he says, including rape 
and physical assault.

The Fox River Pavilion Lawsuit
At Fox River Pavilion, a nursing home in 
Aurora, Ill., an elderly female resident was 
allegedly beaten and sexually assaulted 
by a 39-year-old mentally ill patient, 
who had a criminal record. The family 

IL Nursing Home Task Force Report 
Addresses Risks of Mixing Elderly,  

Mentally Ill Populations
of the woman has sued the facility, citing 
neglect, inadequate security and failure 
to provide proper treatment to the man 
involved in the alleged assault. The nurs-
ing home has since had its federal and 
state funding terminated, and the alleged 
assailant is in jail, charged with eight 
counts of aggravated criminal sexual 
assault and battery.

“The goal of nursing homes is to ensure 
a safe environment for residents, staff 
and visitors,” says Gelder. While long-
term care facilities have an obligation to 
ensure safety, Gelder says it becomes dif-
ficult when some residents have violent 
tendencies.

The report issued by Gelder’s task force 
made 38 recommendations under three 
major headings: Pre-admission screening 
and background check process; set and 
enforce higher standards of care; and 
expand home and community-based 
residential and service options.

Criminal Bachground Checks: 
The Role of Hospitals, Police
Gelder says in some cases persons 
being moved from a hospital or other 
care situation have a criminal past. The 
task force recommended that a crimi-
nal background check process begin at 
the hospital level, so they can send the 
information to the nursing home prior 
to the patient’s arrival. Additionally, he 
says, if a person does have a criminal his-
tory, that information and the person’s 
location would be made known to the 
state police as well. Gelder says in some 
instances, the attorney general’s office 
has found nursing home residents with 
outstanding warrants against them. The 

report also recommended that hospitals 
discharging seriously mentally ill patients 
look for and be given the time to investi-
gate other alternatives before using nurs-
ing homes, which are often the quickest 
fix.

Staff Training In De-escalating 
Violent Situations
Appropriate staffing levels and staff train-
ing are also key, says Gelder, from know-
ing about the patients so they can avoid 
mixing violent and vulnerable residents 
to learning how to de-escalate violent 
situations. It is critical, he says, for nursing 
homes to learn about the people they 
are accepting and have appropriate care 
plans in place, including knowing about 
necessary medication or therapy. They 
also need to be adequately staffed, which 
helps with detecting and addressing 
potential problems.

Determining The Role and 
Level Of Security
One area the report didn’t address spe-
cifically, he says, is the need for or level 
of security that is appropriate for nursing 
homes. While there is a requirement that 
nursing homes dealing with persons with 
mental illness have special certification 
and staff training programs, there isn’t a 
mandate on the number or type of secu-
rity personnel or systems that should 
be in place, he says. Rather, each facility 
addresses that according to their needs, 
location, etc.

He says security issues often center on 
the need for public safety vs. the liberties 
of the persons involved. Under discus-
sion, he says, is a second type of certifica-
tion for homes that would be dealing in 



directions

International Association for Healthcare Security & Safety 39

IAHSS

Volume 23, Number 2

persons who are risk to others. Special 
units would be needed to isolate those 
with violent behaviors, although these 
wouldn’t be locked units, he says. Rather, 
they would be alarmed or have some 
other form of monitoring.

Ultimately, says Gelder, the goal is to get 
persons who have mental or behav-
ioral issues the proper treatment and 
move them out of nursing homes. In the 
meantime, he says, proper training would 
focus on predicting violent behavior, de-
esclation and containment strategies and 

documentation of threatening or violent 
behaviors. Gelder says while security 
guards do provide a deterrent, “I’m not 
sure if the problem is best solved with 
more security, or better training of exist-
ing staff.”

For further information, contact:  
Michael Gelder, chairman of the 
Illinois Nursing Home Safety Task Force 
and Senior Health Policy Adviser to Gov. 
Patrick Quinn, 401 S. Second St., Capitol 
Building, Room 207, Springfield, IL 62706. 
Ph: 217-782-6830. 
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Order online at www.jimcolemanltd.com/aacvpr See Pages XX and XX for ordering details. 1Order online at www.jimcolemanltd.com/aacvpr See Pages XX and XX for ordering details.
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The IAHSS Healthcare Security and 
Safety Week and Officer’s Day was created 

to highlight the important role that each individual 

contributes to the success of patient care in the 

healthcare facility. Security represents the first and 

last contact most patients and their families have 

with the facility and often sets the tone for other 

interactions. An officer on patrol is alert for safety 

as well as security threats.

Show support and appreciation for Healthcare 

Safety and Security Officers with exclusive gifts 

from the International Association for Healthcare 

Security and Safety (IAHSS) and celebrate with 

products featuring the official IAHSS theme    

“Protecting and Safeguarding the Healthcare 

Environment”.

 
5th Edition 
of the Basic Training 
Manual for Healthcare 
Security Officers
1-24 manuals @ $43.95 each
25+ manuals @ $36.95 each

Go to http://www.iahss.org/PDF/
IAHSS_Basic_Training_Manual_
Contents.pdf for complete details.

For ordering information go to: 
https://www.iahss.org/Store/Products.
asp#Prod0016

Purchase the 
updated Basic 
Training Manual
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Have you ordered 
your copy?

Risk 
Assessment 
Toolkit

This Risk Assessment Toolkit and guide has sample 
forms to help you with the task of assessing risk 
within your facility.

$49.95 available 
on CD only Quantity  

Subtotal 
Shipping/handling 
9% of order 
7.75% tax (IL only)

Total 

IAHSS Risk 
Assessment 
Toolkit CD

Remit to: 
IAHSS 
P.O. Box 530 
Glendale Heights, IL 60139 

Ship to: (Please print clearly) 

Name

Title

Facility

Address

City/Province

State

Zip/Postal Code

Telephone

E-mail

888-353-0990 
Fax 630-529-4139 
ww.iahss.org

Safety On Call

1-800-441-9191
www.call24wireless.com
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IAHSS Training Briefs

Remit to:
IAHSS
PO Box 5038
Glendale Heights IL 60139    
888-353-0990 
Fax 630-529-4139 
www.iahss.org

Ship to: (Please print clearly)

Name      Title

Facility     Address

City/Province    State              Zip/Postal code

Telephone    Email

$49.95 available on CD only
The IAHSS Trainings Briefs are 10-15 minute training segments for use alone, at 
department staff meetings, or any other presentation you choose. They can also 
be used as refreshers for staff to insure that competency is maintained.

      
Quantity             TotalIAHSS New Training Briefs

Subtotal
Shipping/handling 9% of order

7.75% tax (IL only)
Total

Congratulations to these IAHSS Chapters 
for 35+ Years 

Chicago – chartered 1969
Connecticut – chartered 1969
Great Lakes - chartered 1970

Boston Chapter – chartered 1970
San Francisco – chartered 1975
Central Florida – chartered 1975

Washington State – chartered 1980
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healthcareconsultants.com

Independent Consultations:        Training Programs:
•	 Facility	Reviews
•	 System	Reviews
•	 Contract	to	Proprietary
•	 Contract	Specifications
•	 Transition	Management
•	 Management	Coaching
•	 Expert	Witness	Services

•	 “Best	Practices”	Workshop
•	 Terrorism	and	Healthcare
•	 Infant	Security
•	 Violence	in	Healthcare
•	 Risk	ID	&		Mitigation
•	 Customized	Programs

Healthcare Security Consultants, Inc.
Fred Roll, MA, CHPA-F, CPP, President/Principal Consultant

Associate Consultants
Bill Farnsworth MA, CHPA, Tom Smith, CHPA, CPP

Jon Lobaczewski, CHPA, Tom Griffin, CHPA
3535	Cottonwood	Circle,	Frederick,	CO	80504
Phone:		(303)	250-1479		Fax:		(303)	651-9481
Email:		FredRoll@RollEnterprises.com		

Web:		www.HealthcareSecurityConsultants.com

Healthcare Security Consultation/Training

Return Service Requested


