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Fellow IAHSS Members,

As I write this, the images of the aftermath of 
“super storm” Sandy are still fresh in everyone’s 
minds, including such heroic images as hospital per-
sonnel carrying newborns down multiple flights of 
steps, in the dark, while manually bagging them to keep 
them alive as part of evacuation efforts of facilities in 
the New York City area. What did not make the front 
pages or the hourly updates on CNN are all of the 
equally heroic actions of the other “behind the scenes”
healthcare professionals, such as the security officers 
and engineering personnel who had to deal with not 
only the evacuation and failure of critical systems of

the facility, but also with the confusion that ensued while trying to provide care-
givers and patients a safe way out of the building. A lack of public recognition for
the remarkable work being performed is one of the issues that healthcare secu-
rity has always faced, and while others may not take the time to notice the dedica-
tion and commitment and sacrifice that such brave men and women make, we as
their peers have to. Such disasters could easily affect any of us at any time, and we
will then be the ones that will answer the call and go towards the chaos rather
than run from it. My thoughts and prayers and upmost respect go out to those
that made the successful evacuations and continued care of those patients and
others possible. As I have said often, if healthcare security was easy, everyone
would do it. It is a calling and a passion and something that we all should reflect
upon more often and more deeply than we do. We make a difference.

Together, all of us at IAHSS have continued in our relentless efforts to be rec-
ognized as the international resource and subject matter experts for healthcare
security and thanks to everyone’s outstanding support and hard work we have
made incredible strides since my last message. Thanks to the incomparable labors
of our Councils and Commission, we are at an all-time high as far as memberships
and we continue to attract more and more interest due to our amazing educa-
tional offerings and certification opportunities. In just the past few weeks, IAHSS
volunteer leaders have been involved in providing presentations at security confer-

Bryan Warren, CHPA
President
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ences and seminars across the US, across Canada, in Aus-
tralia, and, I am proud to announce, that recently we have
chartered our first European IAHSS Chapter representing
a wonderful partnership and information sharing opportu-
nity with our brothers and sisters in the healthcare secu-
rity industry from many lands. We are continuing to
successfully enter partnerships with institutions of higher
learning and governmental agencies not only in the US but
also in Canada, as well as other countries. The importance
of these efforts and the impact that they will have upon
not only our industry but the healthcare field itself are re-
markable, and, thanks to such innovative and leading-edge
ventures, the value of being a member of IAHSS continues
to become more and more evident.

I again challenge each of you, my fellow IAHSS mem-
bers, to reach out and spread the word about what a dif-
ference IAHSS is making in our world and how together
we can advance the healthcare security and safety profes-
sion. The 45th General Membership Meeting and Seminar
Program will be held next year in beautiful Myrtle Beach,
South Carolina and, as always, the level of the speakers
and educational events that will be offered are beyond ex-
traordinary. Please take the time to check out all of the
details about current and future events on the website at
www.iahss.org. Remind your fellow IAHSS members of
these great opportunities and make sure to invite those
that have not yet joined us to become a member of our
rapidly expanding Association and share with them all of
the amazing value that IAHSS membership provides. It
truly is one of the best investments that a healthcare secu-
rity and safety practitioner can make, both in themselves
as well as for their organization.

I would like to personally thank each of you for the
opportunity to lead this remarkable Association for the
past year, and for the confidence and trust that you placed
in me to represent our industry.  I am looking forward to
an exciting and challenging 2013 and together I know that
we will continue to advance as the international leader in
healthcare security and safety. Thank you for all that you
do every day in making such a difference in others’ lives.
Stay safe.

Bryan Warren

Executive Director’s Letter

It is hard to believe another   
year is almost complete!    
2012 has seen the intro-
duction of a mobile web-
site, a revised Risk Assess-
ment CD, the publication of 
the new Design Guidelines, 
the publication of the re-
vised Advanced Training

manual, a fantastic AGM in Las Vegas and so much
more.

As we plan for 2013, mark your calendars for the
AGM on May 5-8, 2013 in Myrtle Beach.  It will be a
great event and we hope you will join us.

Every day someone in our field does an act worthy
of acknowledgement.  Please take the time to nomi-
nate the worthy individuals for the IHSSFoundation
Awards Program.  Let them know their actions were
appreciated.

In closing I would like to wish you and your families
the healthiest of holiday seasons.  Take time to enjoy
family and friends.  We have so much to be thankful
for, let others know you appreciate them.

Always,

Evelyn Meserve, CHPA             
Executive Director

2013 IAHSS Board of Directors

President – Lisa Pryse, CPP, CHPA

President Elect – Marilyn Hollier, CPP, CHPA

Vice President Treasurer – Dana Frentz, CHPA

Vice President Secretary – David LaRose, CPP, CHPA

Member At Large – Martin Green, CHPA

Member At Large – Ben Scaglione, CHPA

Immediate Past President – Bryan Warren, CHPA



International Association for Healthcare Security & Safety 3     

directions IAHSS

Volume 25, Number 4

IBRAHIM A ALESSA 
NICHOLAS I. ALLAIN 

ROBERT C. ALLEN 
TOM L. AMPELIOTIS 

MICHAEL ARSENAULT 
YALDA ASSEF 

TREVOR J BELLEFONTAINE 
KYLE BRENNAN 

THOMAS G. BRISON 
ALTON L. BROWN 

MARK BROWN 
CRAIG M. BUTKOVIC 
MICHAEL A. CARRIER
ROGER D. CARROLL 

JAMES B CARTER 
ARLENE M. CHAMPEY

HEATH CHURCH 
JOHN T. CLARK

JOSEPH N. COCA 
JOSEPH COLITTI 

ALAN COPLELAND 
ESTEBAN COTA 

NERVANIE A CROOKS 
TRACY A. CUSICK
JAMES M. DAVIES 

LINDA DEMARCO 
TIMOTHY DOUGHERTY 

PAUL R DRABINSKI 
RALPH EDGAR 
BILLY E EDON 

ANDREW N ELLIS 
SHAWNA FALLERT 
BRIAN G. FEHAN 

TIM FERRIAN 
RICHARD FRANCO 
DWAYNE S FUND 
FRANK V. GARNER 

GREGORY GAUTNEY 

PHILIP GIULIANO 
JOSEPH GUMIENSKI 

JOHN C GUNDERSON 
RONALD W. HAMMON 

DANIEL J. HOLDEN 
AUGUST R. HOLZMILLER 

JOHN S. HRYNDEJ 
REX A HUGHES 

ROBERT K. JACKSON 
BRIAN JARVIS 

NOREEN JIVRAJ 
DENNIS E JONES 

JOY JONES 
PHILLIP J. KEATHLEY 

THOMAS A KING CHSS
RON KLEPNER
LOREL KOZAK 

BRIAN J. KRAUSE 
DON KWAPIEN 

DAVE LAKE 
STUART LAWRENCE 

KERRY A. LEAR 
CHRISTIAN B LEKER 

NATHAN LIVINGSTON 
MYRON LOVE 

MITCHELL MARTIN 
SUSAN B MAYNARD 
BRIAN E MCCABE 

MATTHEW R. McDANIEL 
STEPHEN P MEDEIROS 

PAUL MICHAELS 
JODI L. MILLER
PERRY MILLER 

RENFRED MINA 
RALPH MOMINEE JR. 
MARCELINO MONIZ 

CHRIS R. MOORE 
MONICA NAVARRO 

ASHLEY DITTA  
PAUL SARNESE   

SCOTT HEMINGWAY  
G. DANIEL FORD

RALPH NERETTE 
PETE NILES 

JOHN O'BRIEN 
PATRICK A. O'NEIL 

ERIC L. OLSEN 
TIM PANEK 

EARL K. PAYNE 
DONNA M PEPPER 

GEORGE D. PHILLIPS SR. 
DOMINIQUE PIERRE 

SILVIA PORTILLO
CAM POURIAN
JARED L. RAPP 

KENNETH RASMUSSEN 
PETER RATCLIFF 

CHRISTOPHER RICCARDI 
BRENDAN RILEY 
LUIS A RIVERA 

CONNELL J RODDEN JR. 
DARRYL R. RUIZ 

JOE SCHOLLAERT 
DAVE SLACIAN 

STEPHAN M. SMITH 
ROBERT B. STACY 
DAVID A. STEELE 
DARCY TABOR 

DAN TESCH 
MARY THOMAS 

MATTHEW D. THOMAS 
BALAZS G. TISZOLCZI 

DARRELL W. TOWNSEND 
TERRY L VAN HOOSE 

JOHN WARGO 
SARAH M. WELLS
KEVIN C. WILKES 

RAYMOND WOODFOX 
SPENCER C. YU JR. 

ALBERT S ZABRISKIE 

Welcome New Members

New CHPA’s



4 International Association for Healthcare Security & Safety                      

directions IAHSS

Volume 25, Number 4

A Report on the 2012 IAHSS Crime Survey

Holiday Greetings! We wish all our members a very happy holiday season. We are pleased to report that the 2012
IAHSS Crime Survey has been completed and that the results will be posted on the website in mid-December.

We are grateful to all of you who have participated in past and present surveys. The information we collect is the
only national source of long-term crime data in the healthcare setting. The information is critical to understanding cur-
rent and future trends to allow us to anticipate how we may better serve you as well as providing information that can
inform your decision-making about where needed resources should be allocated. 

It looks as though the economy is improving, based on monthly data indicators. This will, hopefully, provide us all
with an infusion of much needed resources in the coming New Year. I wanted to mention data specifically since the in-
formation we read every day on-line and reported in other media is based on what is collected from key indicators
that define how we’re doing. Even consumer products are based on information collected to measure what products
meet the needs of consumers. 

In recent years, however, data collection from members for the IAHSS Crime Survey has become increasingly diffi-
cult. We realize how busy all of you are, but the information you provide clearly improves our knowledge about crimes
in healthcare settings. The reports we produce are intended to help inform you as well as provide a picture of what is
happening in the industry as a whole in a single resource document. The last two biennial IAHSS Crime surveys also
collected information about what you specifically view as trends in security and safety needs.

We sincerely hope that you use the crime data to help inform your HCF administrators, your staff, and the media
when you are faced with the inevitable crimes that will take place on your campuses. We now know that over 98 per-
cent of all HCFs experience crime that is often violent and sometimes deadly. Based on the information you have pro-
vided, the survey results show an increase in violent crime in particular. These data confirm what the US Justice
Department just reported on the increase in violent crime in the general US population as well.

We will continue to collect crime data on a biennial basis and the next IAHSS crime survey will be conducted in
2014. We deeply appreciate your continued participation and request that additional members will participate in the 
future. 

Thank you. 

Victoria A. Mikow-Porto, PhD, Research & Policy Analytics
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The University of Michigan Hospitals & Health Cen-
ters (UMHHC), Ann Arbor, MI, has expanded its annual
Security Awareness Day, which it has hosted for the
past 12 years, into a week-long Safety Awareness Week.
According to Marilyn Hollier, CHPA, CPP, Director, Se-
curity and Entrance Services, and Associate Director,
Public Safety and Security of UMHCC, the expanded
event accomplished an important purpose.  “It provided
positive interaction with the community and educated
people on what they
can do to keep them-
selves and their com-
munity safe,” says
Hollier.  “We want
them to be our eyes
and ears, since we can’t
be everywhere at all
times,” adds Latreece
Taylor, Supervisor of
the Loss Prevention
Unit.  In a security de-
partment that, accord-
ing to their own 
figures, responded 
successfully to more than 55,000 calls for service in the
last year, such a positive connection with the commu-
nity serves as a vital link.

The week-long event was held this past Spring and
planned around the opening of a new Women’s and
Children’s Hospital, which expanded the entire
UMHHC facility to over 900 beds and necessitated the
addition of about 60 new staff, including eight new secu-
rity personnel.  A follow-up Security Awareness Day
was also held in October. Set up in the cafeteria and
also in the Women’s and Children’s Hospital, the event
featured two teams who reached out to employees and
the community so that all shifts would have an oppor-
tunity to interact with security staff. In such a busy hos-
pital (the UMHHC website reports 79,206 emergency
room visits a year, and 1.73 million outpatient visits), 

one of the goals was to make the security personnel
who work in the facility more visible and to give recog-
nition to some of the different uniforms worn by indi-
vidual units.

“Our Entrance Services personnel are at our en-
trances, meet and greet visions, and oversee our valet
services,” explains Taylor, “and they have their own uni-
form, as do the Guest Services staff,  in addition to the    

traditional security 
team, again with their 
own uniform, and the 
spin-off Loss Preven-
tion Services person-
nel, who specialize in 
lost items, workplace 
violence, investigate 
claims of employee 
misconduct, and as-
sist the police with 
investigative work.”  
With such a range of     
security staff, “We 
wanted people to

recognize our uniforms, know the services we provide,
and be aware of how to reach us,” she adds. 

“It’s so important for our officers to become in-
volved with the community before the bad events hap-
pen,” says Taylor, stressing that, given the informal and
fun approach taken at the Safety Security Week, people
found it easy to stop in, talk to security personnel, and
receive handouts, like whistles and notepads with secu-
rity phone numbers imprinted on them, to let them
know what to do if they need assistance.  

Another feature of the event was raffles for two
drawings with $50 gift card prizes that staff entered by
taking a quiz with safety-related questions, such as
“What is a code T?” or “How do you get hold of secu-
rity?”  The point was not necessarily to get the ques-
tion right, but so security people could provide the

Hospital Holds Security Awareness Week 
To Promote Community-Security Interaction

Cafeteria display for Security Awareness Day, expanded to Security Awareness Week at
University of Michigan Hospitals & Health Centers 
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correct answer in interaction with the visitors.  “We
collected about 600 quizzes,” says Taylor, “which doesn’t
count the drop-ins who just came by to see what was
going on.”

Using the interactive approach of Safety Awareness
Week, “we could build connections and trust,” Hollier
says, stressing that such interactions are humanizing, “so
you are not a nameless and faceless security person.”
“We provide a service,” explains Hollier.  “It’s my phi-
losophy that it’s an ongoing mission for security to be
an irreplaceable partner of the healthcare team, getting
people involved in the safety of our community.” 

FOR FURTHER INFORMATION, CONTACT:  

Marilyn W. Hollier, CPP, CHPA, Director, Security and
Entrance Services, Associate Director, Public Safety and
Security, University of Michigan Hospitals & Health Sys-
tems, 1500 Medical Center Drive, Ann Arbor, MI 48109-
0810. Phone: 734-763-5511. E-mail:
mhollier@umich.edu

Latreece Taylor, Supervisor, Loss Prevention Unit, Uni-
versity of Michigan Hospitals & Health Systems, 1500
Medical Center Drive, Ann Arbor, MI 48109-0810.
Phone: 734-763-5511. E-mail: shedrick@umich.edu

Three staff members from the UMHHC Loss Prevention Unit who
helped oversee the Security Awareness Week in front of the cafeteria
display promoting the event. From Left to right: Lynetta Smith, Latreece
Taylor and Ralph Raiford.
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In July, the Duke Raleigh Hospital Public Safety team
joined an elite group of healthcare security and safety
departments. Recognized by the International Associa-
tion for Healthcare Security and Safety (IAHSS), the
Duke Raleigh Public Safety
team was named a Program
of Distinction, one of only
22 departments internation-
ally that holds this distinct
honor.

The Program of Distinc-
tion is a progressive certifi-
cation program, in which
qualifying departments must
have a minumum of 70 per-
cent of their officers certi-
fied and the department
director must be a Certified
Healthcare Protection Ad-
ministrator. Duke Raleigh’s
Public Safety Director, Dana
Frentz, has held that advanced certification since 2008.

The advanced training is focused on educating offi-
cers in the nuances specific to healthcare security, and
also lends a level of professionalism that is typically un-
common in the public safety and security field. Officers   

of Duke Raleigh’s Public 
Safety Department must 
obtain basic certification 
within 90 days of em-
ployment, but are en-
couraged to continue  
certification in order to 
receive advanced, 
and/or supervisory level 
certification.

Organized in 1968,  
IAHSS is the world’s    
leading professional or-
ganization specializing in 
healthcare security and 
is comprised of security, 
law enforcement, and 
safety professionals de-

voted to the protection of healthcare facilities world-
wide.

Duke Raleigh Hospital Public Safety Team
Awarded IAHSS Program Of Distinction

Upcoming Events

May 4, 2013 IHSSFoundation Golf Tournament

May 5-8, 2013 45th AGM in Myrtle Beach
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www.ihssf.org

NOW is the time to submit nominations
for the Foundation Awards

Deadline is January 15, 2013 – but submit early!

IHSSF Awards
The general purpose of the IHSSF annual awards program is to recognize and promote overall 
excellence and outstanding contributions to the IAHSS and/or to the .eld of healthcare security,
safety or risk management. Unless otherwise indicated, awards will be presented at the IAHSS 
Annual General Meeting.

Nomination Categories
• Lindberg Bell Program of Distinction • IAHSS Chapter/Region of Distinction

• Philip A. Gaffney Faculty Chair • Russell L. Colling Medal for Literary Achievement

• Medal of Valor • Medal of Merit

• Distinguished LifeWork Achievement/Service Medal

To submit your nominations, go to www.ihssf.org



The receipt by its security and safety department of
the IAHSS Department of Distinction Award resulted
in a press release in September prepared by the news
department of the 135-bed acute care Cartaret Gen-
eral Hospital, Morehead City, NC. The announcement
also featured a picture of members of the security staff
and a listing of all staff members. Besides alerting the
local media, the announcement
was featured on the web page
of the hospital, according to
John S. (Stephon) Gaskill,
CHPA, Director of Safety and
Security, and promoted recog-
nition of the professional
achievements of the depart-
ment by management and em-
ployees. The announcement
read in part:

"The Safety and Security
Department at Carteret 
General has achieved the 
coveted Department of Distinction Award through 
the International Association of Healthcare Security and
Safety (IAHSS). The Safety and Security Department is
100% certified and shares this honor with only five
other hospitals in North Carolina. Part of an elite
group, there are only eighteen hospitals in the United
States who currently have this distinction out of almost
six-thousand facilities.

“The Program of Distinction recognizes healthcare
security and safety departments within healthcare facili-
ties that have achieved and maintained a minimum per-
centage of IAHSS certified security personnel. The cri-
terion focuses on the competencies of the facility's 
security and safety officers and director as measured
through individual certification.

"Individual certification of officers and directors is
granted to those who have successfully passed one of 
several certifications examinations offered by IAHSS. 
Certified personnel must maintain active certification
either through renewal of their IAHSS certifications 
every three years at their current level or progress to
the next level. Also on a three year cycle, directors   

must maintain an ac-
tive CHPA status 
through the IHSSF by 
continually seeking to 
enhance their compe-
tence both through 
continuing education 
and research leading 
to publication of sig-
nificant materials to   
enhance the learning 
of others.

"Stephon Gaskill, 
Director of Safety

and Security stated, ‘This level of professionalism was 
achieved through much hard work and dedication.  We
are very fortunate to have an excellent team of staff
who exemplify excellence in healthcare security, safety
and emergency management.’"

According to Michelle Lee of the hospital’s public
relations department, the hospital’s Facebook posting
resulted in many positive comments. She also reported
that Gaskill had posted the release  on his own Face-
book page and got 102 “likes” in response. 

FOR FURTHER INFORMATION, CONTACT:  John S,
Gaskill, CHPA,  Director Safety & Security, Cartaret
General Hospital 3500 Arendell Street, Morehead City,
NC 28557. Phone: 252-808-6584; fax: 252-808-6687
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Hospital Promotes IAHSS Award 
To Its Security and Safety Department

Pictured on hospital web page are members of Security and Safety Department
of Cartaret General Hospital after announcement of receipt of IAHSS Award.
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An Interview With:

Frederick G. Roll 

On Proactive vs. 

Reactive Healthcare 

Security
(Fredrick G. Roll, MA, CPP, CHPA-Fellow, is the Presi-
dent of Healthcare Security Consultants, Inc. and Roll
Enterprises, Inc., security consultation firms specializing
in the health care field.  He has managed security oper-
ations in health care
settings for over 32
years, including
stand-alone facilities
as well as health
care systems. He
has provided inde-
pendent consulta-
tions in over 400
health care facilities
of various sizes and
complexities in 45
states and Washing-
ton, DC. In addition, he conducts seminars and work-
shops for health care organizations and associations
across the United States. A Certified Healthcare Risk
Manager, he holds an AA degree in Criminal Justice, a
BS degree in Education and Sociology, and a Masters of
Arts degree in Security Management. He was the Presi-
dent of IAHSS in 1991 as well as being a two-year term
President in 2005-2006. He is a member of the ASIS In-
ternational Healthcare Security Council. )

Q.  Can you explain the difference between inci-

dent-driven and proactive security?

A.  Security has traditionally been incident-driven.
But--guess what?--in that case, the incident has already
taken place. What I try to counsel my clients is that
they should be as proactive as possible.  Every seminar I

give, I use the same two principles:  1) Security is inci-
dent-driven; 2) What would you do tomorrow if you
had an adverse incident happen today?  I tell them to
have the answer to this second question available any
time they have security or budget meetings.  Security
people need to be in the proper proactive mindset in
advance. That way, they can say:  “I bet, in the case of an
adverse incident, we would not cut back on security; I
bet we would lock our doors,” etc.

Q.  How can security directors do a better job of

conveying the importance of thinking proactively?

A.  Law enforcement and security have different
functions. Though law enforcement would like to be
proactive, they are so short-staffed, they can only be re-
active once something has already happened. For us in
the security field, our basic goal should be to be proac-
tive to prevent adverse incidents from taking place.  

What that means is that, if security people are doing
their jobs well and we are maintaining good campus se-
curity, administrations can be less aware of what we are
doing to avoid problems. That is also why security peo-
ple have a tendency to be assigned a lot of non-tradi-
tional activities.  This is because administrators say,
“Things are quiet here, so what are they doing all day?”
I say our answer should be: “This facility is safe because
we are on proactive patrol.”  Security personnel need
to let administrators know what they are doing to keep
their facilities safe.

Q.  Do you think the appreciation of security serv-

ices is getting better or worse among healthcare 

facility administrators?

A.  In my opinion, administrators are getting better
about understanding what security personnel are doing
for their facilities.  I don’t know if we security people
are doing a better job about convincing them, or if they
are responding to worsening reports of workplace vio-
lence, which gets the attention of administrators when
they want to create a safe workplace and gives us more
leverage when it comes to getting them to appreciate
the job we are doing.

Q.  At a time when hospital funding dollars are
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tight, how can security directors be more effective

when it comes to suggesting proactive improve-

ments?

A.  Data is what administrators respond to.  Security
people must have available the statistical data when
presenting plans for proactive security measures.  You
need to say, “For the past six months, we have tracked
incidents and, according to our established perform-
ance standards, statistically we have or have not been
able to accomplish these performance standards.”  You
have to be very specific, as, for example, “the second
shift on weekends has shown X increased incidents of
violence, when we are short staffed.” When presented
with this kind of concrete data, administrators under-
stand that, according to these statistics, they have been
put on notice as to possible sources of problems in the
facility.

One of the most important things a security direc-
tor can do is to document his or her department’s
needs.  Other departments asking for dollars are used
to coming in and saying, e.g., “Our MRI is currently
doing procedures Monday through Friday and, if we
added Saturday procedures, we could add X dollars of
revenue.”  When it comes to security, it can be more
difficult to break things down into dollars and cents.
But we can document such things as 1) how long does
it take to respond to a call? 2) How many calls are we
getting?  The problem is that many security directors
stop collecting data at this point.  They need to go on
to show the time of day, day of the week, etc. For ex-
ample, if you have the same number of staff, but you
have more incidents on a particular shift, you need to
document this to show that you need more staff on
that particular shift on a particular day of the week.

Q.   How wide a net should security directors cast

in assessing what proactive measures should be

considered?

A.  I think security managers need to pay attention, 

not only to what is occurring in their own facility, but
to the incidents occurring all over the country and then
evaluating how it applies to their own campus.  They
should ask themselves: “If a similar adverse event hap-
pened on our campus, could we have potentially pre-
vented it? How could we mitigate any ramifications
associated with such an incident?  What can we do in
advance to prevent such an event from happening
here?”  

There is no direct parallel with an incident happen-
ing on one campus as opposed to another, but we can
learn from each other.  For example, the National Cen-
ter for Missing and Exploited children (NCME) evalu-
ates every incident in order to update the criteria for
their guidelines.  I know this because I have worked on
nine editions of these guidelines.  Likewise, The IAHSS
continually monitors events, incidents, trends, and crimi-
nal activities occurring in healthcare facilities across the
world.  This is then shared with the membership and, as
appropriate, the industry to identify opportunities for
improvement.

Q.   What do you think the biggest concerns today

are for healthcare security departments and where

do we need to be more proactive?

A.  I would say the worst threats are:  1) Workplace
violence, especially in the emergency room; 2) Access
control--who is coming into our environment; 3) Infant
abductions, which are extremely bad, but the numbers
of incidents have been coming down.  In my work as a
consultant, we are most often employed by clients who
are worried about violence toward staff and patients.
But that is only part of the 14-point plan we work out
with our clients to improve their proactive security.

FOR FURTHER INFORMATION, CONTACT Frederick
G. Roll,  CHPA-F, CPP, President/Principal Consultant,
Healthcare Security Consultants, Inc./Roll Enterprises,
Inc., 3535 Cottonwood Circle, Frederick, CO 80504.
Phone: 303-250-1479. E-mail:  frollenterprises@msn.com
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G4S Solutions for Hospitals
and Healthcare Facilities
Combines the highest level of manned security
with technology, support services and expertise.

G4S is the most experienced and prepared security company
serving hospitals and healthcare facilities. We provide
specialized people, programs and technology designed to
ensure the safety and security of patients, visitors and medical
professionals in your complex facility. All G4S security officers
are specially trained for the healthcare environment.

G4S healthcare technology has revolutionized hospital security
to include Secure Trax®, our exclusive mobile incident capture
and notification system and RISK360TM, a highly customizable
incident and case management system to help manage risk,
improve business performance and maintain regulatory
compliance and reduce costs.

G4S Support Services Provide:
Transportation and Escort Services 
Canine Patrols
Emergency Response and Compliance
Security Surveys
Employee Education
Environment of Care Documents
Visitor Management
Crisis Intervention Training

Contact us for more information and let
us show you why G4S is the best value
in security and safety.

Ben Scaglione, CPP, CHPA, CHSP
Director, Healthcare Services
G4S Secure Solutions (USA), Inc.
561 691 6714 Office • 646 675 5956 Cell
ben.scaglione@usa.g4s.com
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Security has traditionally been incident-driven, ac-
cording to consultant Fredrick G. Roll, MA, CPP, CHPA-
Fellow (see interview on page 10) who advises
healthcare security directors nevertheless to be as
proactive as possible and to be able to answer the
question, "what would you do tomorrow if you had an
adverse incident happen today?"  In this report, we'll re-
view the experiences of six hospitals who upgraded se-
curity--four following adverse incidents, and two who
made proactive changes. 

SPARROW HOSPITAL, LANSING, MI
THE INCIDENT:  ER PHYSICIAN STABBED BY PATIENT
WITH POCKET KNIFE 

Installing Metal Detectors At Two Locations

Sparrow Hospital, part of Sparrow Health System,
Lansing, MI, mid-Michigan’s largest health system, is one
among a growing number of hospitals dealing with in-
creased Emergency Department violence.  In May, an
emergency room physician was stabbed by a patient
with a pocketknife.  Though the 29-year-old doctor did
not receive any life-threatening injuries, the incident
prompted the hospital to install metal detectors, not
only at the access to their own Emergency Depart-
ment, but at the ED in an affiliated hospital five miles
away.

“The metal detectors are helping tremendously,”
says Dr. Timothy Hodge, Executive Medical Director for
Emergency Services.  “Our healthcare workers are feel-
ing more secure. We’ve only had metal detectors in
place for a few months, and we’ve found all kinds of
items, including Tasers and knives.”  If the items are
legal, Sparrow holds them for the owners to collect on
their way out; if illegal, the items are turned over to the
local police.  “I would say, conservatively, that we have
already intercepted hundreds of items,” says Hodge.

Sparrow sees about 110,000 people a year at their
ED, while the local affiliate sees approximately 26,000.
However, the second hospital has a high psychiatric
population, since the campus includes a psychiatric hos-
pital, and it was felt that metal detectors were called for

at the second location as well. A large psychiatric popu-
lation brings its own problems, according to Hodge, in-
cluding the fact that it takes much longer to admit
mental health patients, who also stay longer in the facil-
ity.  “If you think about it,” says Hodge, “even for pa-
tients who are not coming in primarily with mental
health problems, their anxiety levels are very high and
can involve substance issues.  This is a huge societal and
cultural concern.” 

Establishing A Greater Security Presence

Metal detectors are not the only improvement to
Sparrow’s security.  In addition to the people manning
the metal detectors, Sparrow has hired more security
officers and makes sure that security personnel are
prominently to be seen on a 24 hour, seven-day-a-week
basis.  “The real deterrence to crime is a visible security
presence,” says Hodge.  “Healthcare workers are here
to serve others. Security people make it possible for us
to do so.”

The reaction at Sparrow has been very good.
Hodge says he has received letters from people thank-
ing the hospital for making them feel safe, including one
from a mother who specifically thanked him for making
her feel more comfortable bringing in her child for
treatment.  “Staff has also been very positive. All are
aware that 17 percent of all workplace violence is oc-
curring in healthcare facilities. My nurses are giving a
great ‘hurrah’ for the changes,” says Hodge.  

One of the greatest improvements is knowing what
the hospital is dealing with.  Just before the metal de-
tectors were installed, explains Hodge, someone tried
to enter the Pediatric Emergency Department carrying
a handgun.  “We had no idea before what was coming
in.  Now we have a much better idea.”

ST. CLOUD HOSPITAL, ST. CLOUD, MN
PROACTIVE REACTION TO A DISTURBING TREND

21 Guns, 3377 Knives, 224 Walkaways  In A Year

St. Cloud Hospital, St. Cloud, MN, in the state's Central

SPECIAL REPORT:
Hospital Security Upgrades:  Reactive And Proactive



14  International Association for Healthcare Security & Safety

directions IAHSS

Volume 25, Number 4 

Region has experienced a similar trend as Sparrow.
“I’m very fortunate to have a very supportive adminis-
tration, so we’ve been able to be proactive rather than
reactive when it comes
to security” says Bill
Becker, Director of Se-
curity & Safety. “We
saw the change in cli-
mate back in 2003 and
2004, with increasing
trends of people get-
ting beaten up and 
carrying weapons, so 
we started weapons 
screening and we expanded that to screening everyone
coming into the hospital after hours (after 9 PM).  We
have only one access and we screen everyone coming
through by metal detectors.”

“Our metal detectors have come across 5-6,000
knives a year,” says Becker, but the security measures
have been working.  This last fiscal year, 2011-2012, the
numbers are dropping.  We had 21 guns, 3377 knives,
and 224 walkaways  (people who leave rather than go
through the metal detectors), compared to 5,662
knives in 2007-2008.  I think the drop comes from peo-
ple knowing they are going to be screened.  Even
though I think more people are carrying weapons for
self defense, they don’t try to come into the hospital
with them, because they know they will be going
through the metal detectors.”

Becker says that weapons can be unconventional,
and security has intercepted people carrying leather-
men (multi-tools).  “We even had a kid carrying a meat
cleaver in his boot.” The metal detectors have been
working well.  One small glitch that “we are used to
now” is that sometimes a detector will pick up visitors
with metal body piercings.

Securing Problem Areas

St. Cloud did a risk assessment and most of the
problem was assessed to be in the Emergency Trauma
Center.  A St. Cloud police officer was assigned to the
Center on Friday and Saturday nights, and charges are
pressed if staff is assaulted or hospital property is dam-

aged.  The ETC can be locked down, “and an alarm goes
directly to Security and also automatically to the police.
We have 24/7 security in that department,” says Becker.

“Another problem      
area is our detox 
center, which is a half-
mile away,” explains 
Becker. “It is full all 
the time, so the ex-  
cess come to us. Also,   
police find intoxicated    
people downtown 
and, if the detox is   
full, patients often play

the psych card, and threaten suicide, which means they
have to be brought by the police to us at the hospital.”

St. Cloud has also locked the doors from the Emer-
gency garage into the ETC.  EMS has a code and em-
ployees have cards for access.  There are plans,
projected for next summer, to create a new entrance
for general pubic walk-ins.

In the past year, all St. Cloud employees were
trained in non-violence crisis intervention so they
know how to handle situations before violence gets out
of hand.  The Administration has been very supportive
of the training program, according to Becker.

“We have what we call ‘code greens,’” says Becker,
which is when a member of the security staff is called
about an out-of-control patient situation.  Now, staff is
encouraged to call in earlier, before a situation deterio-
rates, says Becker, and he gives the following example:
“Someone might say: ‘I have a patient out of hand.  I’ve
used what I learned in nonaggression techniques, but
I’m calling this in because it is getting out of control and
I need security.’ After we did the overview with all the
staff, we had a considerable drop in code greens, but
many more calls to security.  “Often, the presence of
the security officer calms the situation down,” says
Becker.  “The nurses don’t get hurt and, sometimes we
might have to end up restraining patients, for staff and
patient security.”

At St. Cloud, the whole third floor of the hospital is
the Family Birthing Center, which Becker says is well-

As part of its security upgrade, at St. Cloud Hospital, St. Cloud, MN, everyone coming into
the hospital after 9 p.m. must use a single entrance and be screened by metal 
detectors.
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secured.  “All people are screened by reception and vis-
itors are tagged and we have cameras.  Some staff from
other departments can get annoyed that they don’t
have free access between floors and we have had a few
public complaints about screenings, but we’ve had no
infant abductions.”  

THE NEW VA MEDICAL CENTER, NEW ORLEANS
THE INCIDENT:  HURRICANE KATRINA

Designing A New Medical Center "Upside-Down" 

The flooding that followed this 2005 disaster re-
sulted in 971 deaths, with 34% of bodies recovered
from hospitals and nursing homes. The storm also de-
stroyed or made inoperable many hospitals, including
the former VA Medical Center.  An expansive new proj-
ect, the construction of a VA Medical Center in New
Orleans by the Southeast Louisiana Veterans Health
Care System, is now underway to replace the old hos-
pital. In a press release issued by SLVHCS, it was em-
phasized that “the number one lesson” learned from
Hurricane Katrina “is that self-sufficiency in disasters is
a paramount concern.” As a result, an innovation of the
new medical center under construction was to design it
“upside-down.”  The server room, primary utilities, and
the kitchen will all be located, not as usual in the base-
ment, but at least 20 feet above base flood elevation.

“Traditionally, the infrastructure of utilities is in the
basement, behind closed doors.  Because our greatest
danger is flooding, we have put the infrastructure on
the 4th floor,” explains Liz Failla, Project Engineer & Co-
ordinator of the new Medical Center. She emphasized
that  "we have taken our greatest risk and built around
it. There is nothing mission-critical at ground level.  That
is why our Emergency Department is on the 2nd floor,
which has now become common practice in New Or-
leans. The problem is in retrofitting an old structure.”
Because they were starting with new plans, for exam-
ple, “We have been able to design our ramp specifically
for easy access, with good turnaround space,” she says.

The 70-year-old architectural firm NBBJ involved in
the planning the new VA medical center formed a joint
venture with StudioNova to design the new facility.
“New Orleans has unique conditions brought about by
Hurricane Katrina that we had to adapt to,” says NBBJ

architect Jason P. Richardson.  “Our approach to a big
hospital falls into two categories:  1) the patient experi-
ence, and; 2) designing for change.  

“We know that healthcare technology is going to
change, so we set up an overall framework for a facility
where you put the operational facilities in one area, lo-
cating the infrastructure out of the way, separating
them from the clinical areas that are more likely to
change over time,” Richardson explains. In New Or-
leans, the new facility was designed around a visible and
open central concourse, “which is a fine way to struc-
ture passage of patients,” says Richardson, “but also has
the infrastructure up above.  That’s how we came up
with the upside-down structure,” he explains.  Specifi-
cally talking about security, he says, “We made sure that
security was integrated into the design, as opposed to
an add-on.”

A Seven-Day Defend In Place Policy

The new facility is planned for phased activation and
is scheduled to be fully operational in 2016. According
to SLVHCS’s  press release, the medical center will
serve over 70,000 enrolled veterans in the region, and
will have “a seven-day defend-in-place strategy for up to
1,000 people.” In addition, “The central energy plant
stores 320,000 gallons of fuel--enough to provide full

Construction proceeds on the new New Orleans VA Medical Center
to replace the facility destroyed by Hurricane Katrina. The infrastruc-
ture of utilities, formerly located in the basement,will now be located
on the 4th floor, with the Emergency Department located on the 2nd
floor. The ramp to the ED will double as a boat dock in the event of
flooding.
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power to the medical center for one full week.”  The
center will be equipped “to collect and store over a
million gallons of rainwater on-site” and will have “a
6,000 square-foot warehouse” onsite “to store emer-
gency supplies like food and water.”

Another innovation is that, while patient rooms are
designed to hold one person, all functions are doubled
at the headwall, including oxygen and power, so that
multiple patients can use the space in case of emer-
gency. Failla explained that rebuilding after Hurricane
Katrina posed another problem.  “Our old facility was
built in the 1950s.  After 9/11, national mandates for
new facilities changed dramatically, including minimal
regulations for old facilities.”

Complying With New Security Regulations

Some of the new regulations include:

1) A parking structure below an occupied federal
structure is no longer permitted.  “We used to have a
two-story parking facility below our VA facility, but that
is no longer allowed in a new facility,” says Failla.  

2) Standoff distances for vehicles.  “You cannot have
a vehicle come within a certain range of the building
without reinforcement for blast protection,” Failla ex-
plained.  “For the VA, the standoff is 25 feet; for mission
critical buildings, it is 50 feet.  If you want to get in
closer, you need a variance and you have to reinforce
the walls.”   Old buildings were grandfathered in, but
new facilities must follow the new standards. 

3) The campus must be able to be secured in the
event of a national emergency.  “That becomes difficult
when you talk about putting a fence around a 30-acre
site that is integrated into the community,” says Failla.
“We wanted to maintain a feeling of openness, while
still meeting the guidelines, so our new design allows us
to put up a fence if needed, but we don’t have to have it
up at all times.”  As she explained, along the medical
center perimeter, they will have bollards that can be
quickly replaced with fence posts. “It’s part of our stan-
dard drill for emergency preparedness that our people
know how to erect this fence when needed.”

Partnering With Security In The Planning Stages

The New Orleans police does not have jurisdiction
on federal property, so the VA has its own police force

to handle events on their campus. At this point, once
the facility is opened, they are projecting a total force of
25 police officers. “We use a federal police force, which
makes us unique, compared to other hospitals” says
Failla.  “In our new facility, we will have a designated
training room specifically for the police,” she explains.
“We even have a holding cell.”  In New Orleans, the
greatest risk is a hurricane.  Training becomes para-
mount.  “In our hurricane exercises, we include training
for all other events, and we keep our engineering and
police staffs prepared,” says Failla. 

“We have been proactive as opposed to reactive,”
Failla stresses.  “Each area is unique and each layout has
its own risks.”   In replacing the old facility from the
1950s, the outdated layout was reevaluated for current
needs.  “What we have done is design for the ideal, not
for the old facility, which no longer was in compliance.
For example, when we designed our Emergency De-
partment, we had security, police, environmental man-
agement, and mental health providers all involved in the
planning stages.  We never compared the old facility to
the new--but involved our experts to make sure the
design of the new building would maximize what we
needed to accomplish,” says Failla. As she explains, “De-
sign and security can be developed together to handle
the specific issues of healthcare facilities.  We have done
that by partnering at the design phase with our security
experts.”  

UNIVERSITY OF PITTSBURGH MEDICAL CENTER
THE INCIDENT:  ACTIVE SHOOTER KILLS ONE,
WOUNDS FIVE

District Attorney:  UMPC Commits $10 Million 
To Upgrade Security At All Of Its Facilities

On the afternoon of March 8, John Shick, 30, a for-
mer UMPC outpatient, walked through the main en-
trance of the Medical Center's Western Psychiatric
Institute, entered the main lobby, critically wounded the
front lobby receptionist, fatally shot a nurse, and
wounded four other employees, including an unarmed
security officer.  Shick walked into the building with an
umbrella in one hand and a hat in his other. He tucked
his guns and additional ammunition under his tan
trench coat. He was fatally shot by University of 
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Pittsburgh campus police who responded in less than
two minutes, but were unable to find and confront
Shick before he wandered through various hallways for
more than five minutes, according to Allegheny County
District Attorney Stephen Zappala Jr., who has con-
vened a grand jury which is investigating whether any-
one might be criminally liable for not preventing the
shooting. 

Zapala,  according to press reports, told municipal
officials that the hospital system has committed $10
million to security upgrades. He also reported that
UMPC officials had been very cooperative and that
"their security consultants have been working with our
consultants from the very beginning." Zappala said the
University of Pittsburgh plans to hire 20 additional po-
lice officers who will provide the round-the-clock
armed presence for UPMC's Pittsburgh-area hospitals.
UPMC also plans to arm them with tasers so the offi-
cers will have a "non-lethal alternative" to stop intrud-
ers, he said.

Among the improvements reportedly being consid-
ered by UMPC officials are:

--At least one armed officer available on all shifts at its
Allegheny County hospitals and UPMC Hamot in Erie.

--Walk-through metal detectors to be installed at its
emergency departments in those hospitals with secu-
rity available to check purses and other bags and back-
packs visitors carry. 

--Western Psychiatric and ten other Allegheny County
hospitals with psychiatric wards will be equipped with
basic safety technology such as bulletproof glass and
card wipes, and more intricate computer technology, 

such as 360° scanning technology that would allow law
enforcement to know the layout of buildings before re-
sponding to a call.

--UPMC will redesign Western Psychiatric's  DeSoto
Street entrance for patients and visitors. The hospital's
main O'Hara Street entrance will become an employee-
only entrance. There will be an armed University of
Pittsburgh officer at the Desoto Street entrance 24
hours a day, a  UPMC spokeswoman said. 

-- An improved camera system and the requiring of
both a badge and a code to access certain areas. The
improved camera and video surveillance system would
allow law enforcement to tap into the feed.

FOR FURTHER INFORMATION, CONTACT: 

Dr. Timothy Hodge, Executive Medical Director for
Emergency Services, Sparrow Health System, 1215 E.
Michigan Avenue, Lansing, MI 48912. Phone: 517-364-
3268. E-mail: timothy.hodge@sparrow.org

Bill Becker, Director of Security & Safety, St. Cloud Hos-
pital,  1406 Sixth Avenue North, St. Cloud, MN 56303.
Phone: 320-251-2700. E-mail: beckerb@centracare.com. 

Liz Failla, Project Engineer & Coordinator, Southeast
Louisiana VA Medical Center, 1601 Perdido Street, New
Orleans, LA 70112. Phone: 800-935-8387. E-mail:
vhanolpublicrelations@va.gov

Jason P. Richardson, AIA, LEED®, Principal Architect,
NBBJ, 1555 Lake Shore Drive, Columbus, OH 43204;
New York office, 2 Rector Street, 25th floor, New 
York, NY 10006. Phone: 212-739-7242. E-mail:
cyost@nbbj.com
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ELDERLY MAN ACCUSED OF SHOOTING AND
KILLING RELATIVE IN HOSPITAL ROOM

AUGUSTA, GA. An 85-year-old man has been arrested
for shooting and killing a family member at University
Hospital. The shooting, according to local media, took
place happened just after 3 p.m. on the seventh floor of
the hospital. The victim, 57, a nephew of the man's wife
who was visiting her at the hospital, died immediately. A
police statement said a "long-standing dispute" between
family members apparently existed between the
shooter and his victim. Hospital security arrived on the
scene soon after the shooting and detained the
shooter, police said, crediting security for their quick re-
sponse. "At no time were any of the staff, other patients
or visitors to the hospital in any danger," a police offi-
cial said. According to reports from Augusta media out-
lets, the hospital was on lockdown for a short period of
time after the shooting, and the seventh floor remained
in lockdown to protect the scene. The hospital does
not have metal detectors or scanners to detect fire-
arms on hospital visitors, according to media reports.

TWO DEATHS IN HOSPITAL ROOM 
SHOOTING TERMED MURDER-SUICIDE

SYCAMORE, IL. An apparent murder-suicide involving
shooting  has been reported at Kindred Hospital, a long
term, acute care provider. The dead were a 54-year old
male patient and his 57-year-old female  partner who
was visiting him. Police, who responded to a report of
gunshots being fired, said neither the male patient nor
his female friend had posed a problem in the past or
were thought to be a problem. They said the couple
was dead before hospital personnel could rush to the
room.

HOSPITAL DRIVE-BY SHOOTER 
ARRESTED BY POLICE 

MUSKEGON, MI. A Muskegon police officer has ar-
rested a man who allegedly fired shots from his red van

at a Hackley Hospital security officer.  When the van
was spotted a short time later by the officer, a chase
ensued, according to local media, resulting in the cap-
ture of a 19-year-old suspect, already on probation, in
possession of a loaded handgun. 

'DISTURBED' DRIVER SHOT BY POLICE
OFFICER IN HOSPITAL PARKING LOT

NORWICH, CT. A man was shot by a Norwich police
officer as he drove toward the officer and the man's
mother in the parking lot of The William W. Backus
Hospital, police reported. The shooting occurred
shortly after 6 a.m. after hospital security staff called
police to report a distraught person in his car in the
parking lot, near the emergency department entrance
at the rear of the hospital, according to local media re-
ports. Two Norwich officers arrived and were trying to
talk to the man, state police said, when he backed his
car from a parking space into a Norwich police cruiser
that was parked behind him. The man managed to ma-
neuver his car out of the space by jumping a curb and
drove toward an officer and the man’s mother, who was
also trying to talk to the man, a state police spokesman
said. The officer pushed the woman out of harm’s way
and fired several shots. The officer was struck by a side
mirror of the vehicle as it passed. The man was treated
for a non-life threatening gunshot wound to an extrem-
ity. The officer also was treated for minor injuries. State
police detectives cordoned off an area of the parking
during their investigation of the incident which was
contained in the parking lot and no hospital patients or
staff were in danger, according to a hospital official. 

PATIENT STEALS GUN FROM WIFE'S PURSE; 
FIRES ROUND THROUGH WALL

JACKSONVILLE, FL. A patient fired a gun Thursday
morning in a second-floor room at St. Vincent’s Medical
Center Riverside, but no one was injured, according to
the Jacksonville Sheriff ’s Office. The  hospital went on
lockdown after the patient grabbed the handgun from
his wife’s purse when she was out of the room just
after 11 a.m. The patient was “completely disoriented”

IN BRIEF:

GUNS IN HOSPITALS

continued on next page
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as he fired off a round that went through a wall, said
Sheriff ’s Office spokeswoman. “We have these cases
where sometimes it is kids and sometimes it is people
who are mentally incapable,” she said. “When you leave
a gun in the wrong hands, sometimes bad things can
happen. In this situation, fortunately, no one did get
hurt.” St. Vincent’s HealthCare policy prohibits firearms
on hospital grounds, reported a spokeswoman. 

MAN WITH GUN TRIGGERS HOSPITAL 
'ACTIVE SHOOTER' LOCKDOWN

WINFIELD, UT. William Newton Hospital was locked
down on a Saturday morning, placed under heightened
security, and an “active shooter” warning was an-
nounced over the public address system, according to
local media reports. A man known to police entered
the hospital, possibly under the influence of drugs, with
a gun in his possession. The man reportedly did not
brandish the weapon but security was heightened as a
precaution and lifted when the suspect was taken into
custody. The suspect, said to be a previously convicted
felony offender, spent time at the hospital before being
taken to jail, it was further reported. He is facing gun-
related charges in connection with the incident.

LOADED REVOLVER, CLIPS FOUND IN 
CHILDREN'S HOSPITAL ER BATHROOM

ATLANTA, GA. Authorities are investigating the discov-
ery of a 40-caliber Glock handgun with two fully loaded
clips in a bathroom trash can in the emergency room of
Children's Healthcare of Atlanta at Hughes Spalding.
According to police, the gun contained a serial number,
but it was not registered and hadn't been reported
stolen. They reported that a custodian found the gun,
along with the two extra clips of ammunition hidden in
between the liner and the trash can. The custodian said
she changes the bags every three hours, so it likely had-
n't been there long. The bathrooms are primarily desig-
nated for families and are not gender-specific. A
Children's Healthcare spokeswoman said the hospital
has increased its security presence and now has a secu-
rity officer in the emergency department.  An Atlanta

police spokesman said investigators are still gathering
evidence as to who may have left the gun there, and
why.

'BATH SALTS' BLAMED FOR PATIENT'S 
ER ASSAULTS ON STAFF, POLICE

SAYRE, PA. A homeless man who admitted he had been
on "bath salts", according to media reports, has been
charged with multiple counts of assaults following a
rampage in a room in the emergency wing of Robert
Packer Hospital, which included: swinging an IV pole
around the room; removing an oxygen tank from the
bed and discharging the tank's contents; threatening
harm on anyone who entered the room; inhaling oxy-
gen directly from the tank and beating on the door to
the room with the tank; threatening to assault security
and clinical staff. Police said they were unable to use a
stun gun on the man because it could have caused an
explosion with the room's increased oxygen levels. Offi-
cers were eventually able to restrain him, and hospital
staff injected him with medication to sedate him, and
take him to the hospital's intensive care unit.

OFFICER ASSAULTED BY PATIENT 
ON 'ICE' SUFFERS HEART ATTACK

HERVEY BAY, AUSTRALIA. A patient, 35, who admitted
taking methyl-amphetamine (ice) has been convicted of
seriously assaulting a Hervey Bay Hospital security offi-
cer who claimed the assault resulted in a heart attack.
Details of the patient's behavior were revealed in the
Hervey Bay District Court. He was described as "ex-
tremely volatile, threatening, abusive and unpredictable."
He told the hospital staff he was seeing demons and
that he was an elite athlete before his arms began flail-
ing. Three staff members, including the 47-year-old secu-
rity officer, restrained him, holding him on the ground
for about four minutes. As he was kicking and strug-
gling, one of his arms became free and he punched the
security officer four times in the upper back. This re-

In Brief cont.

continued on next page
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sulted in "acute back pain and chest pain" and half an
hour later the victim was admitted to hospital. The
Crown prosecutor said while the 47-year-old had suf-
fered a heart attack, it was difficult to say whether it
was a direct result of being assaulted. He did, however,
acknowledge that before the attack the victim was fit
and healthy, but he now suffered a "number of cardiac
issues". The ex-patient said he was now taking steps to
get clean and had been offered secure employment. He
was convicted of the assault and sentenced to six
months jail, but released on immediate parole. His fam-
ily, including a tearful mother, embraced him after he
was allowed to leave the courtroom, according to local
media.

PIT BULLS ATTACK EMPLOYEE 
IN HOSPITAL PARKING LOT

DETROIT, MI.  A Henry Ford Hospital employee is re-
covering after she was attacked by two pit bulls while
walking through the employee parking lot when arriving
there for work, according to media reports.  Another
employee who witnessed the attack immediately
rushed to help, while hospital security and Detroit po-
lice officers also quickly responded, hospital officials
said in a statement. "The officers were forced to fatally
shoot both dogs when the dogs turned on them," the
statement read. "Our employee was treated for her in-
juries and is expected to return to work in the coming
weeks."

BEATING, ROBBERY IN HOSPITAL
RESTROOM LEADS TO ARREST

SAN FRANCISCO, CA. A 41-year-old man who al-
legedly assaulted and demanded money from an elderly
man in a restroom at St. Francis Memorial Hospital, at-
tempted to flee hospital security officers who re-
sponded after hearing the victim's screams, but was
caught and detained by them for police. The alleged as-
sailant was arrested on charges of assault with a deadly
weapon, elder abuse and robbery, along with a proba-
tion violation. The victim was treated at the hospital for
fractures to his face, it was reported.

PATIENT HOLDS HEALTH WORKER 
HOSTAGE WITH PLASTIC KNIFE

LAS CRUCES, NM. A patient under treatment at 
Memorial Medical Center has been arrested and
charged with kidnapping after he grabbed a hospital
employee at a nurses station, put a plastic knife to her
throat, and said he would kill her if he was not allowed
to leave. He freed her, according to media reports, after
hospital staff allowed him to leave through a security
door, but hospital security was able to place him under
arrest as soon as he was outside. The victim was re-
portedly uninjured. 

PATIENT ARRESTED FOR PUNCHING, 
TRYING TO KNIFE SECURITY OFFICER

FT. WAYNE, IN.  A patient being treated at Lutheran
Hospital has been arrested for wielding a knife and try-
ing to stab a security officer. According to Court docu-
ments, as reported in local media, the security officer
was called to the man's room, and found him holding a
knife. He pointed the knife at the officer and also
punched him, a witness told police, the court docu-
ments said. 

WOMAN TRIES TO RUN OVER 
OFFICER AFTER CAR ACCIDENT

ROCKVILLE, MD. A women who hit another car while
trying to make a U-turn at an entrance gate of the Wal-
ter Reed National Military Medical Center then drove
away and tried to run over a security officer with her
car, according to a police report. The officer shot at the
her car, but she wasn’t injured, the report said. She was
taken into custody after crashing her car at a construc-
tion zone, charged with first-degree assault, and held
pending a psychiatric evaluation.

HOSPITAL TIGHTENS SECURITY 
AFTER VOICE MAIL THREATS 

LEWES, DE. Beebe Medical Center tightened security
procedures after a former patient left a threatening
voicemail for two physicians affiliated with the hospital,
according to local media reports. A hospital spokes-

In Brief cont.
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woman said the person who left the voicemail was a
patient at the hospital several years ago. The threat was
made sometime during a weekend but the voicemail
was heard for the first time on a Monday morning, and
the person taken into police custody. The spokesperson
said the hospital had heightened its routine security
policies and procedures and had only two entrances
open to the public. The hospital was also checking IDs
of all visitors prior to issuing visitor badges, she said. 

OFFICERS CLEARED OF USE OF EXCESSIVE FORCE
TO SUBDUE DISTRAUGHT HUSBAND

ALTON, IL. A federal jury has cleared two Alton police
officers and two hospital employees in a lawsuit
brought by a man who claimed they used excessive
force in subduing him at Alton Memorial Hospital.The
officers used a stun gun to get the man under control.
He claimed in his lawsuit that their actions violated his
civil rights. "They were put in a position where they had
to quell his behavior to resolve a situation, and they did
what they were trained to do. They were accused of
using excessive force, but the jury wouldn't buy it,"
Alton Police Chief David Hayes said. The Alton officers
were called to the hospital Dec. 9, 2008, after the man
became involved in a scuffle with a hospital security of-
ficer and damaged the facility. The officers used a Taser
to get him under control before any further damage
was done. The man was distraught after his wife died.
The officers' answer to the complaint stated they were
acting reasonably in light of the circumstances. They
were legally justified, they claimed, and their conduct
was a result of provocation by the plaintiff. 

BRAZEN THIEF REMOVES ART 
FROM HOSPITAL WALLS

TORONTO, CANADA. Police  report they have recov-
ered nine works of art stolen from Sick Children's Hos-
pital, but are still seeking a man whose image was
captured by hospital security cameras carting off the

18-by-18 framed prints.. The nine prints, valued at be-
tween $800 and $1,000 each, were taken off the wall of
the Burton Wing of the hospital on April 19. Security
camera footage released by Toronto Police shows a six
foot tall man, dressed all in black, strolling into the hos-
pital with his hands in his pockets just after 6 p.m.  After
piling the art onto a cart, he wheeled it outside and, 

according to police, may have loaded it into a four-door
Mercedes. Making no attempt to conceal his identity,
the thief even made sure to remove a brass plaque
bearing the name of the artist. 

SECURITY CAMERA ENABLES POLICE 
TO IDENTIFY HOSPITAL THIEF

TORONTO, CANADA. Toronto Police have identified
and are seeking a man allegedly involved in numerous
thefts at hospitals across Toronto. The suspect was
caught on a security camera at Toronto East General
Hospital, according to press reports. Police reported
that the man was seen wandering the hallways of the
hospital and entering patients’ rooms while the patients
were away. When the patients returned to their rooms,
they discovered their personal property had been re-
moved.

FIRED HR EMPLOYEE STEALS LAPTOP WITH 
CONFIDENTIAL INFORMATION

CHAPEL HILL, NC.  The University of North Carolina

In Brief cont.
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(UNC) Health Care System has reported that employ-
ees’ confidential information may have been threatened
after a UNC IT employee allegedly took a company lap-
top after being dismissed. In a written statement, UNC
officials said that the incident took place in August. The
former employee was assigned to the Human Re-
sources payroll section. The employee took the laptop
without knowledge or authorization, UNC said. The
laptop gave access to UNC Health Care employees’
payroll information including social security numbers,
the hospital said. Law enforcement was immediately no-
tified and the laptop was recovered a few hours later,
according to the hospital. 

CANDY THEFT FROM HOSPITAL 
LEADS TO FELONY CHARGES

GLENS FALLS, NY. Two men, caught by security officers
stealing candy from a room at Glens Falls Hospital face
felony charges, police report. The two allegedly went
into an off-limits section of the Pruyn Pavilion, went
into an office and stole candy, according to a police
spokesman. Because they did not have permission to
enter that part of the building, and they allegedly com-
mitted the crime of petit larceny while there, they were
charged with the felony of third-degree burglary, he
said. Hospital security staff caught the men, local media
reported, after a security officer on patrol heard
rustling behind a closed door and found the men in a
room in the cancer center.

EMPLOYEE ADMITS THEFT OF 
PATIENT RECORDS IN TAX SCHEME

TROY, AL. A medical records employee for a company
that assigns employees to different companies,  has
pleaded guilty to several charges in connection with a
tax fraud scheme involving her assignment at Troy Re-
gional Medical Center.Angeline Austin, 41, admitted in a
plea agreement that she stole more than 800 names,
Social Security numbers and dates of birth from pa-
tients at the hospital and sold the stolen identities to
another person involved in the scheme who used them

to file fraudulent tax returns. The tax refunds were
placed on prepaid debit cards and sent to the people
involved in the scheme. The people then cashed 
them at ATMs, according to local media.

HOSPITAL EMPLOYEES FIRED FOR STEALING 
'FACE SHEET' INFORMATION

MIAMI, FL. Two University of Miami Hospital employees
have been fired after they allegedly stole patient infor-
mation and then tried to sell it, according to media re-
ports. A UM spokesperson said the two employees
were immediately terminated after an investigation by
Miami-Dade Police into the security breach. The com-
promised information reportedly was included on “face
sheets,” documents related to the patient registration
process. Face sheets contain the patient’s name, ad-
dress, date of birth, and insurance policy number. The
sheets also include the reason for the patient’s visit and
any services they obtained while visiting the hospital.
Some may also include the patient's social security
number.  All patients who attended the hospital be-
tween July 2012 and October 2012 may be affected, the
hospital said. An incident web site and toll-free incident
line have been established. 

MEDICARE FRAUD SWEEP: HOSPITAL EMPLOYEE
SOLD PATIENT DATA TO HOME CARE AGENCIES

HOUSTON, TX. A former employee of the Harris
County Hospital District was among 107 people named
in a nationwide Medicare fraud sweep. He is accused of
selling patient information to a home healthcare owner
who, in turn, would sell the information on potential
customers to other home care companies. The hospital
district has notified approximately 3,000 patients that
their information, including addresses, phone numbers,
dates of birth and Social Security numbers, may have
been stolen. The  district has contracted with a data
breach company, to provide patients with tools to help
protect their identity as well as 12 months of ID theft
recovery services, free of charge, according to press re-
ports.

continued on next page 
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INMATE  SHOT AND KILLED 
BY DEPUTY IN HOSPITAL ER

SAN DIEGO, CA. An inmate who was wounded in a vi-
olent struggle with deputies in his jail cell and trans-
ported to the University of California at San Diego
(UCSD) Medical Center, was fatally shot by a sheriff's
deputy at the hospital after allegedly charging at him.
The incident occurred when it was determined that the
inmate needed to undergo a CT scan, according to
local media reports. When the deputies loosened his
restraints for the procedure, the inmate broke free
from his waist restraint and began swinging a chain
from the restraint at a pair of deputies and a medical
technician in the room. As he struggled to get up, a
deputy fired a Taser at the inmate's torso and the
deputies struck him with their batons. The inmate was
still able to get to his feet and charged at a deputy, who
fired his weapon, a police spokesman said. The inmate,
who police said a violent history both in and out of
custody, died by the time he was wheeled to the hospi-
tal’s trauma center. The deputies at the hospital report-
edly suffered minor injuries.

UNSHACKLED PRISONER ESCAPES 
FROM HOSPITAL RESTROOM

FRESNO, CA. Police have recaptured a Fresno County
Jail inmate, Robert Lee Davis III, who escaped from
Community Regional Medical Center where he was
taken for medical care after telling correctional officers
that he had taken Ecstasy before being arrested, He had
been jailed on suspicion of vehicle theft and weapons
charges. At the hospital, according to local media re-
ports, Davis said he had to use the restroom. He was
unshackled by an officer and a few minutes later, bolted
from the bathroom and ran down a hallway with a cor-
rectional officer chasing him. The officer, who was
joined by Fresno police and hospital security officers,
reportedly lost Davis just north of the hospital. The 

escapee was captured by police the next morning in an
apartment complex a few blocks from the hospital, fol-
lowing an anonymous tip.

PRISONER PATIENT ATTEMPTS 
TO ESCAPE VIA DROPPED CEILING  

JERSEY CITY, NJ. A man in police custody on a shoplift-
ing charge, who complained of chest pains after being
arrested, escaped police custody in the Jersey City
Medical Center by climbing into the ceiling space above
a bathroom, but was captured an hour later, authorities
reported.  With officers stationed outside the bath-
room, which has no windows, Luis Torres, 29, removed
a ceiling panel and climbed into the dropped ceiling
area, police said. Following a search, he was captured a
few feet from where he entered the ceiling, according
to local media reports. A hospital official said the bath-
room involved in the escape attempt is located in the
rear of the Emergency Department and that some pa-
tients were moved from the area during the search.

ER 'PHYSICIAN'S ASSISTANT' 
GETS HOUSE ARREST, PROBATION

KISSIMMEE, FL. Matthew Scheidt, 18, has been sen-
tenced to a year of house arrest  and eight years proba-
tion for impersonating a physician's assistant in the
emergency room of Osceola Regional Medical Center
in August 2011, when he was 17. Scheidt told investiga-
tors that the ruse began when he went to the hospital
to get a badge for his job as a clerk at a doctor's office
across the street. But someone had put him in the
computer as a physician's assistant, he said. Prosecutors
said Scheidt used the badge to work in the hospital
emergency room for weeks, changing bandages, han-
dling IVs and helping to conduct exams. He was ar-
rested in September 2011 and allowed to bond out. But
in January, he was rearrested for impersonating a police
officer.

IMPERSONATORS

FORENSIC PATIENTS
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IAHSS: Johns Hopkins "Shootings"
Research Article Omits Key
Strategies

A second article on hospital shootings in a medical
publication by staff members of Johns Hopkins, Balti-
more, MD, has received widespread publicity in con-
sumer and security trade media. The article,
"Hospital-Based Shootings in the United States: 2000-
2011," contains some valuable research information, ac-
cording to IAHSS president, Bryan Warren, CHPA.
However, Warren points out several omissions in the ar-
ticle, and along with other security experts, disagrees
with its conclusions.

In the article, which appeared in the Annals of Emer-
gency Medicine, Gabor D. Kelen, MD, director of the
Johns Hopkins Department of Emergency Medicine, and
three other emergency department physicians, analyzed 
reports of shootings at acute care hospitals in the U.S.
between 2000 and 2011, using LexisNexis, PubMed, Sci-
enceDirect, Google and AOL’s Netscape.

154 Hospital Shootings, 235 Dead Or Injured 
Reported In 11 Years 

In summary, they reported that  "154 hospital-re-
lated shootings were identified, 91 (59%) inside the hos-
pital and 63 (41%) outside on hospital grounds.
Shootings occurred in 40 states, with 235 injured or
dead victims. Perpetrators were overwhelmingly men
(91%) but represented all adult age groups. The ED envi-
rons were the most common site (29%), followed by the
parking lot (23%) and patient rooms (19%). Most events
involved a determined shooter with a strong motive as
defined by grudge (27%), suicide (21%), “euthanizing” an
ill relative (14%), and prisoner escape (11%). Ambient
society violence (9%) and mentally unstable patients
(4%) were comparatively infrequent. The most common
victim was the perpetrator (45%). Hospital employees
composed 20% of victims; physician (3%) and nurse (5%)
victims were relatively infrequent…In 23% of shootings
within the ED, the weapon was a security officer’s gun
taken by the perpetrator."

In a Johns Hopkins press release, the research team

concluded that "specialized training for law enforcement
and security personnel, such as proper securing of
firearms, may prove a more effective deterrent to future
incidents than investment in expensive or intrusive tech-
nologies, such as magnetometers. Such technologies may
create a false sense of security, primarily because poten-
tial weapons get into hospitals by a variety of channels,
and because more than 40 percent of all the shootings
studied occurred on hospital property outside of build-
ings." Many security experts, the authors claim, view
metal detectors and the like as impractical solutions in
hospital settings. "Hospitals typically have multiple public
entrances and large numbers of visitors each day."

(The press release also stated that "the likelihood of
being shot in a hospital is less than the chance of getting
struck by lightning," a phrase featured in many con-
sumer media accounts.  So far, in 2012, Directions has
reported 12 shootings in U.S. hospitals resulting in nine
deaths, and 11 persons wounded. One of the hospitals
with a random shooter--"struck by lightening"--has an-
nounced it is making a substantial investment to upgrade
security at its facilities. For details see the Special Re-
port, page 17.)

Warren: Several Key Strategies Not Discussed In Article

In an IAHSS statement responding to the Johns Hop-
kins study, which appeared in Security Infowatch, 
Security Today, Canadian Security, Workplace Violence
News, Riskwatch International, HC Pro Hospital Safety
Center, and other publications, Warren pointed out that
"several key strategies were not discussed."

1. Need For Security Experts In Developing Healthcare
Security Programs

"Hospitals should seek out the consultation of a cer-
tified healthcare security expert to assist in the develop-
ment of a healthcare security program, " he said,
pointing out that organizations such as IAHSS can pro-
vide best practices and important protocols when a fa-
cility is developing its healthcare security plan. For
example, the study found that 50% of shootings in the
Emergency Department involved a security personnel’s
firearm. A security expert can help carry out a risk as-
sessment of a facility, pinpointing specific details such as 
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the demographics of the hospital location, economic
condition, incidents occurring throughout the commu-
nity, proficiency of current security team, etc., from
which a plan can be further developed.

2. Guidelines  For Decision On Arming Security Staff

"After completion of the due diligence phase, clear
guidelines should be analyzed and implemented for spe-
cific issues such as whether or not to arm the security
staff. Such guidelines would encompass questions like
what type of holster is being used for the firearm (low
or high level of weapon retention capability) or what is
the make and model of the firearms being considered?
These minor details need to be taken into account
when considering whether to arm a security team,  ex-
plains Warren, "because there are certain safety features
of some handguns for example that may provide added
protection to the security team, hospital staff and pa-
tients in the event that the weapon falls into the wrong
hands. Once these policies are in place, it is essential
they become the framework around which hospital se-
curity officer training evolves."

3. Training And Professionalism Of Security Force 

The report also did not speak to the training and
professionalism of a security force, which is central to
operating an effective security operation at any facility.
According to Warren, it is critical that security and po-
lice staff have education and training on a routine basis,
especially on firearms and weapons retention. "Unfortu-
nately, this still does not exist in most facilities," he says.
"There needs to be more emphasis on training for those
responsible for healthcare security duties." In the likeli-
hood that an incident may occur, it is necessary to have
workplace violence education and training for a hospi-
tal's clinical and ancillary staff as well. "Better prepared-
ness for an emergency event is crucial. Staff should be
taught warning signs, who to call, when to call, etc." War-
ren emphasizes. “Preparation is key to managing any cri-
sis, and it should be an all hazards approach.” 

4. Partnering And Pre-Planning With Law Enforcement

Another significant topic not touched upon in the
Hospital-Based Shooting study was the need to create a
good relationship with local law enforcement. "The most

important thing is being prepared as much as possible
for an emergency event," says Warren. Partnering and
pre-planning with local law enforcement is a critical ele-
ment when it comes to emergency planning. Working in
concert with local law enforcement on a routine basis
and making sure everyone understands their roles and
responsibilities in case of an emergency as well as what
resources are available at the facility is important to
best prepare for an emergency event.

Blair: Should 'Rareness' Of An Event 
Determine Security Investments? 

Dr. Kelen was also the co-author of an article in the
January 24, 2011 issue of the Journal of the American
Medical Association (JAMA) which concluded that "al-
though violent crime in the United States may be in de-
cline, violent crime levels remain disturbingly high.
Shootings within health care facilities are exceedingly
rare and are difficult to prevent. Thus, workplace vio-
lence prevention should focus on other assaults. Health
care facilities have obligations to provide reasonable
protections for employees, patients, and visitors. How-
ever, rather than expecting, infallible security within
health care facilities, perhaps society should address the
culture of violence as a means to mitigate workplace vi-
olence in the health care setting and other settings."

In an article in the IAHSS Journal of Healthcare Pro-
tection Management, Dr. James Blair, president and CEO
of the Center for Healthcare Emergency Readiness
(CHCER), takes issue with that conclusion, writing in
part that,  "had the healthcare industry responded to
the early Infant Abduction Crisis (according to statistics
complied by NCMEC, 114 infants were abducted from
U.S. hospitals from 1983-1999) in the same manner as
suggested by the Johns Hopkins' researchers, then they
would have seen the expensive array of security equip-
ment and other actions not worth the time and ex-
pense. All that public display of security measures to
keep newborns and vulnerable children, would amount
to 'emote a false sense of security'. These protective
measures have reduced infant and child abductions sig-
nificantly. (From 2000-2011, 18 infants were abducted
from hospitals: NCMEC).  How do you determine what
is rare shootings in hospitals? Legal experts told us that 
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one child abduction places a heavy, expensive legal bur-
den on hospitals."

More businesses, schools, hospitals 
training for violent attacks

In an article in the Milwaukee Journal Sentinel, offi-
cials at Children's Hospital of Wisconsin report they
are joining with school, businesses, and houses of wor-
ship in conducting large-scale "active shooter drills" fol-
lowing recent shootings at a theatre in Aurora, CO (12
killed; 58 injured), and a Sikh temple in Oak Creek, WI
(six killed; four wounded). Preparations for dealing with
a gunman are taking place across sectors of the U.S.
from education to health care to retail, the article re-
ports.  "Unfortunately, this is a topic that has been on
our radar screen for a number of years," said Michael
B. Thiel, director of security for Children's Hospital. "It
very much has raised everybody's awareness that it
doesn't just happen somewhere else," Thiel said. "This is
everywhere."

The possibility of random violence is what Peter
Pochowski, executive director of the Wisconsin School
Safety Coordinators Association, calls the "new nor-
mal."  "It's a terrible, terrible situation, but it's a fact of
life," said Pochowski. "We can't just ignore it. We have
to be prepared for it," adding that rejecting the notion
that "this will never happen to me"--is a good first step.

FOR FURTHER INFORMATION:

To access the Johns Hopkins article in Annals of Emer-
gency Medicine, go to:
http://www.annemergmed.com/webfiles/images/journals
/ymem/FA-gdkelen.pdf

To access the IAHSS response, go to:
http://iahss.org/PDF/iahssrespondstojhreport.pdf 

The article, "JAMA Coverage Of The Johns Hopkins
Shootings: A Dissenting View," by Dr. James Blair, begins
on page 34 of Volume 27, No. 2, the Summer 2011 
Issue of the IAHSS Journal of Healthcare Protection
Management.

U.S. Hospitals Expanding Levels 
Of Security In Maternity Units

Wake Forest Baptist Health-Lexington Medical Cen-
ter, Lexington, NC, has joined other hospitals in ex-
panding security in its maternity unit beyond bracelet
alarms, according to local media reports. The action fol-
lows recommendations of The National Center for
Missing and Exploited Children (NCMEC) that hospitals
caring for infants and children have a locked unit, with
self-closing doors, alarms and security cameras--all part
of a growing effort to prevent infant abductions and
other security breaches involving children. The group
also recommends that staff members ask visitors for a
photo ID and whom they are seeing and how they are
related to the patient.

A Special System Of Identification 

Lexington Medical Center's new system, according
to hospital officials, was prompted by an incident in Cal-
ifornia last August, when a woman dressed in medical
scrubs entered a hospital maternity ward and at-
tempted to abduct a newborn by hiding the baby in a
bag. The new system locks down the labor, delivery and
postpartum areas. Grandparents and family members
will still be allowed to visit the new parents and infant,
but access will be determined through a special system
of identification. Those people identified by the parents
as "approved visitors" will be issued special instructions
and a unique password that must be used each time
they visit. The password alerts the staff that any individ-
ual requesting access to the unit has been identified and
approved by the parents. "Only authorized staff mem-
bers will have access to the unit, and the practice of
random visits to the nursery by others within the hos-
pital will be eliminated," a hospital official said.

Adding Levels of Security

Other hospitals reporting expanded security include
St. Cloud Hospital, St. Cloud, MN, and Children's Hospi-
tals and Clinics of Minnesota, Minneapolis/St. Paul.  At
Children's Hospitals and Clinics of Minnesota, besides
requiring visitors to show ID at the welcome desk, in
special areas like the neonatal intensive care unit, 
visitors have to be buzzed in, adding a second level of
security.
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Maintaining Security During 
A Hospital Strike:  Advance
Preparation Is The Key

Strikes of nurses and other healthcare workers,
ranging from one-day walkouts to durations of over
four weeks requiring replacement workers, are re-
ported on the increase nationwide.  Two examples: last
year 1,000 of Kaiser Los Angeles Medical Center’s
1,100 unionized nurses left their posts during a 24-hour
walk-out; another recent strike at Washington Hospital
Center,Washington, DC, reportedly cost approximately
six million dollars in replacement nurses’ wages and
added security.

Knowing what precautions to take during a strike to
provide the least disruptive hospital functioning and
maintain the most efficient security can pose complex
challenges.  “Typically, you have some warning before a
strike occurs and it is an advantage because it gives you
a chance to prepare,” says Kevin Troutman, JD, Chair of
the National Healthcare Practice Group, Fisher &
Phillips, LLP, a law firm dedicated to representing em-
ployers in labor and employment matters.

Labor Expert: 'A Strike Is Similar 
To A Disaster Scenario'  

Troutman cautions that hospital security plans need

to be kept current and up-to-date.  “A strike is similar
to a disaster scenario,” he says.  “You might have a ques-
tion of delivery of supplies or staff who are not going
to come to work, and you need a contingency plan for
getting those supplies in.”  The contingency plan should
include knowing how many nurses you need, what sup-
plies to have on hand, and how to get new or replace-
ment supplies safely delivered.

In addition, Troutman warns, “you are most likely to
have disruptive behavior on campus during a strike, so
you should work with local law enforcement and your
own security to make sure you have access.”  He rec-
ommends that vendors be contacted in advance to
make sure a plan for deliveries is in place.

Another important area to secure is the hospital’s
computer system.  During a strike, “Your system is
more likely to be hacked electronically,” says Troutman,
with both hardware and software (through viruses or
hacking) vulnerable.  “You need to know what to do if
your technology fails or is sabotaged during a strike.”

Protecting Your Staffing List

Troutman also recommends that the security con-
tingency plan take into consideration access of impor-
tant data.  This is not so easily done, because necessary
availability must be balanced against the potential for
sabotage. “For example,” he says, “Do you have your
staffing list available and safe so it can’t be carried off or
used by a union to contact people?” If the striking par-
ties have gained access to this list, they may be using it
to send their own messages, which can be confusing
and disruptive to your staff.  But restricting access must
be balanced against the hospital’s need to have the staff
list safe and readily at hand so non-unionized staff can
be kept informed and be prepared for what is going to
happen during a strike.  “You must be able to reach
your own staff, because they need to know what to ex-
pect, whether it is housekeeping, food service, or clini-
cal staff” says Troutman, who also warns that “your
employees may not be able to get in to the facility” dur-
ing a strike, even if their intention is to show up for
work.  

Troutman believes that hospital security staffs do a

Striking nurses at Washington Hospital Center, the District’s largest
hospital (March 3, 2011).
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good job in responding to the challenge, but “there is
more to be done, especially with material that people
are used to having available that may not be there dur-
ing a strike event. This is an uncharted area because it is
not that common to have lengthy hospital strikes.” 

The Pros and Cons of Adding More Security Officers

There are also less easily measurable effects of a
strike.  “Friends may be on opposite sides of a strike,
which makes it a difficult, stressful time for a hospital to
face, all the while the public is coming and going, and
your staff is working to maintain physical security.” All
kinds of complicated scenarios arise during a strike.
Troutman gave the following example: “What if a striker
has a relative who is a patient in the hospital?  He is
striking, but he also wants to see his family member.”

In terms of specific security needs during a strike,
Troutman recommends consideration of whether a
hospital might require more security presence in areas
not usually covered during normal times.  “In the short 

term,” he says, “you want to have your own staff on
hand as much as possible, without the added provoca-
tion of introducing unfamiliar people.”  That might mean
hardship on your security staff, with long shifts or post-
poned vacations.

In order to set up a good contingency plan, Trout-
man recommends talking to hospitals and vendors who
have already been through a strike.  “They are good re-
sources for knowing how to prepare.”  He says, “I
would encourage security folks to do what they always
do--reach out to other people at the hospital to know
what they need in order to be prepared.”  He added,
“I’m always impressed with and proud of how people in
hospitals rise to meet the challenge of strikes through
preparedness and improvisation.” 

FOR FURTHER INFORMATION, CONTACT Kevin
Troutman, JD, Chair of the National Healthcare Practice
Group, Fisher & Phillips, LLP, 333 Clay Street, Suite
4000, Houston, TX 77002.  Phone: 713-292-0150. 
E-mail: ktroutman@laborlawyers.com

STANLEY CSS IS GROWING TO SERVE YOU BETTER. Powered by a culture of continuous innovation, we’re always looking to build on our 
industry-leading customer experience. That’s why we’re proud to announce the acquisitions of Niscayah and Microtec – an unmatched 
combination of leading-edge technology and customer service excellence. And we’re expanding our reach with even more locations across 
North America, all with our signature local touch approach to doing business. 
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They may look like characters out of a science fic-
tion movie, but there are over 400 TUG robots cur-
rently propelling themselves down U.S. hospital
corridors making automated deliveries at a rate of
about 50,000 a week, according to Aldo Zini, President
of Aethon, Pittsburgh, PA, a leading provider of hospital
self-guided robots While each one can tow over 500
pounds, they are sensitive enough to stop or move on
command, wait at elevators, and convey information to
their central company’s help desk. The most robots any
one hospital has at the present time is 20, but these ro-
bots accounted for three million deliveries in 2011, up
from a little over two million in 2010, Zini says. 

The robots are adaptable to different hospital envi-
ronments.  In Boston Children’s Hospital, for example,
they are “done up like little trains and the kids come
out to watch them go by,” says Zini.  “We encourage
kids to play this way,” he says, and there is little danger
of accident, since there are redundant censors that
make the TUG robots stop quickly if necessary. They
can also communicate easily, such as announcing,
“Please step aside.”  

Zini says he became involved in the development of
robots for the health care field because "I was fasci-
nated by how little automated transport was being
used in the field.”  His company was drawn to finding
better solutions for performing difficult jobs within the
hospital.  “A lot of hospital transport jobs are difficult
and involve safety issues to workmen, such as waste re-
moval, carting dirty linen, pushing heavy carts, etc.”  It
made sense to Zini to create robots to do jobs “you
don’t really want people to do. Nurses and pharmacists
are making deliveries, and that’s not really what they
should be doing,” he explains.  “Why not use robots?  It
lowers costs and allows people to concentrate on pa-
tient care.”

Making Secure, Safe Drug Deliveries

The robots transport equipment, supplies, meals, 

linens, and cart trash, but one of their most vital func-
tions is the reliable delivery of drugs.  There are a num-
ber of fail-safes incorporated into the system to track
how the drugs are moved through the hospital.  “An im-
portant component of our system is Medex, which
tracks and monitors deliveries of controlled narcotics,”
says Zini.  “When we make deliveries of controlled 

substances, the contents are secured and accessed by
both security codes and thumbprints.  If anyone else
tries to access the drugs, we know, because a signal will
be sent to security.”  

The company has built in redundant security to
make sure that all drugs are accounted for at each step

Report Growing Use Of Robots 
For Hospital Transport And Drug Deliveries

TUG robot equipped with MedEX allows hospitals
to transport and track medications safely, securely
and fully autonomously around the clock while
providing a complete chain of custody for every dose. 
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of the way.  All robot carts are loaded and unloaded by
people, and Zini says that a solid chain of custody
means that everything is tagged with RFID codes and is
electronically stored and recorded.  This is a great im-
provement, Zini says, over the current paper trail used
in most hospitals today, where people along the line
have to sign for accepted delivery and then generate
more paper to show that drugs have been properly
stored once received. 

All 400 TUGS are electronically monitored around
the clock from Aethon’s help desk in Pittsburgh, PA,
which is manned by two people on every shift.  “If a
robot has a problem navigating, it sends a message to
the help desk,” asking for help (e.g., in clearing a block-
age) “and we jump on it right away.”  This rarely hap-
pens, says Zini, who estimates that out of every 500
deliveries, there may be one or two calls to the help
desk.  “For example, a robot may send the help desk an
email message saying ‘I’m stuck.’ The robots have sen-
sors, and we can instantly see what is going on.”  Zini
gave the recent example of a robot sending the mes-
sage that it was having trouble accessing an elevator.  In
this case, Aethon called the hospital to let them know
that they had an elevator problem. The hospital wasn’t
aware of the stopped elevator and they were grateful 

to get the message.

Measuring Costs and Cost Effectiveness

As for cost, Aethon leases its technology to hospi-
tals at a cost of approximately $2,000 per month per
robot (depending on the number of robots, application,
layout of the facility, etc.).  Zini estimates that for every
dollar a hospital pays, “we save them two dollars in
labor and technicians, not to mention that the TUGS
work 24/7.”  “Our robots more than pay for them-
selves,” Zini claims.  He also points out that there are
other savings that may be harder to quantify but are
just as real, such as improved turnaround time in terms
of drug delivery (e.g., the time from original order to
actual delivery). "Our robots have many security fea-
tures built in that make the hospital system safer," he
adds.  "The robots also reduce workmen’s comp (since
it is not people who have to push 400-500 pound
carts); our tracking system is efficient and safe; and we
are extremely cost effective." 

FOR FURTHER INFORMATION, CONTACT Aldo
Zini, President,  Aethon, 100 Business Center Drive,
Pittsburgh, PA 15205.  Phone: 412-322-2975.  E-mail:
azini@aethon.com  

Specialists in security systems for healthcare.
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Serial Deployment Of ATM Skimming Devices

Skimming devices attached to hospital ATM machines which record customer data
later used to produce counterfeit debit and credit cards are turning up with frequency in
different locales, according to press reports.The devices contain a secondary card reader
and a pinhole camera. They are attached to an automated teller machine over the top of
the legitimate card reader portion. The camera records the PINs while the card reader
stores the card's track data. Although the machines are usually the property and responsi-
bility of a local bank, the victims are hospital employees, patients, and visitors who have
other concerns as well.

Patterns emerging from discovery of such devices underscore the need for security di-
rectors in an area or in a hospital system to maintain regular contact with each other and
law enforcement, as they would for other types of theft incidents. If your hospital ATM's
have been skimmed, chances are the criminals have also compromised machines at other
area hospitals. For example, police in Toronto, Canada, have reported uncovering skimming
devices eight area hospitals. "We believe the hospitals are being targeted because of the
high volume of pedestrian traffic and the fact that the ATM machines are located within
open common areas,” said a Toronto police inspector.

In Fairfax County, VA, police removed a skimmer device from an ATM at the Inova Fair-
fax Hospital Cardiac Care Center after users lostan estimated thousands of dollars to
thieves, they said. Further investigation revealed a skimmer device on an ATM located near
the lobby gift shop at Inova Fairfax Hospital and on a machine located in the Inova Fair
Oaks Hospital lobby adjacent to the cafeteria.

Theft Of Credit Card Information From Hospital Gift Shop

Theft of information at hospitals is not limited to medical records.  Aultman Hospital,
Canton, OH, recently reported that credit card and debit card information was stolen by
hackers from its gift shop. Although no patient health information was affected, the data
can be used for fraudulent credit card charges.  According to press reports, Aultman noti-
fied the appropriate law enforcement authorities, including the Secret Service and the
Canton Police Department, replaced the hardware affected by the breach, and retained a
forensic auditor to assist with the ongoing investigation. Aultman's bank has coordinated
with the credit card companies so that the relevant credit card holders will be notified, if
appropriate.

Disposal Of Paper Jackets Of Old Radiology Films

While thefts of old X-ray films for their silver content have been reported, Vidant
Pungo Hospital, Belhaven, NC, warns about information on paper jackets which held the
old radiology films. The hospital sent letters to as many of the people affected as they can
find, after paper jackets that had contained old radiology films were accidentally sent out
with the trash to a local landfill. The paper jackets contained the name, address, date of
birth, age, sex, race and the date and name of the radiology procedure. The hospital said
that information for 1,100 patients was at risk, there is no indication so far, of fraud.
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Sustaining Smoke-Free Hospital
Policies: On And Off Campus

Enforcing smoke-free policies on hospital grounds is
a continuing problem, but, as many facilities have discov-
ered, even when smokers go off-premises to light up, a
new problem arises--complaints from the neighbors.
This problem is not easily solved, but Elliot Health Sys-
tems, Manchester, NH, decided to tackle it head-on in
their no-smoking facility.  As Savino M. Auciello, Direc-
tor of Security at Elliot points out, “We see people at
their worst--physically, emotionally, financially. Visitors
come to the hospital stressed and, if they are smokers,
being denied access to cigarettes only adds to their dis-
comfort.” Adding to the problem is that staff smokers
may find it difficult to work long, hard hours without
the ability to find a place for a cigarette break.

At first, smokers at Elliot tried to circumvent the
no-smoking rule by taking their cigarettes just outside
the hospital, but that only caused neighbors to complain
of litter and discarded cigarette butts on their property.
This was not considered to be an acceptable solution.
“We are located in a residential area and we want to
keep good relations,” Auciello explains.

A Progressive Enforcement Plan For Visitors

“The main thing is to have a plan, educate, communi-
cate, and then take progressive enforcement action,”
Auciello says. He feels that this systematic approach has
helped. “People are generally receptive when asked to
stop smoking,” he says.  “A lot has to do with the ap-
proach and making sure that what we say and how we
say it is customer oriented.  Our approach is profes-
sional.  If someone refuses to put out a cigarette, we
thank them for listening and say we hope they under-
stand why the hospital feels it important to maintain a
smoke-free environment.” 

One of the first lines of defense is signage.  Auciello
says that Elliot does not use the usual big, international
‘NO SMOKING’ signs, but uses more personal, direct
signs posted at the entrance points to the hospital, so
people are aware of the hospital’s policy on smoking.  

Outside vendors are also sent communications inform-
ing them of the hospital’s smoke-free policy.  

The next line of defense is to have Elliot security pa-
trols to approach smokers, giving them a 3 x 5 card that
explains that the hospital is a no-smoking campus.  “At
the same time, we give them a receptacle to extinguish
their cigarettes.  If we have to talk to them a second
time, we ask them to please leave the facility in order
to smoke.”  In addition, security uses CCTV cameras to
spot smokers, who are approached and asked to desist. 

Joint Action To Help Employees

Attempts to curtail staff smoking have been ongoing.
The hospital created a committee, comprised of mem-
bers from Human Resources, Facilitation, Senior Lead-
ership, and Security to address the problem. At one
point, they tried the concept of “smoking huts” on the
property, but they found that this approach didn’t work.
“It was actually enabling smokers, and then patients
would complain that attendants came into their rooms
smelling of smoke.”  Now the hospital offers Smoking
Cessation classes, where staff can talk about their
smoking.  Elliot also offers staff smoking products, such
as Nicorette, from the hospital pharmacy at cost to
help people try to end their smoking habits. The hospi-
tal maintains a progressive disciplinary plan among em-
ployees to enforce the smoking ban. Violators are 



36 International Association for Healthcare Security & Safety  

directions IAHSS

Volume 25, Number 4

tracked monthly, “and the numbers are going down,”
says Auciello.

Maintaining Good Relations With Neighbors

As for handling relations with the neighboring com-
munity, Elliot placed extinguishing receptacles on the
perimeter of the hospital campus to discourage ciga-
rette butt litter.  Auciello continues to believe that com-
munication is the key. He talked about a local,
long-standing neighbor who uses the hospital herself,
but was complaining about people leaving cigarette
butts on her property.  “We keep in touch regularly,” he
said, “and she tells me when she sees people smoking.”
The hands-on approach seems to be working.  In this
case, “she has expressed her satisfaction about how
things are improving.”

In Syracuse, NY, the Syracuse Post Standard re-
ported that St. Joseph's Hospital went a step further
when  a woman complained in a news article that hos-
pital employees were taking their smoking breaks in
and around her front yard because the hospital has
banned smoking on campus. Hospital management put a
plan in motion as soon as the newspaper called for
comment, reported Kerri Ganci, director of public rela-
tions and marketing. They trained their security cam-
eras in the direction of the woman's home and sent a
security officer to stand guard. They sent the grounds
crew to pick up every cigarette butt and to clean up
the other trash in an employee parking lot on that
street. They offered her a gift certificate for dinner at a
restaurant. The hospital reminded staff of the smoking
policy and pointed out three outdoor places marked on
the campus map where employees can smoke without
being reprimanded, even though the campus is smoke
free. Those spaces are 100 feet from hospital entrances
and are away from homes and businesses.

FOR FURTHER INFORMATION, CONTACT Savino M.
Auciello, Director of Security, Elliot Health Systems,
One Elliott Way, Manchester, NH 03103-3599.  Phone:
603-663-2705. E-mail: sauciello@elliot-hs.org

Book Review:
UNREADY
To Err Is Human: The Other Neglected Side Of

Hospital Safety and Security

By Dr. Jim Blair, DPA, MHA, FACHE,FABCHS,

CMAS

Following up on his book. Deadly Neglect, which
maintained that the resulting deaths and suffering and
massive litigation which followed Hurricane Katrina in
2005 would have not happened had hospitals and health-
care systems there heeded the conclusions of reports
that followed tropical storm Allison four years earlier, in
his new book, Unready, Dr. Blair claims that despite gov-
ernment directives, the 9/11 attacks, Katrina, and other
wake up calls, "the nation's healthcare sector finds itself
ill-prepared to deal with known threats to the safety and
security of the country." 

In the book, available from Amazon, Dr. Blair spells
out what these threats are and the difference between
the actual level of hospital and healthcare preparedness
and the trusting public's perception of that prepared-
ness. While there are scattered "islands of excellence,"
where hospital authorities and their communities have
taken care to protect their stakeholders, he says, the vast
majority of hospitals across the nation have failed to
"step up to the plate" and address their roles and re-
sponsibilities for healthcare security readiness.

In making his case, Dr. Blair discusses in detail eight
myths about hospital and healthcare preparedness and
the gaps between perception and reality.  The myths in-
clude lack of a cohesive healthcare response to all-haz-
ards; why hospitals are likely targets for terrorist attacks;
failure to build more robust structures to mitigate se-
curity and safety vulnerabilities; unavailability of federal
financial support; unpreparedness for bioterrorism; in-
ability to deal with a nuclear or radiological threat; the
shaky relationship between public health and hospital
based sectors; and the growing violence in hospitals.

For further information, contact: Dr. James Blair, Presi-
dent, Center For Healthcare Emergency Readiness
(CHCER) 715 Combee Way Roswell, GA, 30076-5119
Phone: 770-558-3704.  E-Mail: drjdblair@comcast.net


